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automatically. History attributes include counts of

faults and changes in previous releases, and iaftiom

Previous studies have shown that software codedbout developers who have interacted with the code.
attributes, such as lines of source code, and histo Some code attributes, such as file size, file typele
information, such as the number of code changes angomplexity based on code structure, and code
the number of faults in prior releases of softwaae ~ dependency information, can be obtained directiynfr
useful for predicting where faults will occur. this  the source code of the current release. Othebatés
study of an industrial software system, we investig such as the age of a file or whether the file waw m

the effectiveness of adding information about nglli the previous release require a version management
structure to fault prediction models. The additoh  System or an equivalent means of accessing code of
calling structure information to a model based $§ple Previous releases.

on non-calling structure code attributes provided While new attributes have been proposed and
noticeable improvement in prediction accuracy, but Subsets of proposed attributes have been useedicpr
only marginally improved the best model based onfaults, the effectiveness of individual attribut@s
history and non-calling structure code attributehe  conjunction with other code and history information
best model based on history and non-calling stmectu has not been investigated in depth. Attributes texe
code attributes outperformed the best model based o useful separately in fault prediction might notuseful

calling and non-calling structure code attributes.

1. Introduction

Billions of lines of software are in use, and bifis
of dollars are spent each year creating and fixiregn.
A sizeable percentage of this cost is spent idgngf
and removing faults [1]. Late fixes of faults cosbre

than when they are detected and fixed early in the

development life cycle [6]. Predicting where faudi®
likely to reside helps organizations allocate more
testing resources to the most fault-prone part¢hef
software early, thereby reducing the cost of fault
identification and leading to the efficient creatiof
high-quality software. This is particularly usefihce
faults often display a Pareto-like distribution hwithe
majority of faults occurring in a small percentagfe
files[8, 18, 19].

Prior fault prediction studies have used software
code and history information that can be collected

when combined with other attributes in a model
because they are closely correlated.

This paper extends our prior work on fault
prediction, which used code and history information
[20, 25]. In addition to the attributes we have diuse
previously, we now investigate the use of calling
structure relationships. This information might ante
fault prediction accuracy, because interface faates
very common [4], and it is believed that many saftev
faults at the method level involve changes to the
methods that either call or are called by the &dfgc
method. We investigate the effectiveness of calling
structure attributes that can be obtained direfttyn
source code, as well as attributes that combiniangal
structure and history information.

Our empirical study uses code, history, and calling
structure information obtained from 35 releasesof
industrial business maintenance system developed ov
a period of almost ten years. The goal of the ptemh
was to identify the top 20% of files that are poteldl to
contain the most faults. Although prediction atmoel



level would be more precise than at file level, we dependency within a module and between different
performed our analysis in terms of files because ou modules, and showed that dependency information was

fault information was available only at file level.

The rest of the paper is organized as follows:

effective for failure prediction. However, they dibt
describe how much the dependency information

Section 2 describes related work. Section 3 definesmproved results from a model using code change

calling structure and describes the calling stmectu
attributes we used in detail. Section 4 descriles t

information alone. They predicted only post-release
failures, while our goal is to predict both predgost-

project under study and the data collection methodsrelease faults, and, in fact, the vast majoritploderved

used. Section 5 explains our modeling and predlictio
methods. Section 6 provides prediction resultsti®@ec
7 mentions the limitations of our study and Sectfon
contains conclusions and future work.

2. Related work

faults in the system we studied are pre-releadesfau
Zimmerman and Nagappan [26] used data and call
dependency information obtained from network
analysis to see whether the role of a module within
network provides useful information for fault pretion.
Their combined model of network metrics and code
complexity had about 10% higher correlation with

There have been many studies to predict thefaults than their models using only one or the ot

locations and the number or probability of faultsng
code, design, and history information [2, 3, 59,713-
18, 20, 22, 25, 26]. In this study, we investigtite
additional contribution of calling structure atutles to

of variables.

Jiang et al. [12] compared the effectiveness okeod
based metrics to design-based metrics of software f
predicting fault-proneness, and observed that tlie-c

prediction models whose variables include both codebased metrics generally outperformed the desigaebas

and history attributes.

Basili and Perricone [4] analyzed the distributain
faults from a large set of projects mostly written
Fortran. They classified the faults into five tgpe
including initialization, control structure, intade, data,
and computation faults. Interface faults are asdedi

ones. Their code metrics include many of the tdal$t
metrics as well as line and parameter counts. Their
“design metrics” are mostly counts of graph propert

of modules which they obtained from the code. Only
one of them, the number of calls to other functiaas
similar to the calling structure attributes that wse.

with structures existing outside of a module sush a Because their study analyzes the predictive abdity
method calls. Among the five categories, interface their combined sets of all code or design metiicts

faults accounted for the largest portion (39%). sThi
result is one motivation for our study of calling
structure information, as it indicates that metluadls
can be a significant source of faults.

Using calling structure information is not new. Fan
in (the number of method calls to a given moduderfr
other modules) and fan-out (the number of methdld ca
to other modules from a given module) [11] havenbee
used for fault prediction [2, 18, 26]. Cohesione(th
degree of interaction between elements within auteod

not possible to separate out the effect of only the
calling structure for comparison with our results.

In [20], three of this paper’'s authors used linés o
source code, file type, new file status, file agede
change history, and fault history to predict 20%iles
containing an average of 83% of pre- and post-selea
faults in two large industrial systems. Extendimg t
model to include developer information [25] imprdve
the prediction accuracy to 84.9%. However, neitbfer
these studies used calling structure information.

via method calls or access to data structures) and None of the above-cited studies contained an in

coupling (the degree of interaction between elemant

depth assessment of the effectiveness of calling

other modules via method calls or access to datsstructure information separately. Therefore, toepst

structures) [21] also have been studied previoustiie
context of fault prediction [2, 3, 7, 22, 26].

Arisholm and Briand [2] used code and OO design history

metrics, including the number of method calls, citre
and coupling, to predict faults in a Java legacstey.

those studies, in this paper we consider new at&&h
that combine calling structure with either filets&or
information. We then investigate the
improvement in fault prediction accuracy by
multivariate models that combine those attributes.

They also used code quality metrics, code change

information, and fault history. Using their predact
model, the estimated potential savings in verifoat
effort was 29%.

3. Calling structure attributes

Calling structure represents the relationship of

Nagappan and Ball [15] used software dependenciesnvocation between methods of a program. In Fidyre

and code change metrics to predict post-releakedai
on Windows Server 2003. They measured

Methods X, Y, and Z are invoked or called by Method

the Q. The methods that are invoked by Q are €@kees



Methods A and B invoke or call Method Q. The have faults. We are also interested in determining
methods that invoke Q are @allers File F is acaller whether a method is likely to be more faulty ifist

of file G, and G is &alleeof F if F contains a method called by many other methods.

that calls some method(s) in G. ® The number of new callers and callees

If a method interacts with callers or callees fue first
time (either new code or existing code), the method
Callers of Method Q itself or the file containing that method might kaa
Method X high number of faults.
Method A ® The ratio of the number of internal calls in a file
\ to the total number of calls (both internal and
external) associated with the filohesion)
If low cohesion and high coupling lead to more faul
prone design, then the higher the ratio of calkhiwia
Method B Faulty file to the total number of calls associated wiih file,
? . . .
! Method Z the fewer faults might be in the file.

® The number of prior new callers and callees
Just as was the case with new callers and callees,
interaction with methods that were new in the prior
release might not have had sufficient testing. &foze,
the more new callers or new callees in the pritzase,
the more a method might have faults.
® The number of prior changed callers and callees
Changes to a method’s callers and callees oftenireeq
that the method must also be changed, leadinggteehi
fault-proneness for the method. Changes in ther pri
release N-1 are counted as the number of changes fr
the beginning of the development of Release N-1 unt
the current time of change history data collection.
® The number of prior faulty callers and callees
"rhe rationale here is very similar to the previous
attribute, but faulty callers or callees of Q mighiply

an even greater possibility of faults in Q. In aidah, if

the faults in a method are due to incorrect assiompt

Callees of Method Q

Method Q Method Y

Figure 1. Calling Structure

We are interested in whether the calling structure
information is useful in predicting faults for the
following four reasons. First, a large percentade o
faults are known to be interface faults, whererfate
faults are defined as faults associated with eatern
module (method) or global data structures thatuassl
by the current module [4]. Therefore, the more réth
invocations in a file, the more fault-prone the fihight
be. Second, new files have had less chance tostelte
than older files. Therefore, interactions betweemvn
methods and existing methods might not have bee
sufficiently tested and therefore have a greata&ncé
of having undiscovered faults.

Third, changes to a method frequently induce
changes to other parts of the code. When a methisd X . . .

r misunderstanding of the requirements or
changed (for example, to add or remove a parameterz

method Q, which invokes X, may also require changes pecification, the developer might also have made
i ’ ’ . incorrect assumptions or have misunderstandingiseof
Prior research showed that code change frequeray is

good predictor of faults [9, 20]. methods that have a calling relationship with teltfy

. . : . method.
Fourth, structured design with high cohesion and . '
low coupling is generally accepted as a good amproa The fault and change data we collected is at file

. . - ..~ level, and in general we do not know which partcul
leading to high system understandability, reusgbili . -
and n?aintain%bilitil/ [21]. When a mod)L/JIe has low method(s) in a file have been changed to correct a

cohesion and high coupling to other modules, thedefect. Therefore, we measured all the above at&ib

module is often difficult to understand, reuse, test. at file Ieve_l. For example, the number of pT'_O”fW
. . callers of file F counts the number of faulty filesthe
Changes to one module might be unnecessarily revious release that call F in the current release
propagated to other modules in such cases. Alhede P
problems can result in low quality software.
We quantified the following attributes of calling
structure as model variables to investigate thieiénice ) ]
of the above four aspects for predicting faults. We 4.1. System under study and fault information

include a rationale for each attribute.

4. System information and data collection

The subject system of our empirical study is a
® The number of callers and callees business maintenance system that has had 35 release
Since interfaces tend to have many faults, the raore and has been in the field for close to ten years.
method calls other methods, the more the methotitmig Although it is coded in many different programming



languages, we included in this study only C, C+id a
C++ with embedded SQL files, as those were the fil

Table 1. List of attributes used in this study

types for which we were able to obtain calling stove

information. The numbers of files of these typezged

between 233 and 395 for the releases studied, thdth
number of files constantly increasing as the systen

matured. The total size of the studied code rarfiged

approximately 135 KLOC to 400 KLOC, again
constantly increasing with time. In all releasd®se
files made up the vast majority of the total system

typically consisting of over 70% of the files, aader
90% of the LOC.

The development organization used a combine
version control and change tracking system. A

modification reques(MR) is issued any time a change
is necessary, and the completed MR specifies whic

files were changed. To determine the number oftsaul
in each file during a given release, we counted th
number of files listed in MRs issued by testers ang
those issued by customers [24]. Very few faultsewer
typically reported by customers post-release. Altot
1048 faults were reported across the 35 release
ranging from two faults in Release 33 and Rele&s® 3
84 in Release 5. The average number of faults pe
release was just under 30. Although this is thaesa
system that we studied earlier [25], the fault ¢eware
different here, because we included only souras fil
written in C, C++ or C++ with embedded SQL, while
the earlier study included all executable filestsas
shell scripts.

4.2. Data collection

To see whether the use of calling structure atteibu
can improve the accuracy of fault prediction beytel
accuracy obtained by previous fault prediction niede
we collected code and history attributes combinégd w
calling structure information.

Code attributes are ones that can be determined fro|
the source code of the current or previous release
These include size (KLOC), file type, new file sigt
whether the file was new in the prior release, Buachy
of the calling structure attributes. History attries
include developer information, the number of fautts
prior releases, and the number of changes madeoin p
releases. Note that a simple comparison of twoiaess
of a file is enough to determine whether or nateatfas
changed from one release to the next, but canmetle

how many changes were made.

Some of the calling structure attributes descriimed
Section 3 can be obtained directly from the socame
(e.g., the number of callees), while some of thes
attributes require both code and history infornmatio
(e.g., the number of faulty callees in the pridease).

Attribute | Definition [T

Non-calling structure attributes

KLOC Thousand lines of sourgeC
code

RelNun Release numb C

NewFile New file status C
(1: new file, 0: existing
file)

PriorNewFile New file status in the prigrC
release

HCPP_File Boolean indicator of CH+C
file type

C_File Boolean indicator of C file C

h type

SQLC_File Boolean indicator qfC

P embedded SQL file type

| PriorFaults Number of faults in theH
prior releas

PriorChanges Number of changes in the

S, prior releas

PriorDevelopers Number of developers |if

oI the prior release

CumbDevelopers Cumulative number |oH
developers changing file
prior to the current release

Calling structur e attributes

Callee: Number of callee file C

Callers Number of caller files C

NewCallee Number of new callee filc | C

NewCaller: Number of new caller file | C

PriorNewCallees Number of new callees|ic
the prior releas

PriorNewCallers Number of new callers |irC
the prior release

Cohesion Ratio of number ofC
internal calls in a file tg
the total number of calls

° associate with the file

PriorChangedCallees Number of changed c3gli€e
files in the prior release

PriorChangedCallers Number of changed cdll€r
files in the priorreleas

PriorFaultyCallees Number of faulty calleeB
files in the prioireleas

PriorFaultyCallers Number of faulty callerB
files in the prior release

To collect calling structure attributes, we used a

ebublicly available tool, Doxygen [10], which gentas

a reference manual from documented source code.
Doxygen can also generate code structure infoomati



including the callers and callees of a method. We

abstracted the method level calling structure getedr
by Doxygen to the file level. Table 1 lists theriatites

Correlations over 0.4 are considered to be strang i
fault prediction studies [18, 26]. The Spearman
correlation coefficients in our study ranged betwee

we used in this study as independent variables for0.040 and 0.306 and were therefore not strong.

prediction models. The column labeled T represtms
type of attribute C (code), H (history), or B (both). To

However, all of the correlations except for New€e|
and Cohesion were statistically significant at ¢hel

reduce the skewness of data, we performed a lodevel, which indicates that the correlation was Iialy

transformation
transformation

on
on

KLOC and a square
PriorFaults,

structure attributes except Cohesion.

4.3. Correlations

PriorChanges,
PriorDevelopers, CumDevelopers, and all the calling

root to have occurred by chance. These are shown inibold

Table 2.

Even though the correlations are not strong, we
nonetheless built a fault prediction model because
goal is not just to look at the improvement caubgd
using calling structure information when buildirguft
prediction models, but also to look at the relative

Table 2 shows correlation coefficients between theeffectiveness of each attribute in the predictions.

number of faults in a file and the attributes. Spem
rank correlation is the correlation between theksamf
the measures of attributes, rather than on the itoaign
of their measures, and is not sensitive to outlie

Besides, as we will see in the following sectidiosy
correlation does not necessarily lead to low prexhc
accuracy, depending on the goal of the predicfidrs
has also been noted by Ohlsson and Alberg [18].

completeness, we also provide Pearson correlation One interesting finding is that the correlations

coefficients, which reflect the extent of linear
association between attributes. All of the attrdsut
were positively correlated with faults except for
CPP_File, C_File, and Cohesion (Pearson correlation

Table 2. Correlation between faults and

attributes
Attribute Spearman Pear son
Rank Correlation
Correlation

KLOC 0.221 0.231
SQLC_File 0.151 0.135
CPP_Fil¢ -0.130 -0.118
C_File -0.050 -0.040
PriorChanges 0.302 0.314
PriorFault: 0.306 0.365
NewrFile 0.045 0.032
PriorNewFile 0.039 0.049
PriorDevelopers 0.300 0.303
CumbDevelopel 0.171 0.228
Callee: 0.178 0.195
Callers 0.072 0.084
NewCallee 0.067 0.028
NewCaller: 0.040 0.01¢
PriorNewCallees 0.080 0.081
PriorNewCallers 0.056 0.057
PriorChangedCalle 0.246 0.253
PriorChangedCalle 0.181 0.160
PriorFaultyCallees 0.254 0.278
PriorFaultyCallers 0.194 0.184
Cohesiol 0.040 -0.00¢

between faults and callee-type attributes (Callees,
PriorNewCallees, etc) was always higher than the
correlations between faults and the corresponding
caller-type attributes (Callers, PriorNewCallersc)e
indicating that the number of methods called by a
method is a better fault indicator than the nundféts
callers.

5. Modeling and prediction

Our prediction goal is to identify a small percgyga
of files that contain most of the system test andt{
release faults. We use negative binomial regression
(NBR) models for fault prediction because they ntode
situations that have nonnegative integers as ouwspm
and also have provided high accuracy in fault
prediction in prior studies [23]. Like Poisson reggion,
NBR models the expected value of the dependent
variable as the exponential of a linear combinatibn
the independent variables as in formula (1). Ineoth
words, the log of the number of expected fayltss a
linear combination of variables. NBR is useful for
modeling distributions of data whose sample vaganc
is greater than that predicted by a simple Poissodel.

/j - ea+,81X1+,82X2+,83X3+... (1)

After estimating the number of faults using the
negative binomial model, we sort the files in desieg
order of the estimated number of faults and cateula
the percentage of correctly predicted faults thatia
the top 20% of the ordered files. To predict fautts
Release N, we build models using the data obtained
from Release 1 to Release (N-1). Then, we apply the



model to the data collected for Release N befoee th 6.1. Univariate models
beginning of the system testing period for Reldése

In Section 6.1 we present univariate models foheac  We began by building univariate models to
of the attributes listed in Table 1. In succeeding determine the fault prediction ability of each iatite
sections, we describe multivariate models that usealone. Table 3 shows the percentage of faults mvithé
combinations of code, history, and calling struetur predicted top 20% of files. The results are avesage
attributes. Non-calling structure code attribute® a over Releases 3 through 35, and are listed in
used in all the models. descending order of the prediction accuracy.

The multivariate models are constructed by starting As seen in Table 3, a model based on only the
with a univariatebase modeland then adding one number of changes in the prior release, used tatifgle
variable at a time. The base model uses the singlehe “worst’ 20% of the files, identified files caihing
attribute among those being considered that previde 68.82% of the actual faults. The second best piedic
the highest prediction accuracy, and each succgedinwas the number of developers in the prior releasd,
step adds the single attribute that most improves t the third one was the size (KLOC). Even though the
accuracy. In Table 5 and Table 6 the startingoate  correlation was not strong, the prediction accunaag
is PriorChanges, while in Table 7, it is KLOC. fairly high for some attributes including KLOC.

We add the newly chosen attribute only when the
attribute is statistically significant and the picidn
accuracy of the model improves by adding the atteb

Table 3. Percentage of faults within the
predicted top 20% of files, univariate models

Otherwise, we add the second best attribute. B Attribute R3-35
Iook!ng _at the effect of each attrlbgte in the eomtof _ PriorChange 68.8-
multivariate mo_dels,_ we can estimate th_e marginal PriorDevelopers 67.44
value of the attribute in the presence of otheitattes. KLOC 67.00

The model constructlorj stops when thg accuracy o CumDevelopel 63.27

:/r;eri;a:)slggwodel cannot be improved by adding anyemor PriorChangedCalle 60.0¢
' Callees 57.44

- PriorFaultyCallee 54.4(

6. Prediction results PriorFaultyCaller 50.8¢
. . - PriorChangedCallers 48.96

In this section, we present the prediction results|—-

. . : : . S PriorFaults 48.04
using negative binomial regression. We first inigege Callers 38.0¢
the effectiveness of individual code and history — -
attributes in Section 6.1. In Section 6.2, we itigese SQLC.—F'IE 37.1¢
the effectiveness of code and history attributes!, ia C(_:_F|Ie 33.02
Section 6.3, we include the calling structure hittres. PriorNewCallers 28.95
In Section 6.4, we examine the effectiveness ofetod | PriorNewCallee 26.6¢
based only on code and calling structure, without| NewCallee 25.5¢
history attributes. Because history informationnist PriorNewFile 24.55
always readily available and may be cumbersome tq NewFile 24.1¢
collect, an organization might prefer to use atidis NewCaller: 23.4¢
that can be obtained from source code alone, especi | C_File 23.36
if the prediction results are close to those frdra t | Cohesion 10.56

models requiring history attributes.
We controlled all the models with RelNum to avoid Notice that it is possible to consider this typdanfit

attributing patterns associated with a particuldease  prediction that looks at relatively small numbefdiles

to some other variables. For example, after cdiigpl  because faults tend to occur with a Pareto-like

for release number, new files typically have much distribution [19]. For example, Table 4 shows the

higher fault rates than old files. However, Rededs cumulative distribution of file sizes and faultsr fo

contains a large proportion of new files. If Raledl Release 20. Files with more than 1000 LOC made up

had very few faults, a model without release number22.8% of the release, and contained 83.8% of thksfa

would draw the incorrect conclusion that new filesd (shown as the shaded rows of Table 4). However,

to have relatively few faults. 95.8% of all the files contained no faults, regasdl of
their sizes. This example helps explain why we can
often predict a high percentage of faults withianaall



percentage of files. If faults were more uniformly KLOC, SQLC_File, and NewFile each improved the
distributed, this would not be possible. accuracy of the base model and the succeeding sodel
by several points, while PriorNewFile, PriorFaulisd

Table 4. Distribution of faults in Release 20 CumbDevelopers together improved the accuracy of

FileSize |Files| Cum | Faults| Cum | Files Model H4 by only 0.1%. The final model was
Files Faults | with improved by 12.7% from the base model. This result
(%) (%) |Faults interesting because using only one history atteibut
> 8001 4 1.1 12 37.4 4 (PriorChanges) and three code attributes (KLOC,
4001 — 8000 4 22 6 48.6 2 SQLC_File, and NewrFile), without other history
2001— 400( 21 8.1 ) 70.% 3 information such as developer information or pfaorlt
1501— 200C 23| 14.2 0 70.% 0 information, provided close to the best results.
1001 — 1500 30| 22.8 5 83.8 2 L ) )
501— 100C 97| 497 6 10C 4 6.3. Fault prediction with calling structure
0-50C 181] 10C 0 [ 10c] o attributes
Total 360 37 15 o )
(4.2%) Table 6 shows the prediction results obtained when

we used all the attributes. These are the “HC” rixpde
because they are based on both History and Calling
structure (plus code attributes). The fourth colu@n
again represents the improvement of predictive
accuracy from the model in the previous row. Tlfi fi
column QAC) represents the improvement of predictive
accuracy by adding calling structure attributes.

6.2. Fault prediction without calling structure
attributes

Table 5 shows fault prediction results for
multivariate models that do not contain callingisture

atiributes. We_ call these_the H mOdels'. _smce/thae The attributes selected by the method described in

based on History attributes (in addition to code -

attributes). The first column indicates the model | S_ectlon 5 were the same as the H Models through the
) first four attributes. PriorChangedCallees was rtieest

The second column presems the var_|able that Wa%tfective attribute that could be added to ModeldHC
newly added to the model in the previous row. The

i 0,
third column provides the average, over Release 3 tThe overall model improved by 13.8% from the base

. model, and 1.0% from the model without calling

Release 35, of the percentage of faults locatetthén i del he i h

dicted top 20% of files. The fourth columa) structure attr.| utes (Model H). The |mpr9vementtt a
pre ' ! M . can be attributed to the use of calling structure
represents the percentage that a model’s pred'Ct'O'i]nformation was only 0.6%
accuracy was improved over the previous row's T
accuracy. In the Total Improvement row, column 3 is Table 6. Prediction results with all attributes
the increase in prediction accuracy from the baseain including calling structure
Fo the final mode.l, and c,olumn 4 is the percentag D Modd Ra- A AC
increase of the final row's accuracy from the base 35 % %
model. The percentage of total improvement in the (*0) | ()

fourth column is computed by dividing the total |HC1| PriorChanges+ 68.82 .
improvement in the third column by the value in the (RelNum)
third column for the base model. HC2] HC1+KLOC i 7218 49, -
Table 5. Prediction results without calling Egj ngg: ZQQII\_/ISiI_(Ie:”e ;?ii gi
structure attributes . .
HC5| HC4+ 77.89 0.6| 0.6
ID M odel RS- A Prior ChangedCallees
35 | (%) HC6| HC5+ PriorFaults 78.00] 01| -
H1] PriorChanges + (RelNum) 68.8z | - HC | HC6+PriorNewFile | 78.29] 0.4] -
H2] H1+KLOC 7218| 49 Total Improvement 9.47| 13.8| 0.6
H3| H2 +SQLC File 75.11 4.1
H4 ] H3 + NewFile 7744 3.1 Figure 2 shows the prediction results for the final
H | H4 +PriorNewFile + 7755 01 models with and without calling structure infornaeti
Prior Faults + (Model HC and Model H). The figure makes it easy to
CumbDevelopers see that their performance is very similar overtlad
Total Improvemer 8.7¢ ] 127 releases of the system, and that neither model was
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o % —&— Model HC: History, calling structure and code attributes
20 | [ |
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Release Number

Figure 3. Comparison of models without and with history attributes

consistently superior. For all of the models, the from Section 3. PriorNewCallees also had a negativ
prediction accuracy tends to improve until Reled3e  coefficient. Other attributes had positive coeéfitts.

The reason might be because the models have more
training data available as the system matured. Merye
after Release 13, the prediction accuracy did hotvs

Table 7. Prediction results using code
attributes alone

clear evidence of improvement. We have not yet|ID | Modé R3-35| A AC
determined why the predictions for Release 14 are (%) | (%)
much less accurate than for other releases. C1|KLOC + (RelNum) 67.00 - _
. . ) C2|C1l+PriorNewCallees | 69.04| 3.0/ 3.0
6.4. Fault prediction with code attributes alone C3[C2+SQLC_File 20771 25| -
Even though the results in Section 6.2 and Section C4| C3 +Coheson 7173 14] 14
6.3 show that history information is useful in pirtithg C5| C4 +PriorNewFile 72.82] 15| -
faults, many projects do not maintain bug tracking | C6] C5 +PriorNewCallers | 73.33| 0.7| 0.7
systems or specific bug locations are not availatle |[C |C6 +NewFile 74.19| 1.2| -
the file level. Even when they are available, data Total Improvement 7.1010.7] 5.1

mining to collect history information about the obas,
faults, and developer activities can be difficulida
expensive. In this section, we evaluate prediction10
models that use attributes obtainable only fronrs®u
code, including calling structure. Table 7 shows th
results observed using these “C” models. The effect
calling structure attributes for the final model ree
PriorNewCallees, Cohesion, and PriorNewCallers.
Cohesion had a negative coefficient as we expecte

The prediction accuracy of the final C model is
.7% better than the base KLOC-only model. The
improvement made purely by calling structure
attributes was 5.1%. Model C, using code and agllin
structure attributes, provided 2.8% better resthitm

the history-based model using the two most effectiv
(j)redictors, PriorChanges and KLOC (Model H2).



However, the prediction accuracy of the final higto libraries were not included in our analysis, sivee
based model without calling structure (Model Htidl have fault information available only from the soar
4.5% better than the prediction accuracy of Model C code. Therefore, the prediction results can only be
Overall, the model with all the code and history accurate within the scope of information currently
attributes plus the calling structure attributeso(idl obtainable. Finally, calling structure measures hhig
HC) was 5.5% better than Model C. Despite the divera not be precise when the method binding is performed
5.5% difference, the release to release compaiison dynamically at runtime because we use only stdyical

Figure 3 shows that these two models track eacér oth
fairly closely. For 10 of the 33 releases the twadels
achieved identical results. For 5 releases, C'slt®es

collectable information.

8. Conclusions

exceeded those of HC, and for the remaining 18, HC

exceeded C. The differences are usually minor, thith
exception of the 43 point difference for release 13

7. Threatsto validity

Our study has the following limitations. First,
because our database identifies only the files déhat
faulty, not the specific methods, our fault analyand
prediction is done for files. Even though most faalre
concentrated in a small percentage of files (iraeef®
distribution), knowing that a particular file ikdly to
have a fault does not mean that all methods infileat
are faulty. Obviously method-level analysis and
prediction would be more precise and more helpdul f
users. In principle, the analysis done here atfilee
level would be easily extendible to methods, whenev
fault identification at the method level is avalab
Second, the results hold only for the attributesdets,
data set, and manner of assessment used in thlig. stu
For example, if the goal of prediction is classifion
of fault-prone files instead of predicting filesath
contain the largest number of faults, the effectess of
attributes including the calling structure attrisit
might be different from what we observed. To find

more general evidence, we must replicate the studyinformation
range of projects and modeling worthwhile when history information is available.
In addition, we only considered files

using a wider
techniques.
written in C and two variants of C++. Files writtén
other languages might have very different results.
Third, the code and history attributes we usedhig t

In this paper, we described an empirical study to
predict faults using calling structure information
abstracted at file level. This study not only foathion
the overall improvement in accuracy of fault préidic
using calling structure information, but also
investigated the effectiveness of each attributecafe
and history collected in the context of multivagiat
models to see which attributes are still effectivieen
other, possibly correlated, attributes are useetta.
We performed negative binomial regression using
models with code and history attributes with and
without calling structure information. We then
compared the effectiveness of the models by showing
the improvement in the prediction accuracy when
calling structure information was added.

When averaged over Releases 3-35, the addition of
calling structure information provided only mardina
improvement of 0.6% in prediction accuracy over
models based only on non-calling structure code
attributes and history attributes. Many of the ingll
structure attributes were effective fault predistor
individually, but when used in combination the fesu

improved only very slightly or not at all. These
findings indicate that wusing calling structure
for fault prediction might not be

The original history model, without any calling
structure attributes, provided a 4.5% better pieutic
accuracy than the best model based only on sood® c
attributes including calling structure. These hssu

study are not the only ones that could be used.indicate that history information should be used fo
Therefore, the comparison of attributes should befault prediction whenever possible.

interpreted only within the attribute set used fist

If history information is not available, then cadi

study. However, including too many variables in a structure information provides added value to a ehod

model could result in overfitting, which makes the
model less effective when the model is appliedth®io

based only on the non-calling structure code aitei&.
This paper’s results, which are based on data from

data sets. We tried to use representative code andnly one system, are not guaranteed to hold urallgrs

history attributes that have been used in the padt
keep the model simple to avoid overfitting as veallto
improve understanding of the effects of each atteb
Fourth, the calling structure information was
analyzed only from the accessible source code. dteth
invocations to the system libraries and to thirdtypa

We expect to repeat the study of calling structure
attributes on additional systems of various tymex]
attempt to determine which system characteristesl |

to similar results.
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