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ABSTRACT
We argue that in open systems one’s private information
disclosure needs to be dynamically controlled based on both
its sensitivity and the possibility that a user’s identity is re-
vealed. Then we propose an identifiability-based access con-
trol scheme, which not only properly control usrers’ private
information, but also increase users’ access to web services.

Categories and Subject Descriptors
K.6.5 [Management of Computing and Information
Systems]: Security and Protection

General Terms
Security
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1. INTRODUCTION
Attribute-based access control (ABAC) is a new approach

to trust management in open environments [6]. Unlike tradi-
tional identity-based access control, access control decisions
in ABAC are made based on requesters’ attributes, which
are demonstrated through the disclosure of digital creden-
tials. Since users’ credentials often contain private informa-
tion, privacy protection becomes a key issue in ABAC. This
is especially true when ABAC is used to establish trust be-
tween strangers, who have no pre-existing knowledge about
each other. Most existing approaches treat credentials or
attributes as basic protection units and have access control
policies to statically control their disclosures, without con-
sidering the context of trust establishment.

Practical pseudonym credential systems have recently been
proposed [2, 4]. Through the use of pseudonyms, such cre-
dential systems allow users to prove their attributes (e.g.,
one’s age, zip code, etc) without disclosing their identities.
Further, two sessions of trust establishment cannot be linked
even though the same credential is used in both sessions.

Pseudonym credential systems have important implica-
tions on privacy protection in ABAC. On one hand, since a
user’s identity is not revealed when pseudonym credentials
are disclosed, the release of seemingly sensitive information
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may not really be sensitive. On the other hand, though dif-
ferent sessions of trust establishment cannot be linked, the
attributes disclosed in one session are all about one single
user. By combining those attributes with public knowledge,
the user’s anonymity may be compromised. For example,
by knowing a user’s 5-digit zip code, gender, and birthdate,
it has been shown that, with high probability, the user can
be uniquely identified [7].

Clearly, how well a user can be identified affects the sensi-
tivity of an attribute disclosure. Therefore, we need policies
that take into account both the sensitivity and the level of
identifiability, and dynamically control attribute disclosures.

2. AN OVERVIEW
Suppose a service provider Bob requires Alice to prove

that her attributes satisfy a constraint q. If q requires the
disclosure of sensitive information, then Alice would respond
with an access control policy for q. To dynamically generate
the access control policy, we need to consider three major
information sources. The first is a public database, which
contains publicly available information of individuals. The
second is inference rules, which are well-known correlations
between attributes. The third information source is a set R
of known properties of Alice, which Alice has already proven
to Bob during the session of an ongoing trust establishment.
Note that R includes not only the exact value of some of
Alice’s attributes, but also more general constraints that
Alice has satisfied (e.g., age ≥ 25). In essence, the public
database, inference rules and the known properties of Alice
form a context for q.

The identifiability of q is calculated based on its current
context, which indicates how well one can narrow the range
of Alice’s unique identity if q is proven to be true. Intuitively,
the larger q’s identifiability (i.e., the smaller the range of
Alice’s unique identity), the more restrict q’s access control
policy needs to be. Note that even if a may only involve
attributes not in the public database, due to the existence of
inference rules, the disclosure of q may still help one recover
Alice’s identity.

Another factor related to q’s access control policy is q’s
intrinsic sensitivity. It indicates how much Alice cares about
letting others know q. The more sensitive q is, the more re-
strict q’s access control policy should be. Under the current
context, q’s identifiability and its sensitivity together deter-
mine q’s policy. For example, even if q is very sensitive, as
long as q’s identifiability is low, its access control policy may
not need to be very restrict.



3. THE MODEL
The public database DB correlates users’ unique identity,

ι, with their attributes APII , whose values are publicly avail-
able. In practice, no such single database is likely to actually
exist. Instead, we think of it as the totality of the informa-
tion that could be collected about all users based on ex-
isting non-anonymous sources. There is also a second set
of attributes AU , which includes those attributes that do
not appear in DB. For simplicity, we assume the values of
attributes in AU are only known by the user.

An inference rule is a means of learning information about
attributes given some existing knowledge of other attributes.
An inference rule can be modeled as a logical implication of
the form P → Q where P and Q are constraints on at-
tributes. We use IR to denote all the possible inference
rules, which not only includes rules explicitly defined but
also those that can be derived from others. In other words,
IR is the closure of inference rules under logical inferences
[1, 3]. Given IR, we enhance the known property R of
Alice such that it includes not only those explicitly proven
properties, but also those derived when IR is applied.

A lattice can be defined on attribute constraints based on
the amount of information revealed. Specifically, given two
constraints q1 and q2, q1 should dominate q2 if and only if
q1 requires to reveal more information than q2. To be com-
plete, we need to consider inference rules when comparing
two attribute constraints. Formally, we define q1 ≤ q2 ↔
(q1 ∧ IR → q2)

Identifiability is a measure of how specifically an attacker
can narrow down the identity of a user given the attributes
disclosed. We define an identifiability function I , whose in-
puts are the known properties R, the public database DB
and the set of inference rules IR. The identifiability func-
tion outputs a fraction in the form of 1/n, where n is the
size of the output set when R is converted into a database
query on DB. n is similar to the quantity k in k-anonymity
[7].

The second function we define is the sensitivity function S,
which represents the user’s concern about information being
revealed assuming that his identity is known. The sensitiv-
ity of some information changes depending on what other
information has been disclosed. So we define sensitivity to
be a function from the lattice of attribute constraints to an
implementation-specific sensitivity lattice. If one attribute
constraint reveals strictly more information than another,
then clearly it must be more sensitive: R1 ≤ R2 → S(R1) ≤
S(R2). One may ask, given that the space of all attribute
constraints forms a lattice, what is the purpose of S? The
answer is that S allows us to potentially reduce to a simpler,
more manageable lattice. Under the attribute constraint lat-
tice, constraints dealing with any two different categories are
always incomparable, but the actual sensitivity of informa-
tion is probably not. The user can likely make judgments
about whether, for example, their medical history or class
enrollments is more sensitive, and we can use this to guide
our access control policies.

We are now ready to discuss a function, F which formu-
lates a security policy by considering the implications of the
potential data release when combined with already released
data both in terms of sensitivity and the resulting identifia-
bility. Formally, we describe this as a function which takes
as input the results of the identifiability function and the
sensitivity function and returns an access control policy. We

have defined the set of access control policies to be a logical
formula over attributes of the other party. In other words,
F determines what credentials they must show the user in
order for the user to release their credentials.

The definition of F will be implementation specific. Rather,
we discuss the properties that it should have. First, F should
never decrease in stringency as the sensitivity of the infor-
mation increases and never increase in stringency as the sen-
sitivity of the information decreases.

s1 ≤ s2 → F (s1, i) �> F (s2, i) ∀s1, s2, i

Second, F should have a similar property regarding identifi-
ability. The reason that the properties are written in terms
of �> and �< rather than ≤ and ≥ is that many policies are
incomparable in the request lattice. These two properties
will ensure that the function behaves in a sensible man-
ner, never requiring strictly less information in response to
a more sensitive query or to a query which compromises the
user’s identity more, but they still leave quite a bit of room
for the user to define her own policies.

4. CONCLUSION
Due to the existence of publicly available knowledge and

inferences, one’s privacy may still be compromised even if
powerful pseudonym credential systems are used. Thus, pri-
vacy policies need to be designed dynamically according to
the progress of online interactions. To do so, identifiabil-
ity and information sensitivity both need to be considered.
Many interesting issues remain, e.g., transaction linkability
and probabilistic rules. Detailed discussion of these issues
can be found in the full version of the paper [5].
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