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ABSTRACT
Trust negotiation is an approach to establishing trust be-
tween strangers through the bilateral, iterative disclosure of
digital credentials. Under automated trust negotiation, ac-
cess control policies are associated with sensitive credentials
to control under what circumstances those credentials can
be disclosed. Ideally, the information in a user’s sensitive
credential should not be known by others unless the cor-
responding policy is satisfied. However, the original model
for user interaction in trust negotiation has pitfalls which
can be easily exploited to infer one’s private information,
even if access control policies are strictly enforced. To pre-
serve one’s privacy, a more flexible interaction model for
trust negotiation is required. On the other hand, it is also
desirable for two parties to be able to establish trust when-
ever possible. There is potentially a conflict between privacy
preservation and the assurance of a successful trust negotia-
tion. In this paper, we identify the situation where sensitive
information can be inferred through observing one’s behav-
ior in trust negotiation. Then we propose policy migration
as one approach to preventing such inference. Compared
to previously proposed approaches, policy migration has a
low management overhead, and provides a nice balance be-
tween inference prevention and guarantees of success in trust
establishment. We also discuss the limitations of policy mi-
gration, and possible directions for more comprehensive so-
lutions.

Categories and Subject Descriptors
K.6.5 [Management of Computing and Information
Systems]: Security and Protection

General Terms
Security
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1. INTRODUCTION
Global competitive pressure and the possibility of severe

security breaches are forcing organizations and individuals
to develop the ability to rapidly form relationships and coop-
erate with one another to solve urgent problems. Such coop-
eration often involves unanticipated resource sharing across
organizational boundaries. As disparate groups attempt to
collaborate to conduct sensitive processes and detect and
respond to problems, their efforts to provide rapid and ef-
ficient response are hindered by traditional approaches to
access control in decentralized systems, which are based on
subject identity and are administered centrally. Organiza-
tions and individuals require nimble security facilities that
will enable them to rapidly and efficiently access each oth-
ers’ resources and integrate the information provided by the
resources, while offering specific privacy guarantees.

Automated trust negotiation (ATN) is a new approach to
access control and authentication in open, flexible systems
such as those described above. ATN enables open computing
by assigning an access control policy to each resource that
is to be made accessible to “outsiders”. An access control
policy describes the properties of the parties allowed to ac-
cess that resource, in contrast to the traditional approach of
listing their identities. In ATN, one’s properties are demon-
strated through the use of digital credentials, the digital
analogues of paper credentials that people carry in their wal-
lets: digitally signed assertions by a credential issuer about
the credential owner. Digital credentials often contain sen-
sitive information about the credential owner. Thus their
disclosure is also protected by access control policies.

A trust negotiation is triggered when one party requests
to access a resource owned by another party. Since each
party may have policies that the other needs to satisfy, trust
is established incrementally through bilateral disclosures of
credentials and requests for credentials. The purpose of
trust negotiation is to find a credential disclosure sequence
(C1, . . . , Ck, R), where R is the service or resource to which
access was originally requested, such that when credential
Ci is disclosed, its access control policy has been satisfied
by credentials disclosed by the other party.

In trust negotiation, each party adopts a trust negotiation
strategy, which controls the exact content of the messages
exchanged with others, i.e., which credentials to disclose,
when to disclose them, and when to terminate a negotia-
tion. A simple strategy for establishing trust is to disclose
every credential whose access control policy has been satis-
fied by credentials received from the other. This approach
results in needless credential disclosures, even though the



other party is authorized to receive them. To remedy this
problem, typically, each party also discloses access control
policies so that they can focus on those credentials actually
needed to advance the negotiation.

The following online transaction example shows what a
trust negotiation process may look like. Suppose Alice is a
graduate student who wants to buy textbooks at the begin-
ning of a semester. She surfs the web and finds a good deal
from Bob, who is the owner of a small online book store. Bob
offers a special discount to graduate students whose GPA is
over 3.0. The negotiation process may look as follows.

Step 1 Alice requests the special discount for this transac-
tion.

Step 2 Bob replies with the policy for the discount, re-
questing Alice to show 1) her student ID to prove that
she is a graduate student; and 2) her official transcript
to prove that her GPA is over 3.0.

Step 3 Alice does not mind showing her student ID to oth-
ers. But her official transcript contains some quite
sensitive information. Besides disclosing her student
ID, she also tells Bob that in order to see her official
transcript, Bob must prove that his online book store
belongs to the Better Business Bureau.

Step 4 Fortunately, Bob does have a Better Business Bu-
reau membership card. And he is willing to tell any-
body about this fact. So he discloses his BBB mem-
bership card to Alice.

Step 5 At this point, Alice knows that she can trust Bob
and discloses her official transcript to Bob.

Step 6 Now Bob has received both Alice’s student ID and
her official transcript. After verifying she is a graduate
student and her GPA is over 3.0, Bob gives Alice the
special discount for this transaction.

Note that in practice the above process is conducted by
security agents who interact with each other on behalf of
users. A user only needs to specify access control policies for
credentials and other resources. The actual trust negotiation
process is fully automated and transparent to users.

Access control policies play a central role in protecting
one’s privacy. Ideally, Alice’s sensitive information should
not be known by Bob unless Bob has satisfied the corre-
sponding access control policy. As we mentioned above,
each credential is associated with an access control policy,
specifying under what circumstances that credential can be
disclosed. The underlying assumption is that if a creden-
tial is not disclosed, information in that credential will not
be known by others. However, depending on the way two
parties interact with each other, one’s private information
may flow to others in various forms. Though credential dis-
closures are the major form of information flow, controlling
them alone is far from sufficient for providing strong protec-
tion for users’ private information.

Let us revisit the online transaction example. Once Bob
tells Alice his access control policy for getting the discount,
normally Alice will check her own credentials and see whether
the policy can be satisfied. If she can, since her official tran-
script is sensitive, she will respond with her policy for that
credential, as happened in step 3. On the other hand, if she
cannot satisfy Bob’s policy, a natural behavior of Alice is

to terminate the negotiation since it does no good to waste
time on a negotiation that will definitely fail. However, by
merely observing Alice’s response to the policy, Bob can
easily infer whether her GPA is over 3.0, even though her
official transcript is not disclosed yet.

The main reason for such information flow is the overly
strong semantics of the current interaction model of trust
negotiation. Note that when disclosed, an access control
policy P is in effect a query, asking whether the other party
possesses the right credentials to satisfy P. And one’s be-
havior thereafter serves as a “yes/no” answer to the query,
which is not protected by access control policies at all.

From the above analysis, it seems we have two possible ap-
proaches to this problem — assigning a weaker semantics to
users’ behavior or using additional policies to control when
to make a response. In this paper, we identify desiderata for
inference prevention in trust negotiation. Then we analyze
the pros and cons of existing approaches according to the
desiderata. Finally, we introduce policy migration as our
approach and analyze its advantages and limitations. The
basic idea of policy migration is to integrate sensitive cre-
dentials’ policies into the policies of other credentials that
are relevant to the negotiation but are not sensitive. Such
an approach makes it hard for an attacker to automatically
distinguish the behavior of a party who possesses sensitive
credentials from that of those who do not. On the other
hand, the policies for sensitive credentials are still implic-
itly enforced during trust negotiation. Thus, users’ access
control safeguards are not compromised.

The rest of the paper is organized as follows. In section
2, we discuss different types of inferences that may happen
in trust negotiation. Desiderata for inference prevention are
also presented in this section. In section 3, we describe sev-
eral proposed approaches from the literature. Policy mi-
gration is presented in section 4. Section 5 concludes this
paper and discusses directions for future work on privacy
preservation in trust negotiation.

2. PRIVACY VULNERABILITY IN TRUST
NEGOTIATION

In [23], Seamons et al. identified two types of privacy vul-
nerability. The first type is called attribute-sensitive creden-
tials, and the transcript vulnerability shown in section 1 is of
this type. Suppose Alice’s credential has an attribute (e.g.,
birth-date, address or social security number) whose value
is considered sensitive. In the original interaction model for
trust negotiation, if Bob’s access control policy P specifies
a constraint on that sensitive attribute, then depending on
whether Alice issues a counter request in response to P, Bob
can infer whether Alice owns a credential satisfying that con-
straint. Through a series of probes similar to binary search,
this vulnerability can be exploited to quickly determine the
exact value of some sensitive attribute such as one’s age or
credit rating. If Alice considers an attribute to be sensitive,
then given a policy that places a constraint P on the accept-
able values of that attribute, in general Alice’s response to
the disclosure of P should be considered sensitive, whether
or not the value of her attribute can satisfy P. Therefore
we call this symmetric sensitivity. Another property of sen-
sitive attributes is that only the value of the attribute is
considered sensitive. Alice does not mind Bob knowing that
her driver’s license has a birth date attribute.



The second type of vulnerability, identified in [23] and [26]
independently, is called possession-sensitive credentials, i.e.,
the fact that Alice has or does not have a certain credential
is considered sensitive. As an extreme case, suppose an at-
tacker Eve wants to find out who works for the CIA, which
is considered very sensitive information. She may set up
a web page claiming to offer a very attractive deal. When
Alice wants to get the deal, Eve replies with an access con-
trol policy asking Alice to show a credential issued by the
CIA to her. If Alice responds with a policy (even a very
restrictive one), then Eve will infer that Alice is connected
to the CIA, because otherwise, Alice would just terminate
the negotiation and leave.

Sometimes, the fact that Alice does not possess a creden-
tial may also be sensitive. For example, before a cautious
patient gets advice from an online medical clinic, she may
want to verify that the doctor in the clinic does have a valid
medical practice license issued by a state board of medi-
cal practice. Any decent clinic will be more than willing
to show the license. If the clinic chooses to terminate the
negotiation, the patient can infer with high confidence that
the clinic is phony.

Note that the sensitivity shown in the above two examples
is not symmetric. If a person is not connected to the CIA,
she will be unlikely to mind others knowing that (after all,
many people do not want to have anything to do with covert
agencies). In this case, non-possession is typical, natural
and not sensitive. In the second example, a qualified doctor
should be willing to show her medical license to anybody
who wants to see it. Thus possessing such a credential is not
sensitive at all. Due to this property, we also call sensitivity
in this situation asymmetric sensitivity.

Seamons et al. [23] proposed the use of dynamic policy
graphs to protect attribute-sensitive credentials. Their ap-
proach can be further generalized as a policy filtering mech-
anism, the details of which can be found in [28]. In the rest
of this paper, we will address only the problem of possession-
sensitive credentials.

As mentioned in section 1, there are two basic approaches
to providing stronger protection for users’ privacy in trust
negotiation — assigning a weaker semantics to users’ be-
havior or using additional access control policies to control
when to make a response. However, no matter what our ap-
proach is, privacy protection is not the only concern. Recall
that the primary goal of ATN is to establish trust between
strangers. There is potentially a conflict between success in
trust establishment and privacy preservation. For example,
one may be extremely cautious and act in a very passive way
— only disclosing credentials when their policies are satis-
fied and never responding with any counter requests. This
approach guarantees that the above vulnerabilities cannot
be exploited. But meanwhile, it may result in unnecessary
credential disclosures (as did the simple strategy in section
1) or premature termination of a potentially successful ne-
gotiation, missing valuable business opportunities. On the
other hand, the negotiation protocols proposed in [30] guar-
antee successful trust establishment whenever possible, but
are subject to information leaks. It is desirable to find a bal-
ance between these requirements. To do so, we have identi-
fied the following desiderata for privacy protection in trust
negotiation.

1. The privacy protection scheme should be easy to de-
ploy in existing trust negotiation systems. The man-

agement overhead imposed on human users should be
as low as possible. Ideally, a human user should only
have to specify access control policies and what creden-
tials are considered attribute-sensitive or possession-
sensitive. With such information, there should be a
general algorithm that dictates what a security agent
needs to do to protect those sensitive credentials.

2. When possible, the privacy protection scheme should
avoid relying on pre-arranged coordination of
a large group of parties. For example, one way
to protect possession-sensitive credentials is to let a
large group of parties agree to respond in the same
way when asked to show a certain credential, no mat-
ter whether they think that credential is possession-
sensitive or not. For example, suppose that at the
time a California driver’s license is issued, the recip-
ient is given standard default access control and ack
policies (discussed below) for use with the license. Few
parties will bother to customize or replace the default
policies. Thus if Alice is sensitive about the fact that
she does not possess a California driver’s license, she
may be able to hide her lack of possession from many
parties by adopting those standard policies. However,
in other cases, such as the CIA credential example
used earlier, no such standard policies will be avail-
able. In such cases, the use of a protection approach
that depends on coordinating the actions of a large
group of parties will have to rely on the deployment
of a new supporting infrastructure, which can require
significant management effort, especially in widely de-
centralized environments. We will discuss this point
further in section 3.

3. Avoidance of unnecessary failure of trust negotia-
tions should also be considered when a privacy protec-
tion scheme is adopted. For example, we should avoid
those approaches where a trust negotiation always fails
whenever an attribute-sensitive or possession-sensitive
credential is involved.

3. RELATED WORK
A number of trust negotiation systems and supporting

middleware have been proposed and/or implemented in a
variety of contexts (e.g., [6, 7, 12, 13, 17, 16]). Information
leakage during trust negotiation is studied in [23, 25, 26] and
we will discuss this work in detail.

In [23], non-response is proposed as a way to protect
possession-sensitive credentials. For example, suppose Al-
ice works for the CIA. If Bob requires that Alice show a
credential issued by the CIA before she can access Bob’s
service, Alice will not respond to that request, as if she does
not possess such a credential. She can disclose the credential
later when Bob happens to disclose the right credentials that
satisfy the policy for disclosing her CIA credential. This ap-
proach is easy to deploy in trust negotiation and does not
rely on the cooperation of a large group of other users. But
clearly a potentially successful negotiation may fail because
of Alice’s conservative response. In practice, such “termi-
nate and leave” behavior is probably what CIA agents are
trained to do, in order to avoid the risk of being detected.
On the other hand, unilateral departure will also prevent
parties with less critically sensitive credentials from access-
ing their desired resource using trust negotiation.



Similarly, for credentials where non-possession is sensitive,
Seamons et al. [23] proposed to act as if one has that creden-
tial. For example, if Alice’s driver’s license has been revoked
due to driving under the influence of alcohol, she may as-
sign a policy P to a “virtual” driver’s license. When Bob
requires Alice to show her driver’s license, Alice responds
with policy P. Only after P is satisfied by Bob will Alice
tell Bob that she actually does not have a valid driver’s li-
cense. Therefore, the policy P actually specifies under what
circumstances Alice can tell others the fact she does not own
a driver’s license. This approach works fine in this example,
because typically even if an individual has a valid driver’s
license, she will still have a policy to control to whom it can
be disclosed. But for credentials that most people are will-
ing to show to anybody (e.g., a company’s Better Business
Bureau membership certificate), this approach is not effec-
tive. The fact that there is a policy associated with Alice’s
BBB certificate strongly indicates that Alice actually does
not belong to the BBB.

Another approach [26, 25] is based on the principle, “Dis-
cuss sensitive topics only with appropriate opponents”. Their
framework focused on protecting one’s roles (which are also
called attributes in their work). For example, being an CIA
agent is a role. Therefore, protecting that a user has a CIA
agent role in their framework is the analogue to protecting
the fact that a user has an agent credential issued by the
CIA in our framework. In their approach, for each sensitive
credential, no matter whether Alice possesses it or not, she
has an acknowledgment policy (an ack policy). Alice only
acknowledges whether she has a credential or not after the
corresponding ack policy is satisfied.

The management overhead of this approach can be high.
For each sensitive credential Alice possesses, she now needs
an access control policy for its disclosure and also an ack
policy to determine with whom she can discuss this creden-
tial. And it is widely known that designing and maintaining
good policies is a hard task, especially for individual users.
Further, as for the approaches in [23], ack policies are not
effective for protecting credentials that most people do not
have or are willing to show freely. To make it work for those
credentials, we have to organize a large group of users who
agree to act in the same way to protect the interests of a
small portion of the people.

In fact, if a CIA credential is the only credential Bob
requires from Alice, then without the pre-arranged support
of a large group of users, there is no way that Alice can
protect the fact that she possesses one without jeopardizing
the success of her negotiation. The reason is that people
without a CIA agent credential will simply admit it and
terminate the negotiation. Any other actions Alice takes will
directly reveal the fact that she does possess the credential.

However, if a CIA credential is not the only required cre-
dential, can Alice protect her possession-sensitive credentials
without jeopardizing the success of a negotiation, even with-
out the cooperation of a large group of users? That is the
question we will address next.

4. A LIGHT-WEIGHT APPROACH TO PRO-
TECTING POSSESSION-SENSITIVE CRE-
DENTIALS

Since we are dealing with possession-sensitive credentials,
whose internal contents are irrelevant for our purposes, in

this section we model credentials and resources as uninter-
preted symbols. Each of these resources has exactly one
access control policy P, where P is a Boolean expression
involving only credentials C1, . . . , Ck that the other party
may possess; Boolean constants true and false; the Boolean
operators ∧ and ∨, and parentheses as needed. In evaluat-
ing the expression P, Ci evaluates to true (is “satisfied”)
if and only if the other party has disclosed credential Ci.
We use C ← P to denote that C’s policy is P. We can
distinguish between local and remote resources (by renam-
ing propositional symbols as necessary), so that it is always
clear whether a propositional symbol in a policy refers to a
local or non-local credential for a party.

Resource C is unlocked if its access control policy is sat-
isfied by the set of credentials disclosed by the other party.
A resource C is unprotected if its policy is always satisfied,
(i.e., C’s policy is equivalent to true). The denial policy
C ← false means that the party does not possess C or is
not willing to disclose it under any circumstances. A party
implicitly has a denial policy for each credential it does not
possess. If the disclosure of a set C of credentials satisfies
resource R’s policy, then we say C is a solution for R. Fur-
ther, if none of C’s proper subsets is a solution for R, we say
C is a minimal solution for R.

To begin the discussion, we assume that Alice has only
one possession-sensitive or non-possession sensitive creden-
tial, denoted C∗. For simplicity, we further assume that C∗
only appears in the policy of R, the resource that Alice orig-
inally tried to access. We will revisit these assumptions at
the end of the section.

If C∗ is a possession-sensitive credential of Alice’s, then we
consider the following scenario: Alice has C∗ ← P, where P
is not logically equivalent to true, while all the other users
do not possess C, i.e., they have C∗ ← false. Note that in
practice, Alice may not be the only person that possesses
C∗. However, since we assume that there is no cooperation
of a large group of users, it is the same as if Alice is on her
own.

Similarly, if C∗ is a non-possession sensitive credential of
Alice, then Alice has C∗ ← false, and a second policy P to
control to whom she is willing to disclose this denial policy
for C∗, which suggests to others that she does not possess
C∗. Meanwhile, all the other users have C∗ ← true.

4.1 The TrustBuilder-Relevant Strategy and
the Disclosure Tree Strategy

The intuition behind policy migration is to make Alice’s
behavior to some extent indistinguishable from that of other
people. Since we assume that there is no pre-arranged co-
operation from a large group of users, it is necessary for us
to identify some of the common behaviors among ordinary
users, so that Alice can imitate them. Such behaviors are
largely determined by users’ negotiation strategies. In this
section, we introduce two negotiation strategies that will be
used in subsequent sections to show how Alice can avoid
leaking information through her behavior.

As mentioned in section 1, each party’s security agent
adopts a trust negotiation strategy, which determines what
credentials and policies to disclose in the next message and
when to terminate a negotiation. Formally, we model a
strategy as a function, whose inputs are the set S of all
the credentials and policies disclosed so far, the resource R
to which access was originally requested, and the set L of a



party’s local policies and credentials. Its output is a message
m, which is the subset of L to disclose in the next message,
subject to m ∩ S = ∅ (i.e., no duplicate disclosures can be
made). In particular, when m = ∅, it is called a failure mes-
sage, which means that a party terminates the negotiation,
for whatever reason.

Since the Internet is a freewheeling place, each party should
have autonomy in choosing whatever strategies meet their
requirements. Given two strategies f1 and f2, we say they
are interoperable with each other if, by adopting them re-
spectively, Alice and Bob can always establish trust when-
ever their access control policies allow. A maximal set of
interoperable strategies, called the disclosure tree strategy
(DTS) family, is identified in [30]. Next we present two
strategies in the DTS family that will be useful when we dis-
cuss protection for possession-sensitive and non-possession
sensitive credentials.

The first strategy is called the TrustBuilder-Relevant Strat-
egy, which works as follows. After Alice receives a message
from Bob, Alice identifies the set m of all the unlocked cre-
dentials and policies that are syntactically relevant to R and
have not been disclosed yet. A credential C is syntacti-
cally relevant to resource R iff C appears in R’s policy, or
C appears in the policy of a credential C ′ that is syntacti-
cally relevant to R. If m is still empty, then Alice puts one
or more new syntactically relevant denial policy disclosures
into m, if she has any.1 Then Alice sends m to Bob as her
next message. Alice terminates the negotiation if she cannot
make any new syntactically relevant disclosures. Note that
a party does not need to disclose any denial policies unless
no other relevant disclosures can be made.

The TrustBuilder-Relevant Strategy is simple and easy to
deploy because it does not maintain any internal structures
to trace the dependency relationship between credentials.
On the other hand, a party using this strategy may make
unnecessary disclosures.

For example, suppose Alice requests access to Bob’s re-
source R and Bob has R ← A1 ∧ A2. Further, suppose
Alice has A1 ← B1 and A2 ← false. Clearly, after re-
ceiving R’s policy from Bob, we can see that Alice will not
be able to gain access to R since she does not possess cre-
dential A2. However, by using the TrustBuilder-Relevant
Strategy, Alice will disclose A1 ← B1 as her next mes-
sage instead of terminating the negotiation. In other words,
though theoretically there is no hope to establish trust, Al-
ice may still continue the negotiation until she cannot make
any safe disclosures. Due to its simplicity, we expect that
the TrustBuilder-Relevant Strategy will be popular for use
in trust negotiation, in spite of its potentially irrelevant dis-
closures. It is especially suitable for clients with limited
computational resources, e.g., PDAs and smart cards.

A different strategy of considerable theoretical interest is
the Disclosure Tree Strategy, which is the most cautious
strategy in the DTS family. This strategy carefully main-
tains internal structures to capture the current status of a
trust negotiation, which will help to determine which disclo-
sures are absolutely necessary to advance the negotiation.

1The TrustBuilder-Relevant Strategy presented in [30] re-
quires a party to disclose all the relevant unlocked creden-
tials and policies, including denial policies. We slightly mod-
ify the definition of the strategy in this paper. It is easy to
prove that the modified version of the TrustBuilder-Relevant
Strategy still belongs to the DTS family.

After receiving a message from the other party, it chooses
as its next message a minimal set of disclosures that will al-
low the other party to continue the negotiation. If there are
several minimal sets satisfying the above condition, a user
may choose the one that fits her needs best.

For example, suppose R ← A1 ∨ A2 and Alice has A1 ←
B1 and A2 ← true. When receiving R’s policy from Bob,
there are two minimal sets of disclosures that Alice can
make. She can disclose A2 if she wants to gain access to
R immediately. Or she may disclose A1 ← B1 if she wants
to extract more information from Bob. Because the Disclo-
sure Tree Strategy always makes minimal information dis-
closures during a trust negotiation, it exemplifies the poten-
tial actions of cautious users who have ample computational
resources.

The key observation here is that, when using the Dis-
closure Tree Strategy, Alice may choose not to disclose a
syntactically relevant credential even though it is unlocked
during a trust negotiation.

4.2 Protection of Possession-Sensitive Creden-
tials

Suppose C∗ is Alice’s possession-sensitive credential, and
Carol is a user who does not possess C∗. Consider the fol-
lowing two examples:

Example 1 Let Bob, the server, have R ← A1 ∧ C∗. Sup-
pose Alice has A1 ← true and C∗ ← B1, while Carol
has A1← B1 and C∗ ← false. Further, suppose Carol
adopts the TrustBuilder-Relevant Strategy. For Alice,
considering R’s policy and the fact that A1 ← true,
she may dynamically migrate the policy of C∗ to A1
and make A1’s policy become A1 ← B1. Clearly, if
Bob can satisfy this augmented policy of A1, then it is
equivalent to satisfying the policy of C∗. Therefore, by
disclosing A1← B1 to Bob, Alice preserves the chance
to establish trust (to some extent, as we will see later).
Meanwhile, her response is exactly the same as that of
Carol. As described in section 4.1, since Carol adopts
the TrustBuilder-Relevant Strategy, after receiving R’s
policy, she will reply with A1← B1, even though the-
oretically trust cannot be established. Thus, Bob can-
not tell by observing her behavior whether Alice pos-
sesses C∗.

Example 2 Let R← A1∨C∗. Suppose Alice has A1← B1
and C∗ ← B2, while Carol has A1 ← B1 ∨ B2 and
C∗ ← false. Because Carol adopts the TrustBuilder-
Relevant Strategy, she will reply with A1← B1 ∨B2.
For Alice, she may migrate the policy of C∗ to A1 and
make A1← B1∨B2. As in Example 1, disclosing A1’s
augmented policy to Bob does not reduce the chance
to have a successful negotiation. Meanwhile, Alice’s
response is exactly the same as Carol’s, and Carol does
not possess C∗.

The above two examples reflect the basic idea of our policy
migration approach to protecting possession sensitive cre-
dentials:

1. Integrate the policy of a possession-sensitive credential
into that of another relevant credential. And, mean-
while,

2. Preserve the potential success of the current trust ne-
gotiation. In other words, if theoretically Alice and



Bob can establish trust, then this must still be true af-
ter applying policy migration. More precisely, if there
is a safe disclosure sequence for R under the original
policies, then there must also be a safe disclosure se-
quence for R under the modified version of the policies.
Further, if a successful trust negotiation is not pos-
sible, then after policy migration, both parties must
eventually recognize the failure.

The first point allows Alice to “hide” the policy of C∗ through
policy migration and never directly disclose the policy of C∗,
so that Bob cannot distinguish Alice’s response from that of
other users. This is how Alice’s privacy is protected. The
second point says that migration of the policy of C∗ should
not compromise the success or failure of a trust negotiation.
Note that after we migrate C∗’s policy to another credential
C, C’s disclosure is still controlled by its original policy PC .
Its augmented policy is only for the purpose of disclosure to
Bob so that C∗’s policy does not need to be disclosed.

In the first example above, after the policy migration, i.e.,
after conjoining C∗’s policy with that of A1, the potential
success of the trust negotiation is not always preserved. For
example, suppose Bob has policy B1 ← A1. Then there
exists a safe disclosure sequence (A1, B1, C∗, R). However,
after Alice discloses A1← B1, from Bob’s point of view, he
will find a circular dependency between A1 and B1, which
may make him believe that there is no hope to establish
trust, and terminate the negotiation prematurely.

On the other hand, the policy migration in the second
example does preserve the potential success of the trust ne-
gotiation. The intuition is that, by changing A1’s policy to
A1 ← B1 ∨ B2, from Bob’s point of view, the policy has
been weakened. Thus, if there is a safe disclosure sequence
containing A1 in the original policies, we can still find such
a sequence when we have A1 ← B1 ∨ B2. Further, if there
is a safe disclosure sequence containing C∗ but not A1, then
B2 must appear in the sequence. Thus, after Alice’s policy
migration, Bob will see a safe disclosure sequence for A1.
By following this sequence, after B2 is disclosed, Alice can
disclose C∗ instead of A1, which will also satisfy R’s policy.

Formally, we have the following problem: Given R ← P
and the policies for the credentials C1, . . . , Ck, C∗ that occur
in P, is there a way to assign new policies to C1, . . . , Ck, such
that by only disclosing to the other party these new policies,
but not the policy of C∗, the potential success of a trust
negotiation is preserved? We have the following theorem.

Theorem 4.1. Suppose C∗ is possession-sensitive for Al-
ice. Given R← P, let C1∨· · ·∨Ct be the disjunctive normal
form of P, where each Ci, 1 ≤ i ≤ t, is a conjunction of cre-
dentials. If there exists Ci such that C∗ does not appear in
Ci, then there is a policy migration for C∗ that will preserve
the potential success of the trust negotiation.

We call a disjunct an independent disjunct if C∗ does not
appear in it. The construction of the policy migration is as
follows. For each credential C, we use PC to represent its
policy. Given Bob’s policy P, let P ′ be a policy obtained
by replacing each credential C in P by PC . We call P ′

the mirror equivalent of P. Intuitively, if the credentials
disclosed by Bob can satisfy P ′, then Alice will be able to
disclose credentials that satisfy P. (This intuition can also
be used as the basis of another kind of negotiation strategy,
as discussed in section 4.4.)

Without loss of generality, suppose disjuncts C1, . . . , Ci−1

involve C∗ while Ci, . . . , Ct do not. Let P ′ be the mirror
equivalent of C1 ∨ · · · ∨ Ci−1. We call P ′ the migrating com-
ponent. For each credential C appearing in Ci, we change
its policy to C ← PC ∨ P ′. We call PC ∨ P ′ the covering
policy of C, because it helps us to preserve the intent of the
original policy of C∗. For C∗, its covering policy is false.
For all the other credentials, their covering policies are the
same as their original ones. We want to emphasize that the
covering policy of C is not used to control C’s actual disclo-
sure. Alice’s disclosure of credential C is still controlled by
her original policy PC .

As an example, suppose P = (A1∧C∗)∨ (A2∧A3). Then
the covering policies will be A1← PA1, C∗ ← false, A2←
(PA2)∨ ((PA1)∧ (PC∗)) and A3← (PA3)∨ ((PA1)∧ (PC∗)).

Let Poriginal be the mirror equivalent of P when the origi-
nal policies of credential C1, . . . , Cn are used, and let Pcovering

be the mirror equivalent of P when the covering policies are
used. In the above example, Poriginal = (PA1∧PC∗)∨(PA2∧
PA3) and Pcovering = (PA2 ∨ (PA1 ∧ PC∗)) ∧ (PA3 ∨ (PA1 ∧
PC∗)). It is not hard to prove that after the above policy
migration, Poriginal ≡ Pcovering.

After policy migration, Alice simply discloses to Bob the
covering policies of all the credentials appearing in R’s pol-
icy except that of C∗. Such a response is exactly the same
as what Carol, who does not possess C∗, will do when the
TrustBuilder-Relevant strategy is used. Therefore, by ob-
serving Alice’s response, Bob cannot tell whether Alice pos-
sesses C∗ or not. Meanwhile, the way that we construct
the policy migration guarantees that the potential success
of trust negotiation is preserved, as will be proved below.
Therefore, we will not miss any chance to establish trust.

Proof. We need to prove that the above policy migra-
tion preserves the potential success of a trust negotiation,
i.e., there exists a safe disclosure sequence under the origi-
nal policies if and only if there also exists a safe disclosure
sequence under the covering policies.

Suppose there exists a safe disclosure sequence G =
(C1, . . . , Ck = R) according to the original policies. With-
out loss of generality, we assume G is a minimal sequence,
i.e., by removing any credentials from the sequence, the re-
sulting sequence is not a safe disclosure sequence any more.
If C∗ does not appear in G, then G is also a safe disclosure
sequence according to the covering policies, because for any
credential C �= C∗, C’s original policy entails its covering
policy. Otherwise, if Ci = C∗ is in G, since we assume C∗
only appears in R’s policy, we can move C∗ to the position
right before R and the sequence is still safe. Thus, we as-
sume Ck−1 = C∗. Since G is a minimal sequence, before R
is disclosed, a minimal solution for R’s policy that contains
C∗ must have been disclosed. According to the way covering
policies are constructed, before C∗ is disclosed, the covering
policies of those credentials appearing in the independent
disjunct Ci are satisfied by {C1, . . . , Ck−2}. Therefore, we
can replace C∗ in G with the credentials in Ci if they are
not in the sequence yet, which will give us a safe disclosure
sequence under the covering policies.

On the other hand, suppose there exists a minimal safe
disclosure sequence G according to the covering policies.
Then we need to prove that there also exists a safe dis-
closure sequence according to the original policies. Before
R is disclosed, a minimal solution {C ′

1, . . . , C
′
q} for R’s pol-

icy must have been disclosed in the sequence. For each C ′
j ,



1 ≤ j ≤ q, whose covering policy is not the same as its
original policy, its covering policy is PC′

j
∨ P ′, where P ′ is

the migrating component and PC′
j

is the original policy of

C ′
j . When C ′

j is disclosed in the sequence, if PC′
j

is satis-

fied, then we still keep C ′
j in the sequence. Otherwise, the

migrating component P ′ must have been satisfied by cre-
dentials disclosed before C ′

j . According to the way P ′ is
constructed, there must be at least one conjunct Cl of R’s
policy where C∗ appears in Cl and all the policies of cre-
dentials occurring in Cl are satisfied by credentials disclosed
before C ′

j . Suppose Cj = A1 ∧ · · · ∧ At ∧ C∗. Then, the se-
quence (C ′

1, . . . , C
′
i−1, A1, . . . , At, C∗, R), is a safe disclosure

sequence according to the original policies.

What happens if C∗ appears in every minimal solution for
R’s policy? Example 1 shows a possible way — migrating
the policy of C∗ to credentials in the same minimal solution
through conjunction. In detail, for each minimal solution
{C1, . . . , Ck, C∗}, Alice chooses one credential Ci and makes
its covering policy Ci ← PCi ∧PC∗ , while the covering poli-
cies of credentials that are never chosen are the same as
their original ones. Alice discloses all the other credentials’
covering policies to Bob but not that of C∗ (C∗ ← false).

However, this approach cannot always preserve the poten-
tial success of a trust negotiation. Intuitively, by putting the
policy of C∗ in conjunction with a credential C’s policy and
disclosing it to Bob, the policy of C is strengthened from
Bob’s point of view. Thus, as is possible in Example 1, Bob
may find that there is no hope to establish trust according to
the policies received from Alice, while he would conclude the
opposite according to the original policies. In this situation,
there is essentially a tradeoff between privacy protection and
trust establishment. In practice, to minimize the change to
the potential success of a trust negotiation, we should mi-
grate the policy of C∗ to the policies of as few credentials
as possible. Although potential success will not always be
preserved, still the parties are more likely to establish trust
under this approach than they would be if Alice simply tells
Bob C∗ ← false when Bob asks for her possession-sensitive
credentials.

Proposition 4.1. Let C∗ be a possession-sensitive cre-
dential and suppose R← A1∧C∗. Suppose there exists a safe
disclosure sequence (C1, . . . , Ci = A1, Ci+1 = C∗, Ci+2 =
R). Then after migrating the policy of C∗ to A1 such that
A1 ← PA1 ∧ PC∗ and C∗ ← false, there is still a safe dis-
closure sequence for A1.

Proof. Since A1 and C∗ are both Alice’s credentials, A1
is not in any minimal solution for the policy of C∗. There-
fore, the set of credentials {C1, . . . , Ci−1} is a solution for
both C∗ and A1. Thus, it is also a solution for PC∗∧PA1. So
the sequence (C1, . . . , Ci = A1) is a safe disclosure sequence
leading to A1’s disclosure according to the new policy of
A1.

During a trust negotiation, after Alice discloses the cover-
ing policy of A1 to Bob, once the covering policy is satisfied
by Bob, Alice can disclose both A1 and C∗ to Bob and gain
access to R consequently.

Proposition 4.2. Let A1, . . . , At, C∗ be a minimal solu-
tion for R’s policy, where C∗ is a possession-sensitive cre-
dential. Suppose there exists a safe disclosure sequence

(C1, . . . , Ci = C∗, Ci+1 = Aq, Ci+2 = R). Then after mi-
grating the policy of C∗ to produce Aq ← PAq ∧ PC∗ , there
is still a safe disclosure sequence for R according to the new
policies.

The proof of proposition 4.2 is similar to that of proposi-
tion 4.1, and we omit it here.

When there is more than one possession-sensitive creden-
tial in R’s policy, as long as there is a disjunct in R’s policy
that does not involve any possession-sensitive credential, we
can still preserve the potential success of a trust negotia-
tion through policy migration by using a similar approach.
In detail, let C1, . . . , Ck be disjuncts involving at least one
possession-sensitive credential and let Ck+1 be independent
of all possession-sensitive credentials. Then the migrating
component P ′ should be the mirror equivalent of C1∧· · ·∧Ck.
For each credential C in Ck+1, we set its covering policy to
be C ← PC ∨ P ′. The proof of preservation of potential
success is similar to that of theorem 4.1.

Similarly, the possession-sensitive credential C∗ does not
have to appear in R’s policy. The theorems presented in this
section will still hold whenever Alice’s possession-sensitive
credentials occur in only one policy P that is relevant to the
negotiation. In that case, Alice needs to find an indepen-
dent disjunct in P to migrate C∗’s policy to, subject to the
condition that at least one credential in that disjunct has
not already had its policy disclosed. If no such credentials
are available, then policy migration cannot be used.

We will discuss the situation where possession-sensitive
credentials appear in multiple policies, possibly spread across
both parties, in a later section.

4.3 Protection of Non-Possession Sensitive Cre-
dentials

Recall that if C∗ is a non-possession sensitive credential
for Alice, then we have the following scenario: Alice has
C∗ ← false and a policy PC∗ to control to whom she is
willing to disclose the denial policy for C∗. In other words,
Alice will admit the fact that she does not possess C∗ only
if Bob has satisfied PC∗ . Meanwhile, in the worst case,
all the other users have C ← true. Clearly, if C∗ is the
only credential required to gain access to R, Alice cannot
effectively protect the fact that she does not possess C∗,
because all other users will disclose C∗ immediately. Any
other action Alice takes will reveal this sensitive fact. (Alice
may intentionally unplug her connection with the Internet
and make Bob believe that the negotiation is interrupted
because of a failure of the network. Such a physical approach
is out of the scope of this paper.)

When there are more credentials involved in R’s policy,
the protection of non-possession sensitive credentials is very
similar to that of possession-sensitive credentials. We try
to migrate policy PC∗ to the policies of other credentials so
that Alice will behave the same as certain users who do have
C∗ and adopt the Disclosure Tree Strategy. Let us look at
the following examples.

Suppose R ← A1 ∧ C∗. Obviously, since Alice does not
have C∗, there is no way that trust can be established. Al-
ice can make the covering policy of A1 be A1 ← PC∗ and
disclose it to Bob. From Alice’s response, Bob cannot infer
that Alice does not possess C∗, since a user adopting the
Disclosure Tree Strategy may make the same response. If
Bob cannot satisfy policy PC∗ , Alice will naturally termi-
nate the negotiation. Otherwise, Alice can tell Bob that



she does not possess C∗, since Bob is qualified to know the
truth. In either case, Bob cannot infer the sensitive fact
from Alice’s behavior.

On the other hand, suppose R ← A1 ∨ C∗. Alice can
migrate PC∗ to the policy of A1 such that A1← PA1∨PC∗ ,
and disclose it to Bob. Note that Bob cannot infer that
Alice does not have C∗ based on the fact that Alice does
not disclose C∗, because a party adopting the Disclosure
Tree Strategy will not necessarily disclose every unlocked
and relevant credential. Later on, if Bob has satisfied PA1,
then Alice may disclose A1 and gain access to R thereafter.
If Bob has satisfied PC∗ , similar to the above example, Alice
may tell Bob that she does not possess C∗. The problem
comes when Bob indicates that he can satisfy neither PA1

nor PC∗ . Now the situation boils down to the same as when
C∗ is the only credential required to gain access to R, a case
that cannot be effectively handled in the current approach
to trust negotiation.

In general, we have the following theorem.

Theorem 4.2. Suppose C∗ is non-possession sensitive for
Alice. If {C∗} is not a minimal solution for Bob’s policy for
R, then there is a policy migration for PC∗ that satisfies the
following conditions:

1. If there is a safe disclosure sequence for R under the
original policies, then there is also one under the cov-
ering policies.

2. If there is a safe disclosure sequence G = (C1, . . . , Ck, R)
under the covering policies, then either there is also
one under the original policies, or PC∗ is satisfied by
{C1, . . . , Ck}. In other words, after Ck is disclosed in
the sequence, it is safe for Alice to tell Bob that she
does not possess C∗.

Proof. Suppose R ← P. Let C1 ∨ · · · ∨ Ct be the dis-
junctive normal form of P, where each Ci, i = 1, . . . , t, is
a disjunct. The construction of the policy migration is as
follows. For each Ci that involves C∗, we choose one creden-
tial C �= C∗ from Ci and make C ← PC ∨ PC∗ the covering
policy for C. For all the other credentials, their covering
policies are the same as their original ones. Let Poriginal

be the mirror equivalent of P when the original policies of
Alice’s credentials are used and let Pcovering be the mirror
equivalent of P when the covering policies are used. It is
easy to see that Pcovering ≡ Poriginal ∨ PC∗ .

Clearly, for any credential C �= C∗, its covering policy is
weaker than or the same as its original policy, i.e., if C’s
original policy can be satisfied by Bob, so can its covering
policy. Therefore, if there is a safe disclosure sequence G
according to Alice’s original policies, then after the above
policy migration, G is also a safe disclosure sequence ac-
cording to the covering policies.

On the other hand, suppose that according to the dis-
closed covering policies, there exists a safe disclosure se-
quence G. Since Alice never discloses the policy of C∗, G
does not involve C∗. Let Ci be a disjunct of R’s policy that
was satisfied before R is disclosed in G. If the original policy
of every credential C in Ci is satisfied before C is disclosed,
then G is also a safe disclosure sequence according to the
original policies of Alice. Otherwise, according to the way
that covering policies are constructed, before R is disclosed,
PC∗ must be satisfied.

When there is more than one non-possession sensitive cre-
dential in R’s policy, as long as there is no disjunct in the
disjunctive normal form of R’s policy that contains only non-
possession sensitive credentials, we can still handle it in a
similar way. We will omit the details of this extension in
this paper.

Similarly, the possession-sensitive credential C∗ does not
have to appear in R’s policy. The theorems presented in this
section will still hold whenever Alice’s possession-sensitive
credentials occur in only one policy that is relevant to the
negotiation (as long as there is a suitable disjunct available).
However, as discussed above, it is possible that the migration
will not preserve the potential success of the negotiation.

4.4 Discussion
One potential alternative for protecting possession-sensitive

credentials is to require each party to always disclose the
mirror equivalent of R’s policy. That is, after Bob discloses
R’s policy P, Alice only discloses P’s mirror equivalent P ′,
without telling Bob the policy of each individual creden-
tial appearing in P. Similarly, Bob will disclose the mirror
equivalent of P ′ in his next message. This process continues
until one party finds that either the current policy can be
satisfied by a set of unprotected credentials or there is no
solution to the current policy. Such a negotiation process is
called a parsimonious negotiation strategy, first introduced
by Winsborough et al. in [27].

Policy migration has several advantages over this approach.
By disclosing the policy of each individual credential sepa-
rately, a party can control the direction of the progress of a
trust negotiation according to its own preference. For exam-
ple, if there are multiple ways in which Alice might be able
to satisfy Bob’s policy for R, she might clearly prefer one
set of disclosures over another. Most families of negotiation
strategies include strategies that will allow Alice to steer
the direction of the negotiation toward what she views as
the most desirable disclosure sequence. This flexibility and
autonomy is desirable in decentralized systems. Further, in
the worst case, the size of the mirror equivalent of R’s pol-
icy may increase exponentially with the number of rounds
of messages, which will result in high communication cost.
This problem is also avoided by allowing the disclosure of
the policy of each individual credential.

Compared to ack policies and non-response, policy migra-
tion has the following advantages:

1. Policy migration is very easy to deploy in current trust
negotiation systems. It does not require any new ex-
tensions to the components of the existing trust ne-
gotiation model, e.g., the organization of policies, the
format and semantics of messages, or the information
allowed to be exchanged. Also, its management over-
head is low. Unlike ack policies and non-response pro-
posed in [26, 25], a user only needs to specify what
credentials are considered possession-sensitive or non-
possession sensitive. The major protection is supplied
by the security agent using a policy migration algo-
rithm, which is simple and easy to implement in the
situation discussed in this paper.

2. Policy migration is self-contained. It does not require
any pre-arranged cooperation from a large group of
users. The protection power of policy migration comes
from the fact that Alice will behave in the same way as



certain ordinary users who do not have Alice’s possession-
sensitive credential, or do have Alice’s non-possession
sensitive credential. Bob cannot rely on observing an
unusual response from Alice to infer whether she has
a specific possession-sensitive credential, or does not
possess a non-possession sensitive credential.

3. Policy migration provides a nice balance between the
potential success of a trust negotiation and the pro-
tection of possession-sensitive and non-possession sen-
sitive credentials. In most cases, the potential success
of a trust negotiation is preserved when we migrate
the constraints in the policy of a possession-sensitive
or non-possession sensitive credential. Therefore, suc-
cess of a trust negotiation is still guaranteed. Specifi-
cally, we have identified a large group of policies under
which policy migration can always preserve the poten-
tial success of a trust negotiation.

The version of policy migration presented in this paper
has limitations that need to be addressed in future work. In
particular, policy migration needs to be extended to han-
dle the case where possession-sensitive and non-possession
sensitive credentials appear in multiple policies belonging to
multiple parties.

In general, if Alice’s possession and non-possession sensi-
tive credentials are mentioned in many policies that are rel-
evant to the negotiation, then policy migration can still be
used to protect her privacy. However, in this situation policy
migration can become more complex. Alice must do book-
keeping to remember what covering policies she has used
where, and reason more carefully about when to disclose a
possession-sensitive credential or to tell Bob the fact that
she does not possess a non-possession sensitive credential.
To make this happen, Alice’s negotiation software may need
to use a highly accurate representation of the progress of a
trust negotiation, such as a version of the disclosure trees
[30] originally developed for use in proofs of correctness of
the interactions between the strategies used by two negoti-
ating parties.

Another interesting question is how to generalize policy
migration to handle the situation where both Alice and Bob
have possession or non-possession sensitive credentials in-
volved in a trust negotiation. Intuitively, as long as the
covering policies of Bob and Alice do not strengthen the se-
mantics of their corresponding original policies, the poten-
tial success of the trust negotiation will not be jeopardized
and their privacy will be protected. However, the higher the
number of sensitive credentials involved in the negotiation,
the more management effort will be required. Mechanisms
are needed to manage policy migration so that complex sit-
uations such as this can be handled efficiently.

Even with the extensions described above, policy migra-
tion will not be a complete solution to the problem of pro-
tecting possession-sensitive and non-possession sensitive cre-
dentials.

1. Policy migration is designed to prevent inferences through
simple observation of one’s behavior during trust ne-
gotiation, such as one might expect from an automated
attack program. Therefore, the human-intelligible mean-
ing of policies is not considered. In practice, typi-
cally, when a credential is possession-sensitive, its pol-
icy tends to be very specific and strict. For example,

Alice may specify that only people working for the
NSA can see her CIA agent card. If we migrate such
a constraint to Alice’s driver’s license, then its cover-
ing policy may require one to be either a police officer
or be working for the NSA, which is clearly an un-
usual policy for one’s driver’s license. In fact, it is well
known that the content of an access control policy may
reveal the sensitive nature of a credential. Several ap-
proaches have been proposed to protect sensitive poli-
cies [7, 22, 29]. By combining policy migration with
sensitive policy protection schemes, we may get a more
comprehensive solution.

2. Policy migration is subject to comparison attacks. Bob
may negotiate trust with Alice on several occasions.
Suppose that during a previous trust negotiation where
her CIA agent card is not involved at all, Alice dis-
closes her driver’s license’s policy to Bob. Later, dur-
ing a more sensitive trust negotiation which involves
her CIA agent card, Alice may migrate the policy for
her CIA agent card to that of her driver’s license. If
Bob maintains a copy of Alice’s original driver’s li-
cense’s policy, he will be able to guess that the one
received later is a covering policy, which can be used
to infer that Alice is actually connected to the CIA.
Such an attack is hard to prevent because it is un-
likely for Alice to remember each of her interactions
with all other parties. Further, even if Alice does re-
member, or has never interacted with Bob before, Bob
may still get a copy of Alice’s original policy from a
third party Carol, who negotiated trust with Alice be-
fore. As mentioned in section 2, it is difficult for Alice
to control the propagation of her private information
once it has been disclosed to others.

Overall, the effect of policy migration is to make infer-
ences regarding possession-sensitive and non-possession sen-
sitive credentials harder instead of making them impossible.
In the original model of trust negotiation, without proper
protection, inference is quite simple and can easily be auto-
mated. By using policy migration, one has to analyze the
semantics of a policy or keep track of a user’s policies be-
fore the inference can succeed. This process requires more
human intervention, which makes it more difficult to be con-
ducted by computers in an efficient way.

Inference prevention is widely known as a hard problem.
Even for a database with a simple query-answering model,
it is still very difficult to find all the possible ways to infer
sensitive information from seemingly reasonable queries, not
to mention preventing those inferences. This is especially
true when we have to consider the semantics of queries along
with attackers’ background knowledge [5]. The problem can
only get harder in trust negotiation because of the existence
of multiple channels for information flow. Next we list some
other ways that one’s privacy may be violated in ATN, some
of which have been partially addressed in the literature.

Sensitive policies The original model of trust negotiation
[20, 21, 30] assumes that the appropriate access con-
trol policies can be shown to Bob when he requests
access to Alice’s resources. However, realistic access
control policies tend to contain sensitive information,
because the details of Alice’s policy P for disclosure
of a credential C tends to give hints about C’s con-
tents. For example, if there is any information in C



that is very sensitive, then it is possible to guess at the
nature of that information by looking at P: is her pa-
role officer allowed to see C? Her welfare case worker?
The local HIV, cancer, or mental health clinic? More
generally, a company’s internal and external policies
are part of its corporate assets, and it will not wish
to indiscriminately broadcast its policies in their en-
tirety. Several schemes have been proposed to protect
the disclosure of sensitive policies. In [7], Bonatti and
Samarati suggested to divide a policy into two parts —
prerequisite rules and requisite rules. The constraints
in a requisite rule will not be disclosed until those in
prerequisite rules are satisfied. In [22], Seamons et al.
proposed to organize a policy into a directed graph so
that constraints in a policy can be disclosed gradually.
In [29], access control policies are treated as first-class
resources, thus can be protected in the same manner
as services and credentials.

Private information propagation Once a trust negotia-
tion is finished, no matter whether it is successful or
not, Alice has gathered some information about Bob.
After this point, it is hard for Bob to control how the
gathered information will be used by Alice. Alice may
actively initiate trust negotiation with others with the
purpose of collecting information instead of establish-
ing trust. She can later either sell the information to
an online marketing company or simply make it public.
Though the P3P standard [24] enables an individual
to be aware of the privacy practice policy of a server
before disclosing her sensitive information, it is diffi-
cult to check how well that policy is enforced. Also,
trust negotiation makes it possible for any individual
to be an information collector, which causes P3P to be
not quite applicable.

Many researchers have observed that the use of unlink-
able pseudonymous credentials and selective attribute
disclosure can alleviate this problem [8, 9, 15]. How-
ever, as long as Alice collects information about Bob,
be it through simple credential disclosures or zero-
knowledge techniques, there is no effective way to pre-
vent Alice from further spreading that information.

Besides specifying P3P policies, it is becoming an in-
creasing concern for companies and organizations to
effectively enforce privacy practice policies. In [2],
Agrawal et al. presented a server-centric approach
to enforce P3P policies through query translation and
rewriting in databases. Agrawal et al. [1] also pro-
posed principles for designing databases that enforce
a company’s privacy policies. Karjoth et al. [18] pro-
posed a privacy-centric access control language and de-
signed an architecture for privacy policy enforcement
in the entire life cycle of customers’ information, based
on the principle of separation of duty.

Information gathering and analysis Once Alice has gath-
ered enough information from Bob, she may be able
to infer more sensitive information about Bob through
the seemingly insensitive information. For example, if
Alice knows Bob’s address, which is located near the
center of the campus of a university, then she may
reasonably infer that Bob is a student in the univer-
sity and his age is probably in the range of 18 to 30.

Such inferences will be much more powerful when in-
formation from multiple sources or credentials is col-
lected. Inference prevention techniques developed by
the database community, such as those proposed in [4,
5, 10, 11], can be applied. However, many of those
techniques require tracing a user’s knowledge of an
entity in order to effectively prevent inference. This
is especially hard in the context of trust negotiation,
where Alice and Bob are usually from different organi-
zations and do not have identities in the same security
domain. Further, Alice may assume identities from dif-
ferent domains during different interactions with Bob,
which makes it hard for Bob to tell whether he is in-
teracting with the same person during different trust
negotiation. It is also impractical for an individual to
keep track of all his interactions with others.

Recently much work has been done on mutual authenti-
cation and authorization through the use of cryptographic
techniques that offer improved privacy guarantees. For ex-
ample, Balfanz et al. [3] designed a secret-handshake scheme
where two parties reveal their memberships in a group to
each other if and only if they belong to the same group. Li
et al. [19] proposed a mutual signature verification scheme
to solve the problem of cyclic policy interdependency in trust
negotiation. Under their scheme, Alice can see the content
of Bob’s credential signed by a certification authority CA
only if she herself has a valid certificate also signed by CA
and containing the content she sent to Bob earlier.

Policy migration is complementary to this prior work on
secret handshakes. For example, in the work by Balfanz et
al., mutual authorization can only happen between two par-
ties that belong to the same group, i.e., their credentials are
issued by the same certification authority. The mutual sig-
nature verification scheme devised by Li et al. has a similar
constraint. In trust negotiation, this constraint will often
not be met. Trust negotiation relies on more general ac-
cess control policies, where mutual authorization between
two parties is achieved through the use of credentials from
different security domains (signed by different certification
authorities). The above works also do not address the ques-
tion of how the two parties learn about each other’s au-
thorization requirements (access control policies), an issue
which is a major concern in this paper. Researchers have
begun to work on removing these and other limitations of
secret handshakes [14], so that they may become another
general-purpose weapon against unwanted leaks of informa-
tion during trust negotiation.

5. CONCLUSION
During trust negotiation, trust is established through it-

erative and bilateral disclosures of credentials and access
control policies between two parties. During this process,
information can flow to others in a variety of forms, some of
which are not well protected by access control policies in the
original model for trust negotiation. Two types of informa-
tion leaks have been identified where sensitive information
can be easily inferred, even though access control policies
are strictly enforced. By observing Alice’s behavior dur-
ing a trust negotiation, an attacker can infer whether some
attributes of Alice satisfy certain constraints or whether Al-
ice possesses or does not possess certain sensitive creden-
tials. We call credentials vulnerable to the first kind of in-



ference attribute-sensitive credentials and those vulnerable
to the second kind of inference possession-sensitive and non-
possession sensitive credentials.

In this paper, we focus on the protection of possession-
sensitive and non-possession sensitive credentials. We pro-
pose desiderata for good protection schemes. In particular,
we argue that the protection scheme should not only be able
to prevent inference but also be able to guarantee the suc-
cess of trust establishment as much as possible. Also, the
management overhead introduced by the protection scheme
should be low. Otherwise, its deployment in practice will be
limited.

We propose policy migration as an approach to protect-
ing sensitive credentials. In this approach, the policy of a
possession-sensitive or non-possession sensitive credential is
integrated into those of other credentials, so that Alice’s be-
havior will be the same as other users whether or not she
has the sensitive credential. We identify under what circum-
stances policy migration can preserve the potential success
of a trust negotiation, in the sense that the chance of a suc-
cessful trust negotiation will not be jeopardized by policy
migration.

Admittedly, inference prevention is a hard problem, es-
pecially in the context of trust negotiation, where multiple
rounds of information exchange take place between the two
parties. We have also analyzed the limitations of policy mi-
gration. In particular, an attacker may be able to figure out
whether policy migration happens, either by considering the
semantics of a disclosed access control policy or by compar-
ing policies for the same credential that were received during
different sessions of trust negotiation.

In order to systematically study inference prevention in
trust negotiation, we believe that a strict theoretical foun-
dation needs to be laid so that information flow between two
negotiation participants can be formally modeled and ana-
lyzed. That is one direction we would like to further pursue
in our future work. We are also interested in designing new
interaction models for trust negotiation, where inferences
cannot be easily conducted by an attacker.
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