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I.  Introduction

This document is to serve as the plan for testing as well as reporting iteration one of the Apache

Audit Capability Development project.
Iteration one of the project iteration one will do the following:
The development platform is Solaris 8 and server version is Apache HTTPD 2.0.52.

Sun Microsystem's Basic Security Module (BSM) is implemented to format data.

The project audits initiating client data such as the remote Internet Protocol (IP) address and authorized user name.

Data of events such as initiation of remote connection, initiation of internal requests, entry of the request into a handler, entry of data into a filter, and startup/shutdown of the server is audited.

II Test Cases

The following table's data maps the test cases back to the project requirements and documents the

expected results of the test cases.  The actual results will not be known until the test cases are run.

The fields in the table and their description are as follows:

Test Case ID is the identification as noted in the Requirements Document 1.1. 
Requirement Description is a description of a requirement that is to be satisfied.

Expected Result is the anticipated data or outcome of running the test case.

Actual Result is the true outcome of running the test case.
	Test Case ID
	Requirement Description
	 Test Description
	Expected Result
	Actual 
Result

	4.1.1
	The remote Internet Protocol (IP) address of the initiating client is included in the audit trail. 


	Enter http://152.1.78.183:60002 at the web browser

 Click on any link on the website. 
	Verify the IP address of the remote client is recorded in the audit trail.  If the connection is from local server, then the IP address should be 127.0.0.1.
Time: Mon Oct  3 16:04:04 2005

Remote IP: 137.116.176.159

DESC:Get  /usr/apache/htdocs/backgrounds/nor_back.gif

 
	

	4.1.2
	The authorized user name is included in each audit record. The server will obtain the authorized user name from the client when a user attempts to access a restricted area.


	1. Enter http://152.1.78.183:60002 at a web browser. 

2. At the user name and password field enter user name “csc516” and password   “secret” at the web browser. 

	Check audit trail to verify the recording of the user name “csc516” and password “secret”.
Time: Mon Oct  3 13:04:04 2005

Remote IP: 137.116.176.159

DESC:  csc516 Login successful
User: csc516
	

	4.1.3
	The time at which the audit trail entry was created is included in each audit record through the use of BSM tokens.


	Enter http://152.1.78.183:60002 at a web browser. 

Click on any link on the website.


	Monitor the audit trail and check if a correct time stamp is recorded. 
Example: 
Time: Mon Oct  3 16:04:04 2005

Remote IP: 137.116.176.159

DESC:Get  /usr/apache/htdocs/backgrounds/nor_back.gif


	

	4.2.1
	The initiation of each remote connection to the server is audited. Each time a remote entity, such as a web browser or search engine crawler, initiates a connection with the server, an audit event will be generated. 


	Enter http://152.1.78.183:60002 at the web browser on a remote machine. 
 2.  Click on any link on the website.
	Monitor the audit event and check if the remote machine’s IP address, a correct time stamp.
Example: 
Time: Mon Oct  3 16:04:04 2005

Remote IP: 137.116.176.159

DESC:Get  /usr/apache/htdocs/backgrounds/nor_back.gif

	

	4.2.2
	The initiation of each internal request is audited.

Each time the server initiates a request, an audit event will be generated.


	1. Enter http://152.1.78.183:60002 at the web browser on a remote machine. 

2. Click on a link “write a record”*.  And at the input field, enter “Bill  CSC516  final A”.
* We make assumption that this link will write a record in /home/ajax/student_record.txt. 
	1. Open a command line interface.

  2. Check if there is a record which has internal redirect activity in log file. Example, file /tmp/student_record.txt* has been updated.
  Example: 

Time: Mon Oct  3 16:04:04 2005

Remote IP: 137.116.176.159

DESC:  Write /home/ajax/student_record.txt 

User: AJAX

	

	4.2.3
	Entry of data into a filter is audited
	1. Enter http://152.1.78.183:60002 at the web browser on a remote machine.

	1.Open a command line interface. 

2.Check the audit trail to ensure that there is a filter entry event for each registered filter.
Example:

Time: Mon Oct  3 16:04:04 2005
Remote IP: 137.116.176.159
DESC: ENTERED FILTER http_header_filter
User: AJAX
	

	4.2.4
	Startup and shutdown of the server is audited
	1. Shut down the Apache server from command line interface. “apachectl stop” to stop Apache and “apachectl start” to start Apache.

	1. Check the audit event if there are two log records which contain the shut down and restart server activities. Example: 

Time: Mon Oct  7 16:04:04 2005

User: root

DESC: Apache/2.0.52 started successfully. 
	

	5.1.1
	Server version must be Apache HTTPD 2.0.52.


	At the server command line, execute “httpd –version”.
	It should show server version and server built date. 
	

	5.1.2
	The targeted development platform is Solaris 8
	At the server command line, execute “uname –a”.
	It should show “SunOS hostname 5.8”.
	

	5.1.3
	Audit data must be stored on the machine that is running the server.


	At the server command line, execute “cd <logdir>; more <audit_trail_file>”.
	It should show the content of the audit log. 
	


* The log file name and directory is to be determined because we have not started to write the program yet.

III Approach for Testing
For iteration 1, we plan to use unit testing and functional/system testing. 
Unit testing will be done by our programmers. If the test fails, they will figure out the reason and fix the problem in the code. This is mainly white box test. 
Functional/system testing will be conducted by our testing team. We look at requirements to generate test case. And we follow the test case to run the test and check the result of the test. Any bugs that are found will be sent to our programmers to fix. 
IV. Feature pass/fail criteria
In order to determine a test case pass or fail, the outcome will be compared with the Expected Result in the test plan.  If the outcome matches the Expected Result, then it passes.

V Testing Deliverables
Unit test cases created by the programmers
System test cases created by the SQA team.

Test log
      The log will be generated each time the test cases are  executed.  The log will include the name of the tester, the time, the software version, hardware specification, input data and test result, the probable cause of failure (feature not supported, implementation error, etc.). 
Test Summary Report
Test Summary Report will be created by the QA team after the each round of the testing.  The report will include the total number of the test cases executed, total number of the test cases passed and total number of the test cases failed.  The report will also include list of the failed test cases and their priority.  

VI.  Environmental Requirements
Hardware
Sun Solaris 2.8

Software

Apache Server 2.0.52

A web browser 
Files
Apache Server configuration files (httpd.conf)

audit policy setting (auditconfig)
audit trail 

audit event
VII.  Schedules and Responsibilities

The following schedule is based on the first version of the project plan:
	Testing Tasks
	Responsibility
	Planned Start Date
	Planned End Date

	Develop Audit Trail log Test based on requirements and design decision 
	Requirement Engineers:

Mary, Matt and Rachel
	2/3/05
	3/6/05

	Develop Audit Events Test based on requirements and design decision
	Programmers/Architecture:

Matt, Sarat 
	3/15/05
	4/15/05

	Update Audit Trail log Test based on requirements and design decision
	Requirement Engineers: 

Mary, Matt and Rachel
	3/15/05
	4/15/05

	Update Develop Audit Events Test based on requirements and design decision
	Programmers/Architecture:

Matt, Sarat 
	4/15/05
	5/01/05


VIII Risks and Contingencies
We are running behind our schedules due to the staff shortage and team member’s busy schedule. We have a big learning curve on this project. It is a research and development project.

Our client is in a remote location. They cannot attend our testing and presentation. This also affects if our testing result  meets the customer’s expectations. 

IX.   Approvals

Each tester must have their test result signed off.  The programmer will sign off the unit test results. The QA team will sign off on the functionality/system test results, and the sponsor representatives will sign off on the acceptance test results.  The test results and error logs keep track of the name of the testers.  

X  Document Glossary

Audit Event – A recognizable event within the system that causes an entry in the audit trail.
Audit Level – One of none, minimum, basic or detailed. Each audit level includes the one below it, so that basic includes minimum and detailed includes both minimum and basic. Audit levels are used to control the amount of detail provided by the system.
Audit Record – The result of an audit event.  It is a capture of all information that is considered relevant for audit events.
Audit Trail – A collection of audit records. The audit trail is maintained by the operating system.
Client – An entity that requests data.
External Request – A request made from outside the server, usually by a remote client.
Filter – A small program that alters the request or response.
Handler – A small program that can compose responses to requests.
Input Filter – A filter that modifies the request.
Internal Request – A request made from within the server, usually caused by an external event.
Module – A container for handlers.
Output Filter – A filter that modifies the response.
Project – The Apache Audit Capability project.
Request – A connection to the server, usually in an attempt to obtain data.
Resource – An entity, often data that is distributed by the server.
Response – The data returned as the result of a request.
Server – The Apache HTTPD server.
User – An audit analyzer or system administrator who has interest in the audit trail.
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� Mr. Feldman’s official title is still unknown. We are in the process of gathering that information.





