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1. Executive Summary

The purpose of this project is to develop a module for or modify the audit capability of an Apache web server to capture attempted security breaches.  This developed module will log information about the attack as well as what possible changes, or breaches may have occurred on the host system and ultimately, prove the benefits of additional server-specific audit data.  An example given by sponsor representative, Mr. Mark Feldman was e-business' credit card data being stolen.  The module should be able to capture the number of credit card numbers stolen, the owners of the numbers, along with date and time of the attack.  Prior to this type of implementation, an e-business owner may never realize that his/her data had been compromised.  With this implementation, an e-business owner will be able to use the information to make appropriate business decisions.   

The project is composed of a system that captures decision points of an Apache HTTP server using a Solaris machine. At these decision points, data such as time and date, user ID, process ID, and remote IP are captured.  This data is then transformed into BSM format and stored in an audit file on the host machine.  This data will create a history of system use that can be traced back to an individual user.  The project is an extension of current auditing capabilities that are provided by Apache and Solaris, thus providing more information about system activity.
This project is a natural progression in software design for web server applications.  Audit capability is being added to COTS (Commercial Off The Shelf) software, but is not being integrated into critical server applications that make their own security decisions, like the Apache web server.  Mandatory access controls and other security measures are increasingly being used on commercial web servers, but they are not common and proper configuration is difficult.  Even with the proper configuration, attacks are still possible and it is imperative to identify the violation and understand its ramifications.
2. Team Organization
	Role
	Individual(s)
	Role Description 

	Project Manager

(Technical)
	Mary Tripp
	1. Performs overall supervision of the project

2. Validates configuration management practices

3. Maintains project plan

4. Arbitrates problems as they occur

	Technical Writer
	Matt Kendall
	5. Oversees and maintains documentation

6. Acts as the configuration management expert

7. Writes privacy policy and security policy and ensures that the work products adhere to these policies.

8. Performs implementation when necessary

9. Member of Documentation/Writing team

	Meeting Note Taker
	Mary Tripp
	10. Takes detailed notes at every meeting 

11. Clarifies points throughout meeting that are not clear

12. Distills notes and sends them by email to the team

13. Member of Documentation/Writing team

	Requirements Engineer
	Mary Tripp

Matt Kendall

Sarat Sreepathi


	14. Leads requirements gathering efforts

15. Communicates with stakeholders, clients, end-users

16. Conducts interviews with stakeholders

17. Acts as interface to the customer

18. Documents requirements as well as policies elicited

19. Member of Quality Assurance team.


	Chief Architect
	Sarat Sreepathi

Matt Kendall
	20. Oversees design of overall system

21. Categorizes implementation work

22. Does resource planning

23. Performs implementation 

24. Member of Development team


	System Administrator
	Rachel Zhu


	25. Installs and configures software/OS on Linux/Solaris box
26. Keeps a copy of original installation in case of crash

27. Maintains software/OS licenses

28. Performs implementation 

	Quality Assurance Expert
	Rachel Zhu


	29. Designs test cases

30. Executes tests

31. Maintains fault / bug reports

32. Performs implementation

33. Member of Quality Assurance team.

	Programmers
	Sarat Sreepathi

Matt Kendall

Mary Tripp


	34. Delegates implementation work

35. Oversees defect resolution

36. Performs implementation

37. Member of Development team


3. JAD Session Results 

Date: January 21, 2005

Participants

	Mr. Mark Feldman
	McAfee
	Primary Contact, Manager, Host Intrusion Protection Group

	Matt Kendall
	NCSU
	Technical Writer, Requirements Engineer, System Architect, Programmer

	Sarat Sreepathi
	NCSU
	System Architect, Requirements Engineer, Programmer

	Mary Tripp
	NCSU
	Project Manager, Requirements Engineer, Programmer

	Rachel Zhu
	NCSU
	System Administrator, Quality Assurance Expert

	Wenyi Li
	NCSU
	No longer on team


3.1. Goals for Project Success

38. Conduct research on Solaris audit capabilities, BSM (Basic Security Module), and Apache.  Learn how these items work together to audit user activity.  Use this knowledge to alter Apache source code to audit user activity beyond current audit capabilities.

39. Demonstrate the improved ability to detect malfeasance and its scope after-the-fact for large, multiplexing programs through the addition of extended audit capability. 
40. Demonstrate a case to show the use of this module.
Sponsor: McAfee, Inc.

High Level Success Criteria:  Contribute security auditing/logging capability module to open source Apache and COTS operating system. 

3.2. Sponsor's Goals for Project Success

41. Develop Apache module to audit web server access

42. Demonstration of usefulness of the project. 

43. Formal report to McAfee/Sparta research team.

· Explanation of problem.

· Explain what the team did.

· Findings of the research and project implementation.

3.3. High-level, Prioritized Requirements


[image: image1]
COTS and Apache setup (high priority, first iteration)
Research the recent attacks on www.netcraft.com
Research Solaris and Apache auditing capability

Set up Solaris, install BSM, and install Apache

Make sure auditing capability is on in the system
Develop Apache Auditing Module (high priority, first iteration)
Develop “Hello World” program in Apache

Augment Apache source code to capture time and date, user ID, process ID (PID), and remote IP address during user activity. 
Pipe above information to program in which audit data is recorded in BSM format and stored in a file on the host machine.
Test and debug code
Document and document review
Continued Development of Apache Auditing Module (high priority, second iteration)
Compose a list of scenarios to simulate various “attacks” on system.  Use these scenarios build application development and test cases.
Use code from the first iteration to continue the application development. 

Test and debug code

Document and document review
Demonstrate and Report the Usefulness of Product (high priority, second iteration)
Demonstrate the auditing function of the Apache module

Create auditing report 

Write up the formal usefulness of the product
Sponsor's Tangible, Intangible, and Strategic Benefits

A new auditing feature for Apache website

Combine OS logging capability with Apache logging module

Have potential financial benefits.
3.4.  Cost / Benefit Summary
 Cost: 

Hardware:  one Solaris operating system
Labor: 4 students roughly 12 hours a week for 5 months
Benefit: 

Enhance Apache security auditing capability.
Ability to provide this logging/auditing tool to their customers.
A contribution to security society and fight malicious hackers.
3.5. Project Risk Factors

	Risk Description
	Risk Resolution 

	Distance to client in Maryland
	Set up recurring weekly meeting with client.  With possibility of video conference or face to face.

	Team member dropped CSC 516 mid-semester.  Team is reduced to four members.
	Work with both professors and McAfee to negotiate deliverables with dates and redistribute work load.

	Team coherence

(the degree to which the team agrees on how problems should be resolved. This risk is elicited to resolve the bridging of the MBA and CSC disciplines)
	Open communication has alleviated any problem that may occur.

	Client's division is being sold.
	May have to juggle schedules in the next 30 days when transition occurs.


3.5.1. Assumptions 

NCSU will provide all hardware.

Client will stay close to the original design requirement through the development phrase. 

3.5.2. Communication

Mary Tripp is the project manager and is responsible for communication between the sponsor and the student team. Mr. Mark Feldman is the primary contact from the sponsoring organization. The face to face meeting between student and sponsoring organization meeting is not being scheduled due to client is located in Rockville, MD. We use a conference bridge every Thursday from 11:15am. The meeting will last about 45 minutes. 
4. Configuration Management

Configuration management details the procedures and technologies that the project group will use to track and control content that is created for the audit application.  This content always includes both formal documentation and source code, but may also include miscellaneous documents such as meeting minutes, “how-to” guides, style guides, etc.

4.1. Managed Entities

All content produced by the project team that falls into the following categories will be subject to configuration management.

Software Project Management Plan

Privacy Policy 

Security Policy

Requirements Document

Design Document

Test Plan

Source Code

Risk Analysis Forms

4.2. Responsible Parties

The configuration management tools, repositories, and standards will be managed by the technical writer, Matt Kendall. The document reviewer, Mary Tripp, will ensure that configuration management policies have been followed for all formal documentation. The project developers will check that all source code is compliant with configuration management guidelines before each branch.

4.3. Change Control and Version Management Policies

The following sections detail the mechanisms for: 
organizing the project's managed entities 
tracking the version of those entities 
controlling when and how entities are modified  
Both change and version management will be performed by a Subversion (http://subversion.tigris.org) installation on Matt Kendall's redundant data store.  This tool will be available to all team members via an Apache web server (http://www.apache.org).

The file naming convention for these documents will be determined by the iteration, version, content, and the group’s number (Group 4).  For example, the second iteration, first version of the Design document would be named:  2_0_DesignDoc_Group4.  
4.3.1. Entity Organization

Our managed entities will be organized as a simple hierarchical directory tree within a Subversion repository.  The following is a list of each directory and its purpose:

· /branches – contains backups of this directory structure for each milestone in the project.

· /docs – contains the project documentation, the project source code documentation, and any additional miscellaneous documents. Each official document receives its own directory, source code documentation is placed in an api directory, and all other documents will be filed under misc. These documents should be formatted using Microsoft Word.
· /lib – contains third-party or system libraries needed to compile and execute the application.

· /src – contains the project source code.

4.3.2. Versioning

Subversion maintains a simple versioning scheme.  Each entity in its repository is assigned a revision number of zero when it is initially created.  Every change to the entity increments the revision number by one.  As changes are made, the author enacting the change must provide a comment or reason for his or her alteration. Therefore, a simple analysis of the Subversion's log files provides a complete history of all alterations performed on an entity.  We can assign meaningful version numbers by branching the repository at critical points during the project.  These points have not yet been identified, but they will correlate to milestones revealed by requirements gathering and system design.  Once we have established these branching points, we will update the configuration management scheme to specify them explicitly.

4.3.3. Change Management

Our assumption is that the team members are always acting in the best interest of the project when they make changes to managed entities.  Therefore, we will not place any restrictions on their alteration.  Additionally, Subversion has policies and routines that negate the dangers of one or more individuals simultaneously editing the same file.  In the event that a team member corrupts a managed entity, or that an artifact is introduced by concurrent editing, the file can always be safely restored to the most recent version before the error.

4.4. Style Guidelines

The following guidelines apply to either official project documentation or source code.  No other entities are expected to adhere to these rules.

4.4.1. Documentation Style

The following style standards specify the tone and form of project documentation. Following the list of guidelines is an example paragraph illustrating their application. 

· Third Person, plus we: Refer to all people and groups in the third person, i.e. them, their, she, he, it, the customer, Mr. Mark Feldman, etc. The only exception is that the project team may be referred to as "we". Additionally, the project team may be referred to as the project team, the team, or by sub-teams such as the developers, the technical writers, etc. Please ensure that referenced sub-teams actually exists in the project documentation. When referring to an actual position or title, such as the project manager, always follow the title with a phrase containing the name of the person that holds the title. For example, The project manager, Mary Tripp, will handle all incoming requests from McAfee. 

· No Contractions: Never use contractions, e.g. they're, we're, etc. Note that it's is the contraction it is and not the possessive form of it. The possessive form of it is its. 

· No Unnecessary Modifiers: Do not use adverbs and adjectives such as greatly, major, quickly, etc. unless they are needed to prove a point. They are both unnecessary and ambiguous. If such terminology is required, expand on the usage of the modifier to explain its exact meaning. 

· No Unqualified This: Always qualify the pronoun this with it's target. e.g. This load was too much to bear. instead of This was too much to bear. 

· Reference and/or Expand Acronyms: Reference unusual or domain specific words, such as auditing the first time that they are used in a section by marking them as glossary words. Similarly, expand acronyms at their initial usage and provide the acronym itself within parenthesis, e.g. North Carolina State University (NCSU).

· Include full URL references: Whenever linking to an external document, provide the full URL of the document after the link. 

· Avoid Word Repetition: Whenever possible, avoid using specific words or phrases in a repetitive fashion. E.g., do not begin every sentence in a paragraph with Next or use continually in three sentences in a row. Note that this redundancy is unavoidable for most technical words or concepts such as the network or the system, since no real synonym exists. 

· Iterative Deepening (i.e. "Scientific American" style): Begin each section with a description of that section's content at a high level and re-introduce each successive section. The assumption is that the document will not always be read in a linear fashion, so the reader should be able to quickly orient himself, or herself, at essentially any point. Always make these introductions brief and to the point, so as to not tire readers who are progressing lineally. 
The following paragraph illustrates these guidelines: 

The purpose of the project team is to add audit capabilities to the Apache (http://www.apache.org) web server. This effort will be led by our project manager, Mary Tripp, who will serve as an interface to both the CSC516 faculty and the customer, McAfee Software. Introducing auditing into Apache will require overcoming several challenges. Specifically, we must (1) determine what platforms support auditing, (2) create an interface to the audit system for our chosen platform, and (3) modify Apache to communicate with the audit interface.

4.4.2. Coding Style

Our project source code will conform to two style standards. The formatting of the syntax will follow the Apache Web Server Style Guide (http://httpd.apache.org/dev/styleguide.html) and the in-line source code comments will conform to the JavaDoc (http://java.sun.com/j2se/javadoc/) specification as implemented by Doxygen (http://www.stack.nl/~dimitri/doxygen/index.html).  Specifically, source code comments should include:

· A description of each source file, including its purpose and contents.

· A description of the purpose, inputs, outputs, and side-effects of each function.

· The purpose of each entity that is not contained with in a function.

5. Software Quality Assurance Plan

The two major areas of focus for quality assurance are meetings/reviews and software testing.
5.1. Meetings/Reviews
General Meeting Sessions for Cycle 1 (Requirements Gathering) and Cycle 2 (User Interface Prototyping)   These sessions serve a purpose of gathering requirements from the Sponsor and addressing questions, concerns, and issues found in the requirements. They also help develop a correct building block for the next cycle.  All the team members will attend these weekly meeting sessions and sponsor representative, Mr. Mark Feldman, will also attend. The sessions will be conducted every week via phone conference, because the sponsor is located in Rockville, MD.  More details on how to conduct these meeting sessions are discussed later in this document under Audits, General Technical Review Guidelines.

Formal Technical Reviews for Cycle 3 (Engine development) and Cycle 4 (Integration development)    These reviews serve as effective means for improving the software quality.  The purpose of the reviews is to find errors during the process as early as possible so they do not become defects in the final product. It is the QA team's responsibility to record every issue raised in these reviews. More details on how to conduct these reviews are discussed later in this document under Audits, Formal Technical Review Guidelines.

5.2. Software Testing

Software Testing Procedure   This procedure will be conducted using white box testing (unit testing) for Cycle 3 (Engine development), integration testing, and black box (functional/system testing) for Cycle 4 (Integration development).  The QA team will work with the sponsor to come up with test cases for the project.  The QA team will execute the test cases to test the system's functionality against the requirements. After passing the functionality/system test, the customer will do the acceptance testing. The detail of the testing strategy is described later in this document under Audits, Testing Strategy.

In addition, we have also identified coding standards to be followed throughout the development process.  These can be found in the previous section under Style Guidelines, Coding Style.

5.2.1. Audits 

5.2.1.1. General Meeting Session Guidelines

Conducting a Review All project team members should attend this general weekly meeting session. Sponsor representative, Mr. Mark Feldman will join weekly meeting by conference call. It will be initially set for 45 minutes in length and extended if needed. This meeting serves as a status update. The team discusses the progress of the project with the project plan, reviews pending deadlines and new requirements, addresses issues, risks, or problems that could jeopardize on-time project completion. The team will reprioritize resources as required to address any identified issues. The roles and responsibilities of this review are defined below.

5.2.1.1.1. Roles and Responsibilities

· The project manager, Mary Tripp will explain the work the group has been doing in the past week as well as the work plan for the following week.  The project manager will yield the floor for questions and/or concerns from the project sponsor or other team members.

· Requirement Engineers, Matt Kendall, Rachel Zhu, and Mary Tripp have the responsibility to clarify, review, and update the requirements with the sponsor in Cycle 2 during these general meetings.

· Chief Architects, Sarat Sreepathi and Matt Kendall, ensure that technical requirements are feasible.

· Project Manager, Mary Tripp, addresses progress, risks and the corresponding mitigation strategies for that week, and plans for the next week with inputs from the rest of the team. The project manager records them in the Weekly Risk Assessment Report to be submitted to the Instructors, Dr. Annie Antón and Dr. Julia Earp, and to be discussed in the Risk Assessment Meeting.

· Technical Writer, Matt Kendall, records information presented in the review session. This information includes new requirements made by the sponsor, pending information, unresolved issues, and follow-up activities that need to be done and/or discussed with the team at a later date/time.

· Sponsor Representative, Mr. Mark Feldman, clarifies and answers questions brought up by the project team.

5.2.1.1.2. Review of Work Products

· Weekly Progress and Risk Assessment Report to be discussed with the instructors during the Risk Assessment Meeting.
· A list of new/updated requirements or changes to be documented by the Technical Writer, Matt Kendall, as a complementary section to the original requirements document. 
· A list of unresolved issues encountered during the review to be followed up at a later date/time. 

5.2.1.2. Formal Technical Reviews Guidelines

There will be two formal technical reviews through the whole development cycle, which will be attended by all project team members. The purpose of the formal technical review meetings will be to uncover errors that occurred during each development cycle and ensure the overall software quality. During each development cycle, the focus of the review is different.  The detail of the different reviews will be discussed later in this document.

The review is scheduled for at least 45 minutes and will be extended if needed. The pieces needed for review must be sent to other team member at least two days in advance for their personal review time and be ready for the formal review.  

In each review session, the attendees will comment on the pieces.  All comments will be discussed and the final decision about changes and/or improvements will be made by the end of the review by the Chief Architects.
At the end of the review meeting, a report will be made that includes items reviewed, a list of attendees and all conclusions.

The followings are the reviews that are subject to formal technical reviews: 

· Software Project Plan Review    This review allows the team to monitor the progress of the project, whether the schedule is being met and the product will be delivered on time. Necessary adjustment to the plan should be performed and negotiated with the sponsor if requirements change.
· Requirements Review    Through this review the team will check that the requirements are being met, capture any new requirement provided by the sponsor and discuss the new requirements’ feasibility and impact to the existing process. In order to ensure the quality of the development, any requirement proposed after the final requirement review, will not be accepted.
· Software Design Review    This review will occur several times during the design phase. Through this review the team will confirm that the user interface design closely follows the design specified in the requirements document by giving the sponsor an opportunity to review the design and provide feedback. 

· Code Review   This review will occur twice during the coding period. Through this review, the code generated is reviewed to conform to the programming standards specified by the sponsor and to be compatible with other part of the software.

· Test Plan Review    This review will occur when the test plan is completed.  Through this review the team will ensure that the project software acts in accordance to the criteria specified in the design document. This review is accomplished by checking each requirement in the Requirements Document against the actual performance of the software product.

· Testing Result Review   This review will occur twice during the testing period.  Through this review, the team will ensure bugs are fixed in a reasonable time frame in order to ensure the quality of the software.  This review is accomplished by checking open bug tickets in the project management tool, dotProject.

5.2.2. Testing Strategy

There are four testing phases in this development. In every testing phase, each error is founded will be created and maintained as ticket in the project management tool dotProject (http://www.dotProject.net). Each Ticket keeps track the errors found, the persons who found the errors, the dates the error discovered, the persons responsible to fix the errors, and the priority of the error and status of the error. The team reviews each ticket in the Formal Technical Review.
The four phases of the testing are as follows:
44. Unit Testing during Cycle 3 (Coding)    Before development commences, a unit test case plan will be created and maintained. When each component of the software is completed, the developer should do a preliminary testing on it 
by following unit test plan, reviewing all the component features against the requirements and fix any error. 

45. Integration Testing during Cycle 4 (Integration Development) Before development commences, an integration-testing plan will be created and maintained.  The developer should follow the integration testing plans to test the completed software and fix any bug that is found.

46. Functionality/System Testing during Cycle 4 (Integration Development)    The QA team will run the system test cases to test the functionality of the system.  Any bugs that are found will be sending back to the developer for correction.
47. Acceptance Testing at the end of Cycle 4 (Integration Development)    In the second iteration, the sponsor representative will perform acceptance testing on the software with his acceptance test cases. The QA team will run the 
acceptance test cases prior to the acceptance testing done by the sponsor. Any issues raised in the acceptance testing will be discussed in a Formal Technical Review for further action. 
5.2.3. Reporting Mechanisms

The problems that are identified during the general and formal technical reviews are recorded by the technical writing team. The project manager, Mary Tripp is duly informed of all the issues affecting the team's progress. If needed, the company representative, Mr. Mark Feldman is informed and his suggestions are incorporated into the decision making process.

Software Project Plan Review   The issues identified during the project plan reviews are analyzed and if needed, the faculty members, Dr. Annie I. Antón and Dr. Julie Earp and the company representative, Mr. Mark Feldman are notified. 

Requirements Review   If ambiguity exists about a requirement that is uncovered during requirements review, the company representative, Mr. Mark Feldman is contacted and the requirement is clarified.
Test Plan Review   The company representative, Mr. Mark Feldman is informed about the tests that need to be conducted to ensure that the end product successfully meets the requirements and his suggestions are incorporated into the testing phase in the next iteration.
5.2.3.1. Responsibilities

The persons responsible in each area are as follows: 

Software Project Plan Reviews   Project Manager, Mary and Chief Architects, Matt and Sarat.

Requirements Review   Requirements Engineers, Mary, Matt, and Sarat.
Software Design Review  Project Manager, Mary and Chief Architects Matt and Sarat.

Code Review    Chief Architects, Matt and Sarat and Quality Assurance (QA) Expert, Rachel.

Test Plan Review    Quality Assurance (QA) Expert, Rachel, and Chief Architects Matt and Sarat.

Document Review   Technical Writer, Matt in consultation with other team members if necessary.


Note: If a person is part of a multiple sub-groups, he/she is listed only once.
5.2.3.2. Data Collection and Evaluation

Quality Assurance expert, Rachel, create the logs for errors uncovered during the QA activities in a separate directory in the project workspace. The log contains the information about the defect that is detected, when it was detected and the person who detected the defect and the person responsible for correction. If the defect is rectified, then the date on which the correction is done is also recorded. The issues raised during document review are tracked through dot project (http://ecommerce.mattkendall.net). 

Whenever any correction is made to rectify a defect, the person responsible for the change must ensure that the component passes the test cases so that any new change does not incorporate new defects.
6. Glossary of Terms

Audit Event – A recognizable event within the system that causes an entry in the audit trail.

Audit Index Module – The Audit Index Module maintains a catalog of auditors that maps unique string identifiers to auditor callback functions.  Abbreviated the Index.

Audit Level – One of none, minimum, basic or detailed. Each audit level includes the one below it, so that basic includes minimum and detailed includes both minimum and basic. Audit levels are used to control the amount of detail provided by the system.
Audit Record – The result of an audit event.  It is a capture of all information that is considered relevant for audit events.
Audit Trail – A collection of audit records. The audit trail is maintained by the operating system.
Auditor – An auditor is a callback function that is managed by the index and conforms to a specific contract. It’s return type must be void* and invoking an auditor must result in the creation of an audit trail entry.

Branch – generally, one of many parallel paths of development on a given versioned entity. In the context of this project, branches represent major points of development or milestones.

BSM Format – The Sun Basic Security Module (BSM) format is a widely used format for storing audit trails.

Client – An entity that requests data.
Decision Points – which are instances during program execution where the software makes a decision.

Encoder Module – The Encoder Modules is a root privilege process that is a child of the Receptor.  It is responsible for encoding data collected by the auditors into the BSM format and forwarding the BSM encoded data to the operating system.

External Request – A request made from outside the server, usually by a remote client.
Filter – A small program that alters the request or response.
Handler – A small program that can compose responses to requests.
Input Filter – A filter that modifies the request.
Internal Request – A request made from within the server, usually caused by an external event.
Module – A container for handlers.
Output Filter – A filter that modifies the response.
Project – The Apache Audit Capability project.
Receptor Module – The Receptor Module is a root privilege process that receives audit events from auditors and forwards them to Encoders.  Abbreviated the Receptor.

Request – A connection to the server, usually in an attempt to obtain data.
Resource – An entity, often data, that is distributed by the server.
Response – The data returned as the result of a request.
Server – The Apache HTTPD server.
User – An audit analyzer or system administrator who has interest in the audit trail.
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