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Abstract 1 Introduction

End-to-end encryption schemes that support operations Wireless Sensor Networks have received considerable
over ciphertext are of utmost importance for commercial academia research attention and are now all set for a
private party Wireless Sensor Network implementations towidespread commercial implementation for applications
become meaningful and profitable. For Wireless Sensorvarying from wild life tracking systems to health monitor-
Networks, we demonstrated in our previous work that Pri- ing and environmental surveillance applications. We envi-
vacy Homomorphisms, when used for this purpose, offersion a future wherein different private parties develop pro-
two striking advantages apart from end-to-end concealmentprietary sensor network implementations for the same task
of data and ability to operate on ciphertexts: flexibility by and thatwould propel a competition trend in sensor network
keyless aggregation and conservation and balancing of ag-industry reminiscent of the mobile phone business model.
gregator backbone energy. We offered proof of concept bylt is also very likely that private party wireless sensor net-
applying a certain Privacy Homomorphism for sensor net- works with common interest would form network of net-
work applications that rely on the addition operation. But Works to collaborate in some meaningful way. In this sce-
a large class of aggregator functions like median computa- nario, encryption of sensed data attains primary importance,
tion or finding maximum/minimum rely exclusively on com- without which it would be meaningless to implement com-
parison operations. Unfortunately, as shown by Rivest, et. mercial private party Wireless Sensor Network solutions for
al., any Privacy Homomorphism is insecure even against various tasks.
ciphertext only attacks, if they support comparison opera- Efficient utilization of energy becomes another concern
tions. In this paper we show that a particular order pre- in power-constrained Wireless Sensor Networks. A typical
serving encryption scheme achieves the above mentione@pplication scenario for a WSN is to sense the data of inter-
energy benefits and flexibility when used to support com-est and to transmit them to a central point called sink. The
parison operations over encrypted texts for Wireless Sensorsensed data needs to be analyzed, which eventually serves to
Networks, while also managing to hide the plaintext distri- initiate some action. Analysis in most scenarios presumes
bution and being secure against ciphertext only attacks. Thecomputation of an optimum, e.g., the minimum or maxi-
scheme is shown to have reasonable memory and computamum, the computation of the average, or the detection of
tion overhead when applied for Wireless Sensor Networks.some movement pattern. This analysis can be either done
1 at the sink node if all the sensors directly submit the sensed

values to the sink or by the network itself, in a hierarchi-
cal fashion. The latter is beneficial in order to reduce the

FThe work presented In this paper was supported in part by the Eu- amount of data to be transmitted over wireless connectlpn_s.
ropean Commission within the integrated Project DAIDALOS of the To save the overall energy resources of the m_'—:twork, Itis
EU Framework Programme 6 for Research and Development (1ST-2002-2dreed that the sensed data needs to be consolidated and ag-
506997)(http://www.ist.daidalos.org). gregated on the way to its final destination. The nodes that




perform the aggregation operation are known as aggregaadversary neither gives out the aggregated value nor the key.
tors. We provided a proof of concept in [7, 8], wherein we ap-

In [7, 8], some of the authors introduced the concept of plied the Domingo-Ferrer Privacy Homomorphism [5] for
Concealed Data Aggregation (CDA), wherein we addressedConcealed Data Aggregation to support movement detec-
the security and energy requirements for Wireless Sensottion and average computation applications. However, the
Networks mentioned above. CDA considers a special classciphertext operation was limited to the addition operation
of encryption functions, calle®rivacy Homomorphisms  and average computation.

that allow end-to-end encryption between the sensors and A |arge class of useful sensor network applications such
the sink node and simultaneously provide aggregators with,5 median computation or finding maximum/minimum, rely
the possibility to carry out aggregation functions that are exclusively on comparison operations. Boundary values
applied to ciphertexts. Privacy Homomorphism is an en- maximum and minimum) values are crucial and need to
cryption transformation Fhat allows direct computation on g immediately reported in measurement-critical applica-
encrypted data. For plaintext operandandb and keyk, tions such as fire monitoring systems, temperature sensors,
we havea + b = Dy(Ek(a) + Ei(b)), if E and Dy, are pressure sensors and radiation level sensors. [15] points out

additively homomorphic encryption and decryption trans- yat any Privacy Homomorphism which supports compar-
formations. This provides the advantage that intermediatejggp, operation is insecure even against ciphertext only at-

aggregators do not have to carry out decryption and encrypacks if the domain of sensed values is known. Recently an
tion operations and thus do not need to store the sensitive,qer preserving encryption scheme, called OPES [2], was
data (key or the decrypted data). To our best knowledge,nonosed by Agrawal, et al. for database encryption. This
CDA is the first work focusing on end-to-end encryption gcheme is secure against ciphertext only attacks if the do-
in Wireless Sensor Networks by still providing in-network i js assumed to be secret and its main objective is to
processing. CDA uses Domingo-Ferrer [5] Privacy HOmO- pige the distribution of plaintext values. It is important to
morphism to support applications which rely on addition pige the plaintext distribution since an attacker can launch
and multiplication aggregation operations. Domingo-Ferrer , tight estimation attack with the knowledge of distribution
Privacy Homomorphism is additively and multiplicatively g glean alot of information. In this paper, we apply OPES
homomorphic and secure against chosen ciphertext attacks, CDA, where the aggregation operation is a comparison
In [15], Rivest et. al., show that a Privacy Homomorphism pased function such asazimaum or minimaum. \We show
is insecpre even against ciphgrtext only attack if it SUpports ihat OPES achieves the energy benefits and flexibility we
comparison operations. In this work, we show how CDA gemonstrated in [8] when used to support secure compari-
can be used in applications that rely exclusively on com- 5o gperations over the encrypted values for Wireless Sen-
parison operations, while being immune to ciphertext only gor Networks, apart from hiding the distribution of sensed
attacks. values and being secure against ciphertext only attacks. We
also show that the memory requirements for implementing
2 Motivation and Related Work OPES for Wireless Sensor Networks are reasonable on the
MICA2 Motes [1], our reference platform. Furthermore,

As aforementioned, apart from concealment by encryp- P0th, the comparison operation and OPES are applicable
tion, it should also be possible for sensor nodes to route andn @ cascaded manner by several aggregating nodes. This
operate on ciphertexts to make any collaboration trustwor-Makes the scheme also valid for large Wireless Sensor Net-
thy and mutually beneficial for the involved parties. Hop- works. To the best of our knowledge, ours is the. ﬂrst.work
by-hop encryption schemes [11] that use RC5 provide con-that attempts to support encrypted comparison in Wireless
cealment but do not support ciphertext operations since the>€NSor Networks in an energy and memory efficient way.
aggregators will have to decrypt the data before operatingwe noteT he_re that other security goal_s §uch as integrity and
on them. Motivated by this, we demonstrated in [8] that auth_entlcanon, although_ they are definitely mandatory, are
Privacy Homomorphisms, when used for data aggregation,OUts'de the scope of this paper. We exemplarily refer to
offer two striking advantages in the form of flexibility by [13,17, 16].
keyless aggregation and conservation and balancing of ag- The rest of the paper is organized as follows. In Section
gregator backbone energy. Load balancing can be achieve®, we present the network and the threat model and clearly
by evenly distributing the energy consuming task of aggre- state the problem. In Section 4, we show how OPES can be
gation among all the keyless aggregators, since the operaapplied for Wireless Sensor Networks for supporting secure
tions can be performed directly on the ciphertexts. The ag-ciphertext comparisons. We note that the numerical and sta-
gregators need not decrypt and re-encrypt each sensed datsstical methods used in this paper stem directly from the
on its way to the sink which saves a lot of aggregator back- OPES scheme. The objective of this paper is to highlight the
bone energy. Also, a keyless aggregator compromised by arenergy gains at the aggregator when OPES is used for se-



cure ciphertext comparisons, comparing it with the hop-by- that target distribution specified by the network designer,
hop encryption alternative. The resulting message, memory7Z, to be a secret (details in the next section). The prob-
and the computation overhead incurred is shown to be realem now is to compute the comparison functions securely
sonable for MICA2 Motes and we comment on this in the and efficiently at the aggregators over the encrypted texts in

next two sections. We conclude in Section 7.

3 Network Model and Problem Definition

The Wireless Sensor Network considered in this work is
static and is represented by a graph= (N, £) with |V

nodes and/Z| links. Each node represents a wireless sensor

such a way that the attacker can neither predict the sensed
plaintext values nor the distribution of plaintext values with
access to any number of ciphertexts. To achieve a reason-
able security level under the restriction of nodes without any
tamper-resistant unit, we propose to combine this approach
with the novel key pre-distribution schernt@pology aware
group keying8].

node and each link represents a bidirectional communica- _
tion channel over a shared medium. There is one single4 Adapting OPES Scheme for Encrypted

stated nodek? € N, namely the sink node with virtually
unlimited power and storage capacity ideally placed in the
centre of the plane covered Igy Per epocht during the
lifetime of the Wireless Sensor Network a set of aggregator
nodesA; C N, a set of forwarding nodes; C N, a set of
sensing nodes; c N and a set of idle nodeg c N with
ANF NS, NI, =0andA,UF,US, UL, = N is elected.
Let x;, andz,,: be the number of ingoing and outgoing
messages at a nodefor reverse multicast traffic to tha.

If (Zin, Tour) = (0,1) thenz € S, if (Tin, zour) = (1,1)
thenz € F, and finally if (z;,, zout) = (n,1), n > 1
thenxz € A;. For R it holds (zin, Zout) = (n,0). All

x € S, the sensing nodes, perform= OPES(p), where

c is the encryption of sensed plaintext valyeon using the
OPES scheme. We assume that[p,,in, Pmaz ), Where
pmznZszn and Pmax S-Pmax- [szna Pmaaz) defines the
domain for the sensed values. All sensor nodes are as

Comparisons in Wireless Sensor Network

Most of the order preserving encryption schemes like
[3], [12] and [9] allow the attacker to guess the nature of
the plaintext distribution by graphing the distribution pat-
tern for the observed ciphertexts. This is possible since the
ciphertext distribution depends on the plaintext distribution
for these encryption schemes. The basic idea of OPES is
to take as input a user-providearget distribution which
we call 7 henceforth, and transform the plaintext values
in such a way that the transformation preserves the order
while the transformed values follow the target distribution.
OPES decreases the comparison query process times for en-
crypted databases since no decryption and re-encryption is
necessary. By shifting most of the computationally inten-
sive OPES operations to the sink naiiéwhere power and

tomputation power is virtually unlimited), during prede-

sumed to follow the same distribution over the sensed val- hjoyment stage, we show that once the sensor networks are
ues. Before the deployment of the sensors, the networkgepioyed, the memory and computation overhead is reason-

designer will have access to a sample|Bf sensed val-
ues,p; < p2... < pip|, Which will be used to approx-

imate the distribution during sensor predeployment stage.

We call this as thanput distribution P. All z € A,

able for MICA2 Motes. In this section we show how we
adapt OPES to the sensor network scenario.
As given in [2], OPES has the following stages:

the aggregating nodes, compute the aggregation function 1. Model: The input distributior® and the target distri-

Copt = Opt(c1, ca, ..., ¢y) ON the received encrypted data

i = 1,2,...,n with opt : {0,1}"x...x{0,1}*—={0,1}*.
opt could be eithemin or max operation. Allz € F,
the forwarding nodes just forward the incoming data. All
x € I, are not available in epoch At epocht + 1, A;41
varies from.A; where|D| with D = A; N A;; is a met-
ric for the value of the aggregator nodes’ election process.
Consequently alsdF;1, Sty1 andZ;; may differ from
their counterparts in epoch Protocols like LEACH [10]
may be used for determining,, F;, S; andZ;, for a given
epocht.

butions7 are modeled as piecewise linear splines.

. Flatten: The input plaintext distributiorP is trans-
formed into a “flat” distributionF such that the values
in F are uniformly distributed.

3. Transform:The flat distributionZ is transformed into
cipher distributionC such that the values ifi are ac-
cording to the network designer specified target distri-

bution7.

In the Modeling phase, the sorted points < ps... <

For the threat model, we assume that an attacker has acp, p| (the sensor sample values available to the network de-
cess to any number of ciphertext values but he does not haveigner) are split into a number of buckets, with each bucket
access to any ciphertext-plaintext pairs. The sensors reportepresented by the bucket boundafigspy,), wherep; is

the sensed values with granularityWe assume that,,;..,
Pmaz @ndg are not known to the attacker. We also assume

the least value ang), the greatest value. For a given bucket
[p1, pr), with h — I — 1 sorted points{p;+1, P42, -y Ph—1},



the distribution within the bucket is approximated by a lin-  [pmin, Pmaz) t0 represent the domain of sensed values in
ear spline. A pointy;<p,<p;, is identified which devi-  plaintext (which the adversary does not know) and we let
ates the maximum from this linear spline amongzals, [fmin, fmaz) t0 be the domain of flattened sensed values.
[ 4+ 1<i<h — 1 and the bucket is recursively split here. The Note thatf,,.. = fm,;n+2?;1 w;?, wherew;F = M;(w;).
splitting is stopped when the number of points in the bucket w; is the length of plaintext bucké®; andw;/ is the length
is below some threshold. Subsequently some buckets aref corresponding flat bucket. When a sensor senses a plain-
merged into bigger buckets. The idea of merging is to min- text valuep, the sensor node performs a binary search over
imize the number of buckets and yet have the values withinthem + 1 bucket boundaries stored &< to determine the
the buckets after mapping be uniformly distributed. OPES bucket forp. After this p is mapped into the flat valug¢
uses Minimum Description Length (MDL) principle [14] to  using the equation
achieve this balance. The whole process happens at the sink _ .
during predeployment. The bucket boundaries are uploaded [ = fmin + Z;;ll wi’ + M;(p — pmin — Z;;ll w;)
onto each sensor. Fat buckets, it is obvious that the sen-
sors will have to storen + 1 bucket boundaries.

In the Flattening phase, a plaintext buckét is mapped
into a bucketB/ in the flattened space in such a way that 0 i1 S S S N
the density in the flattened bucket and over all buckets will P = Pmin Zj:l wj + M7 F = Fonin Zj:l )

The inverse mapping of flat value to plaintext is accom-
plished by

be uniform. OPES notices that if a distribution oy@rpy,) M=Y(f) = (—22+/(22 + 4z51)) /225
has the density functiogp + r, wherep € [0, py,), then for
any constant > 0, the mapping function/ (p) will yield This is energy consuming since it has a division and a
a uniform distribution M (p) is calculated as square-root operation. Fortunately, all decryption opera-
tions (conversion of flat values to plaintext values) are done
M(p) = 2(qp®/2r + p) only by the sink node?, where power is not a concern.

In the transform phase, we want to map the uniform

s = q/2r is called the quadratic coefficient and one g.yeneq values according to the network designer speci-
quadratic coefficient for each bucket is uploaded to all sen-4 target distributiorT. In other words, we need to flat-

Sors duripg the predeployment phase. When the sensors a'an the target distribution and align it with the flattened
In operation e}fterpredepl'oyr'nent, they need not perform theplaintext distribution. During the predistribution phase,
Eostrlly opekratlc()jn OfJI/ 2r dd'c\j"s'on ahs they are pr(;acorgpfuted q the sink models the target distribution and flattens it by a

y the sink and preloaded onto the sensor nodes before dezqihqq similar to that used to flatten the input distribu-

ployment. z is the scale factor, one for each bucket, which i, * The modeling of target distribution yields a set of
ensures that the inter-bucket density is uniform as well. The buckets,{ B, ", Bs', ..., B!} and for each bucket, we have

scale factor which achieves this for each bucket is calculateda quadratic factos' and a scale factor’ related by
as
2= Kn/(sw? 4+ w) 2 = Kina/ (s2(wi®) + wr)
K' is similar to K in the previous case. Let/ be the

w is the width of the bucket andis the number of points |y cket in the flat space corresponding to the buetvith
in the bucket. K is the maximum of minimum of the pre- lengthw/ (as defined earliery” is the length ofB7). Now
dicted flattened bucket widths. The scale factor computa-tg glign the flattened plaintext distribution and the flattened
tion also ensuremicremental updatabilify To recall, the  target distribution, a scaling factdris computed and both

scale factor computation is done by the sink ndd@nd  he target bucketB* and the flattened target buckdté are
are preloaded onto the sensor nodes, one for each buckegcaled by a factor of. L is given by

before deployment.

The sensors store this information (bucket boundaries, L=(X", wif)/(zi?:l w{)
qguadratic coefficients and scale factors) in a data struc-
ture K7, which will be termed as the encryption key that Hence the length of the cipher bucket corresponding
is used to flatten the sensed values once the sensor neto the target buckeB? is given byw;¢ = Lw;’ and the
works are deployed in the field. We now need to explain length of the scaled flattened target buck&t is given by
how plaintext sensed values are mapped into flattened val<o/ = L7. Finally the mapping functiod/¢ for mapping
ues when the sensors sense in real time. We have usesalues from the buckeB¢ to flat bucketB/ is defined by

2If a scheme does not suppdricremental updatabilitythen when quadratlc coefﬁment_c - St/L and scale factoe. = z. .
sensing a new valup, with p; < p < pis1, all p;, j > i needs to The bucket boundaries, and for each bucket the quadratic
be re-encrypted. Once the sensors are deployed, this is impossible. coefficientz, and the scale factor. are stored in the data




structuree. If [¢in, Cmax) IS the domain of ciphertexts,
then a flat valuef from the bucketl?f can now be mapped
into cipher value: using the equation

C = Cmin + Z 1 w] + (Mi)671(f - fmin - Z;;ll u_)zf)
MeYf) = (—22/(22 + 4zsf)) /225

The division and the square root operations are the only
energy guzzling operations and we show that if we assume a
reasonable network density, our model performs better than
hop-by-hop encryption. To map the ciphertext to the flat
values, we use the equation

i—1 _f i—1
f=Fmin+ X 1w + M;(c = emin — 25— w5°),

This computation is done by the sink node.

The OPES scheme is summarized in Figure 1n (a),
the input distribution is modeled as piecewise linear splines
and the buckets used to transform the plaintext distribution
into the flattened distribution are computed. In (b), from the
target distribution, buckets are computed for the flattened
distribution B/. In (c), the buckets of the flattened target
distribution are scaled to equal the range of the flattened
distribution computed in (a) and the target distribution is
scaled proportionately.

The OPES scheme, when adapted for comparing en-
crypted comparisons in Wireless Sensor Networks is rea-
sonable energywise, as computationally intensive opera-
tions are shifted to the sink node and are performed either
during predeployment stage or in an offline manner. The
sensor nodes perform minimal computation in real time.
The computations performed by the sink node during pre-
deployment or offline and the sensor nodes in real time are
summarised in Figure 2 . Energy details and further simpli-
fications are discussed in Section 6

5 Memory and Message Overhead

If we havem buckets,{B;, Bs, ..., B,,}, each sensor
node has to store: + 1 bucket boundariesy quadratic
coefficients andn scale factors. Thus the memory over-
head would b&g3m + 1)x32, assuming2 bits for each of
these values. In [2], which presents OPES, the authors show
that even for datasets with 10 million values, the number of
buckets required (for botki¥ and¢) is not more thar00.
Furthermore for uniform distribution, the number of buckets
required is shown to be undé&b. So even with 200 buckets,
the size of the key data structut& + K¢ is not more than
(3%x200 + 1)x32 = 19232 bits or around!.7 KB. We note
that this is comparable to the memory size required for key

3This figure has been obtained from the description of the OPES
scheme [2].
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RC5 Encrypt | 236 M(p) = z(qp?/2r +p) = zsp* + zp
RC5 Decrypt | 236
Additi 4 . .
Complall(r)i20n 4 By storing precomputeds and z instead ofz ands =
Multiplication | 40 q/2r, and by computing the mapping function &&p) =
Division 700 (2s)p* + (2)p the computation cost for mapping could be
Square Root | 1500 reduced to3M + A. Values (fmin + Z;;ll w;7) and
(=Pmin — Z;;ll w;) can also be precomputed and hence
Table 1. MICA2 Clock Cycle Measurements the computation cost of evaluatingwould be2M + 2A4,

given the mapping parameter. A flat valfids then con-

. . o verted to cipher value usin
ring storage in random key predistribution schemes such as P g

[4] and [6]. _ '
Flattening stage ensures that the gap between all the vale = ci, + 30} w;¢ + (M) (f = fonin — S5y @)

ues are uniform. Hence i, and g,,;, are the maxi-

mum and minimum gaps in the plaintext distribution and if

—1
most of the gaps are closedg,.., then each of the smaller M (f) = (—2E£/(2* + 4zsf))/2zs
gaps need to be expanded to larger ones, resulting in a in-
crease Oz / gmin IN Size 0rl0g(gmaz / gmin) €Xtra bits. The computation cost for evaluating given the map-

Similarly, if ¢4 andt,,;, are respectively maximum and ping parameter, is same as that ferwhich is 2 +
minimum gaps for target distribution, we expect at most 9 4. \We rewrite the mapping function a&/¢~'(f) =
10g(tmaz/tmin) iINCrease in size. Hence the ciphertext will —1/(2s)4+/1/(4s%) + (1/(s2)).f. By precomputing
have at mostog(gmax/gmin) + 10g(tmaz /tmin) EXtrabits. — _1/(24) 1/(4s?) and 1/(sz), the mapping operation
Even if we allow the maximum gap to 88° times more  \ould costl M + 24 + 1S. Finally to determine the bucket
than the minimum gap for each distribution, the resulting in- jn which a plaintexp falls and a flat valug falls, by binary
crease in ciphertext size will not be more than 4 bytes. Note, search, OPES needs to do at miegi(m + 1) comparison
that for a TinyOS packet with maximum size 36 bytes (7 gperations# + 1 bucket boundaries can be sorted before
bytes signaling data), this is a moderate increase that mosktoring). Hence the total cost of OPES encryption (adding
probably ensures data to be transmitted in one single packetg)| previous values) i8M +7A+1S+1log(m+1)C or about
1800 clock cycles. Now assume that an aggregator aggre-
6 Energy Considerations gatesn sensed values (that is the aggregator finds the maxi-
mum amongn values). In the RC5 scheme, all of theval-

In this section, we present concrete measurements front€S have to be decrypted before comparison and the result
our implementation on Crosshow’s MICA2 Mote and show €ncrypted again. Hence it would consumié(n + 1) clock
how applying OPES for secure ciphertext comparison helpscycles. Ciphertext comparisons in OPES happens over 8
distributing energy consumption over all nodes in a more byte values at the most, as the increase in ciphertext size
balanced way and reduce the energy load in the backbonelS at most 4 bytes more than the plaintext size. Hence the
Our simulations showed RC5 encryption and decryption total energy consumed by OPES for aggregatiosrisas
each to consume 236 clock cycles, addition (A) operation 7 Comparisons are required to find the maximum among
to consume 4 clock cycles, multiplication (Mpperation ~ Vvalues. For all positive values af 8n < 236(n + 1) + 4n
to consume 40 clock cycles, division (D) 700 clock cycles, holds which means energy gains at the aggregator is ob-
comparison operation 4 clock cycles and finally square-rootSérved even for very low density networks. If an aggrega-
(S) 1500 clock cycles (all for 4 byte operands). The clock tor aggregates 20 values (the normal density of sensor net-
cycle measurements we performed over MICA2 Motes is WOrks is about 20-40 nodes in the radio range of a given

given in Table 1. For these measurements, the operand§0de), the energy savings at the aggregator is close to 5000
were 4 bytes in size. clock cycles in the OPES scheme. The fact that any ag-

gregator could be used for aggregation (aggregators need
not have the key to aggregate) and that the aggregators con-
) ) ) ~ sume drastically lesser energy for aggregation when com-
i \ i like LEACH [10] to evenly distribute the energy consump-
_ ) 1—1 f ) _ o 1—1 )
F = Fmin + 25=1 w57+ Mi(p = pmin — 225 wj) tion over all the nodes by properly choosing the nodes to
4If a particular computation consuméadditions ang multiplications, either sense, aggregate, forwarq or sleep at different time
we denote its computation cost byd + j. M epochs. The network backbone life can be extended.
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