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Abstract— On a wired network, physical authentication administrators and, at the same time, offer mobility and
is implicitly provided by access: if a user is able to plug a flexibility for the users. This kind of portability at a
cable into a network socket, he must have cleared other se-regsonable price, without a noticeable drop in bandwidth,

curity checks such as the receptionist and/or locked doors. p5s peen mainly responsible for WLAN’s widespread
In the case of a wireless local area network (WLAN), the usage in the home environment.

signal propagation is not limited by a fixed boundary, and
unauthorized access from outside the security perimeter
is possible, and in many instances facile. In this paper, we ;
present a probabilistic technique for localization of uses

in a WLAN. The presented technique is able to identify ntemnal Host
intruders based on their location, and thus successfully | P
defend a “parking lot” attack. The approach relies on a
probabilistic mapping from received signal strength (RSS) |
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to location. Calibration inside and around the security
perimeter must precede the localization phase. During the !
localization phase, the RSSI of all the WLAN users is |
measured by multiple monitoring stations positioned to g Ll
provide an overlapping coverage of the area (the access, ~ —  ==.
points needed to provide the WLAN coverage can double 3

as monitoring stations). A Bayesian technique is used to

estimate the location of the unsuspecting mobile user, <
and the position estimate of each user is updated with
every new RSSI measurement at any of the monitoring
stations. The presented approach is server-based, i.e., it Fig. 1.
works without the knowledge or cooperation of the user

being tracked, thereby enabling the proposed security . .
application, as well as location-aware services. Validatin The lack of physical boundaries of WLANSs creates

of the concepts was implemented using an experimental Significant security issues for system administrators.
testbed in an office environment. The results demonstrate Since the signal range cannot be easily controlled, it is
the ability of the proposed technique to estimate the user likely that the signal will extend beyond the boundaries
location to a very high degree of accuracy. created by wired LANs. This leaves the system open to
what is commonly known as the parking lot attack (Fig.
1). In a parking lot attack, an attacker can eavesdrop
Wireless Local Area Networks (WLANS), (especialljon WLAN communication by setting up a laptop with
those compatible with IEEE 802.11) fast becoming thee WLAN adapter in the communication range of the
networks of choice for enterprises, small offices and/LAN.
households all over the world. With a variety of available One important feature that is missing from all of the
inexpensive hardware, WLANs are facing tremendoexisting proposals for security is the ability to distingfui
growth, which is expected to continue in the future. Theetween the users located within a physical security
lack of cables makes WLANS easy to install for systemerimeter and those outside such a perimeter. Such a
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The parking lot attack.

I. INTRODUCTION
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feature can be used to lmplementlng access reStr.ICtlor&LASSIFICATION OF RF-BASED LOCALIZATION TECHNIQUES

based on the physical location of the user. If users
outside the security perimeter are not allowed to connect
to the organization's WLAN, it would become much
more difficult for an attacker to access the network from
outside the security perimeter.

In this paper, we propose an algorithm to localize
and track a user based on the signal strengths of the [l. RELATED WORK
packets that he transmits, and thus be able to block
the network access of an attacker based on his physicathe |ocalization field is a rather mature field, with
location. The proposed approach aims to restore tgnificant research activity in many application areas
properties of the physical security perimeter that was logfe problem is known in literature under many names,
with the introduction of wireless networks: only userfcluding localization, locationing, geolocation, pait-

inside the physical security perimeter would be aIIowqgg, etc. An excellent survey of the area was published
access, while all other users would be denied access. Fhgouple of years ago [1].

solution presented does not require custom equment;l.he Global Positioning System (GPS) is perhaps the

in some cases, only a firmware upgrade of the aCCeiBst well-known positioning system currently in use.

points is needed. Alternatively, special monitoring sta- . L
tions might be deployed. The system works without the The US Federal Communications Commission’s E911

cooperation (possibly even without the knowledge) of t Slec_ommunlcatlon initiatives require that wireless phion
WLAN users. Since the monitoring stations are passi roviders develop a way to locate any phone that makes

it is impossible to detect their presence from the usefs 911 emergency C?”: Significant research was thgs
point of view. geared towards localizing the cellular phone users in

_ _ o . outdoor environments. Many applications call for indoor

The emphasis of our work is not on achieving fing,|tions to the problem of localization. Nowadays,

grained localization (with precision of a few centimep,5ny companies offer a variety of solutions based on

ters), since itis not essential for authentication. The $oCyjg ) tracking, ultrasound, or even radios with dedicated
of our work is on achieving coarse localization that cag, . qware [2]-[9]. The popularity of WLANS, (especially

answer with high reliability the question, “Is the usegs the |EEE 802.11 standard), sparked a significant

inside or outside the security perimeter?” To answer thigerest in indoor localization systems based on the

question we propose a “reverse localization” algorithiyeaqy available 802.11 access points (used for radio
that combines Bayesian localization techniques Wiﬁbverage of a larger WLAN) [11]-[14].

emergency cellular localization ideas (the base stationsAccordin to [1], the localization systems can be
collaborate to localize the user, rather than the usg 9 ’ y

. N o lassified inhost-based and server-based systems. In a

actively localizing itself, like in GPS). . .
host-based system, the users gather information from the

The main drawback of the proposed approach is thatrastructure with the goal of localizing themselves; a
it can be used to locate and track onlyautive attacker. |assical example is the GPS system. In a server-based
If the attacker is passive i.e., just eavesdropping, dfstem, the infrastructure gathers information from the
is impossible to detect him (with this or any othefsers and determines the location of the users; such sys-
technique). While passive attackers can be extremeins are presented, for example, in [11]-[14]. Similarly,
dangerous by gathering sensitive information, arguabile RSSI-based localization systems can be classified
the active attackers can cause the maximum amountj®of 5 tdoor and indoor systems. The main difference
damage. Furthermore, the WLAN coverage has to Bgiween the two types of systems is that outdoors, many
inside a physical security perimeter. times, the assumption of a circular propagation pattern

The paper is organized as follows: Section Il discusshkslds. In this paper we are presentingsaiver-based,
the related work in the area of localization. Section lihdoor localization system (see Table 1), and evaluate
presents our proposed localization algorithm. Thereaftés suitability for a physical authentication system. The
we present the results of our tracking and localizatidocalization system can have many other applications,
experiments in Section IV. Section V concludes the.g., tracking of inventory items, personnel, location
paper. aware services, etc.

Indoor Outdoor
Host-based RADAR, etc GPS
Server-based Proposed technique | E911 services




I1l. PROPOSEDAPPROACH given area. The state is updated as a function of the
previous state and new data measurements. We have
used a recursive filtering approach, in which each
new measurement is processed individually, and the
received data is processed sequentially rather than
as a batch. Due to size limitations, the details of the
localization algorithms are presented in [15].

In the proposed approach we use a network of mon-
itoring stations spread over the coverage area of the
WLAN. Each monitoring station listens on the wireless
medium, and captures all packets that are correctly re-
ceived (they operate in “promiscuous” mode, i.e., it does
not filter the received packets by its own MAC address).

Upon the receipt of a packet, the monitoring station IV. EXPERIMENTAL SETUP AND RESULTS
also measures the RSSI associated with that packet, anﬁ\itially we planned to use a network simulator to

Eéhseln sends the MAC addresslof the setr:der andb.tg\?aluate the performance of such a system. However,
. measgrement o a cgntr_a server t gt COMPINGS current network simulators have inadequate physical
the information from all monitoring stations into a bes1 yer models for indoor environments. Hence, in order

estimate of the position of all users (both authorize( evaluate the performance of the system, we decided
users and attackers). A system administrator can ﬂ}jﬂs’lmplement a system prototype ’

create policies denying WLAN access to users outside
certain areas (see Fig. 2). A. Experimental Setup

The experimental setup consists of five monitoring

Intruder Monitoring Stations stations (MS), a mobile node (MN), and a server. The
) MN is connected at the campus WLAN, and any packet
being transmitted by the mobile node is received by

the MSs. Each MS has a wireless as well as a wired

Firewall interface. It captures all packets on the wireless interfac
and transmits the RSSI, Source MAC and MSID tuple

to the server, using the wired network. The server

fRernel which is connected to the monitoring stations via the
wired network, receives and processes the information
6‘0 Aggregation Station to estimate the location of the MNSs.

The goal of our experiment is to locate an intruder

and identify whether he is inside or outside a given

. security perimeter with a very high degree of reliability.

For our implementation, we set the security perimeter

Fig. 2. Intrusion detection based on user localization. as the boundary of Room No. 361. A user inside the
room is considered an intruder. In orderdampare the

The proposed localization and tracking technique castimated position of the user with his real coordinates,

be divided into two phases: the real position of the user has to be known. A utility

« The calibration (sometimes referred to as theenabling the user to specify his real position by clicking
“finger-printing”) phase; the purpose of the calibraoh the map, was developed. This position was considered
tion phase is to collect labeled data (packets label@d the “real position” of the user and compared with
with the location of the sender) from different pointéhe estimated position, which is calculated using the
spread over the testbed, and then filter this data ifiteasured RSSI of each of the packets transmitted by
a usable form for the localization phase. the user.

« Thelocalization phase; the goal of the localization The following metrics are used to judge the efficacy
phase is to estimate the location of the source(s) @f our implementation.
unlabeled data (i.e., any 802.11 packet). Somewhate Error of location estimate defined as the Euclidean
similar to the approach presented in [12], we follow  distance between the real position of the user and
a Bayesian approach for dynamic state estimation. the estimated position given by our implementation.
The state of the system, at any given time, is repre- The performance of the algorithm with respect to
sented by a probability distribution function defined  the error in estimation can be visualized by plotting
as the probability of a sender being present in a the percentile of the error estimate against the



error in distance. Another measure that reflects the close to an exit, he could be mistakenly identified
performance is the average error in estimating the as being outside the perimeter. This relatively high
user’s location. number of False Positives is mainly due to the
« Misinterpretation of position: A misinterpretation inaccuracies in measuring the real position of the
occurs when the actual position of the user is differ-  user during the measurements.
ent from the estimated position, with respect to the 1) The Effect of Varying the Transmission Power: If
security perimeter. Misinterpretation of position cathe system is calibrated at a certain transmission power
be of two types: false positives and false negativegvel, and the intruder accesses the network while using
— A False Positive is the case when the estimateé@ different transmission power level, the system may not
position of the user is outside the securitpe able to localize it exactly. We decided to estimate
perimeter (positive), although the real positiothe localization error as a function of the transmission
of the user is inside. power of the WLAN users. Thus, we performed the
— A False Negative is the case when the esti-calibration at a power level of 20mW, and then varied
mated position of the user is inside the sectihe transmission power levels of the mobile node from
rity perimeter (negative), although the user i$mW to 100mW and observed the localization error.

actually outside the security perimeter.

B. Results

©
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Fig. 4. The effect of varying transmission power on the cumulative
probability of the localization error.

Error (m)
Fig. 3. Cumulative probability of error vs. error in estimation In Fig. 4 the average error in e§t|mat|qn 'S j[he smallest
e ' " for 20mW (the power used during calibration). For a
_ . - transmission power level of 1mW, the average error in
~ Fig. 3 shows the cumulative probability of the localposition estimate is large - about 11.88m (practically at
ization error, i.e., on thg axis there is the probability hat power not more than one of the monitoring stations
that the localization error is smaller than the value on thg.,, the attacker at any one time); the error decreases
x axis. There is a 30% chance that the estimated locatigf3 96m for 5mW and 1.8m for 20mW, and increases
is less than 0.95m from the real position, at least 50% ghck to 4.2m at 100mW.
the errors are less than 1.5m, and 90% less than 3.3Mrpe probability of a False Positive for 20mW is about
The average estimation error 1s73m. Other metrics t0 1005, which means that 10% of the estimated positions
observe are: outside the security perimeter are actually inside the
» False Negatives = 0. This means a 0% error perimeter. This number increases to 60% at a power level
reliably estimating if the user is outside the securityf 50mW.
perimeter. Thus, we are reliably able to determine The probability of a False Negative for 5mW is around
if the user is outside the security perimeter. 5%, which is still low, but not 100% accurate. At power
» False Positives = 10.4%. This translates to an alevels of 20mW, 30mW and 50mW, the probability of a
proximately 10% chance that the user, who has beEalse Negative is 0%, thus indicating that the intruder is
estimated to be outside the security perimeter, adways detected.
actually inside the perimeter. When the user is closeThus, the change in the power level at the transmitter
to the edge of the security perimeter, or standiftas a relatively small influence on the accuracy of the



proposed approach as long as the transmission powe(uxfer outside a fixed security perimeter). The learning
the attacker is somewhat similar to the one used duripgocess in our approach, i.e., the calibration phase, took
calibration. about 30 minutes for our testbed. Thus, this technique
2) Fault Tolerance: To evaluate the effect of theoffers a very low lead time for deployment of a new
failure of the monitoring stations, we switch off twosetup. We did not use any specialized hardware for the
monitoring stations, one at a time. We consider twinplementation, although we did use extra monitoring
different cases (a)\/ S5 failed and (b)M S; and M S, stations to detect the RSSI of the user's packets. The
failed. ideal implementation would be a small hardware upgrade
on the access points which would enable them to double
RN up as monitoring stations.
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