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Letterby Gödelto JohnvonNeumann1956

Princeton20./III. 1956
Goedl

LieberHerr v. Neumann!



Letterby Gödelto JohnvonNeumann1956

... Suchstrongspeedups
[N to (logN)2] can occur for other �nite problems,e.g. when
computingthequadraticresiduosityby repeatedapplicationof the
reciprocitylaw.



Letterby Gödelto JohnvonNeumann1956

... It wouldbeinterestingto know, how it is
with that,e.g.aboutthedecisionif anumberis aprimenumber, a.
how muchin generalfor �nite combinatorialproblemsthenumber
of stepscanbereducedversustrying all possibilities.



LasVegasSquarerootsModuloLarge p

Problem:givenaprimenumberp > 2 andb 2 Z p

factorx2 � b � (x+ a)(x� a) (mod p)

Algorithm: pick randomu;v 2 Z p andcompute

GCD
�

x2 � b; 1+ (ux+ v)
p� 1

2 mod(x2 � b)
�

If

(ux+ v)
p� 1

2 mod(x+ a) � (� ua+ v)
p� 1

2 = � 1

(ux+ v)
p� 1

2 mod(x� a) � (ua+ v)
p� 1

2 6= � 1

thefactorx+ a is found.



MonteCarloPrimalityTesting

Problem:givenanoddintegerm6= kj; testif m is prime.

Algorithm: pick randomc 2 Zm andfactorx2 � (c2 modm):

If GCD(: : :) = 1 for mostc;u;v
weareeitherveryunlucky, or mis composite.

If a � � c modmfor all c;
weareeitherveryunlucky, or m is prime.



MonteCarloPrimalityTesting

Problem:givenanoddintegerm6= kj; testif m is prime.

Algorithm: pick randomc 2 Zm andfactorx2 � (c2 modm):

If GCD(: : :) = 1 for mostc;u;v
weareeitherveryunlucky, or mis composite.

If a � � c modmfor all c;
weareeitherveryunlucky, or m is prime.

Reason: if m is composite,
therearetwo a1;a2 6= � c with a2

1 � a2
2 � c2 (mod m)

Example: 37� 102 � 172 � 462 � 532 (mod 63)



Bestalgorithmsfor Fq[x] : O(ny) arithmeticoperationsin Fq
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von zur Gathen/Shoup 1992

Berlekamp 1970

Cantor/Zassenhaus 1981

y

log(q) = O(n  )x

time = O(n  )y

y = 2

y = x + 2

y = x + 1

y = 1.815 + 0.407 x
Kaltofen/Shoup 1995

y = 2.3755

1.3755

Kaltofen/Shoup 1997   (q = 2  )k

y = 1 + 0.67 x

n = degree,  q = number of field elements

For x = 0, best y = 1.806  [using Huang & Pan 1997]



Factorizationin Z[x]

Berlekamp/Zassenhaus1969algorithmexponentialin worstcase

LLL 1982overcomeby latticebasisreduction

Sasakietal. 1993/vanHoeij 2000�nd small low dimen.lattices



Factorizationin Z[x]

Sasakietal. 1993/vanHoeij 2000�nd small low dimen.lattices

Idea: Let f � g � h� � �w (mod pk); a j; b j; : : : ; wj be the rootsof
g;h; : : : ;w; computeshortcolumnspacevectorof

2

6
6
6
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C 0 : : : 0 0 0 : : :
0 C : : : 0 ... ...
... ... ...
0 0 : : : C 0 0 : : :

å j a j å j b j : : : å j wj pk 0 : : :
å j a2

j å j b2
j : : : å j w2

j 0 pk

... ... ... ... ...
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 � forces0 or 1 component

 � secondhighestcoef�cients
 � via Newton identities

" "
adjustmentmodulopk



Factorizationin Z[x]

Frommy 1982survey

“As wewill seebelow, in theworstcasestep(F5)is thedominant
stepin ouralgorithm.Thereforeoneis advisedto test�rst whether
thesecondhighestcoef�cient isabsolutelysmaller than deg( f )k f k2;
the correspondingfactor coef�cient bound,or whetherthe con-
stantcoef�cient of g(x) dividesthatof f (x):”



Factorizationin Z[x]

Frommy 1982survey

“As wewill seebelow, in theworstcasestep(F5)is thedominant
stepin ouralgorithm.Thereforeoneis advisedto test�rst whether
thesecondhighestcoef�cient isabsolutelysmaller than deg( f )k f k2;
the correspondingfactor coef�cient bound,or whetherthe con-
stantcoef�cient of g(x) dividesthatof f (x):”

Factorizationin Zp[y][x]

MasayukiNoroandKazuhiroYokoyama[ISSAC 2002]use
Gröbnerwalk to obtainfantasticpracticalperformance.



Gao's2000algorithmin C[x;y]

Let f 2 C[x;y] squarefree

Ruppert's [1986]differentialequation

¶
¶y

�
g
f

�
=

¶
¶x

�
h
f

�
;
�

degx(g) < degx( f );degx(h) � degx( f );
degy(g) � degy( f );degy(h) < degy( f ):

For thefactorizationf = f1� � � fr overC wehave

g = l 1
f
f1

¶f1
¶x

+ � � � + l r
f
fr

¶ fr
¶x

; l i 2 C;

f = Õ
l 2C

GCD
�

f ;g� l
¶ f
¶x

�
:

� ! JohnMay's talk



Hardproblemsfor sparsepolynomialså i cizei 2 Z[z]

Plaisted1977:Let N = Õn
i= 1 pi; wherepi distinctprimes.

Formula Polynomial Rootset

xj z
N
pj � 1 f (e

2pi
N )a j a � 0 (mod pj)g

: xk
zN � 1

z
N
pk � 1

=
pk� 1

å
i= 0

z
iN
pk f (e

2pi
N )b j b 6� 0 (mod pk)g

L1 _ L2 LCM(Poly(L1);Poly(L2)) Roots(L1) [ Roots(L2)

xj _ : xk
(z

N
pj pk � 1)(zN � 1)

z
N
pk � 1

(is sparsepolynomial)



Hardproblemsfor sparsepolynomialså i cizei 2 Z[z]

Plaisted1977:Let N = Õn
i= 1 pi; wherepi distinctprimes.

Formula Polynomial Rootset

xj z
N
pj � 1 f (e

2pi
N )a j a � 0 (mod pj)g

: xk
zN � 1

z
N
pk � 1

=
pk� 1

å
i= 0

z
iN
pk f (e

2pi
N )b j b 6� 0 (mod pk)g

L1 _ L2 LCM(Poly(L1);Poly(L2)) Roots(L1) [ Roots(L2)

xj _ : xk
(z

N
pj pk � 1)(zN � 1)

z
N
pk � 1

(is sparsepolynomial)

C1 ^ C2 GCD(Poly(C1);Poly(C2)) Roots(C1) \ Roots(C2)

TheoremC1 ^ � � � ^ Cl is satis�able
( ) GCD(Poly(C1); : : : ;Poly(Cl)) 6= 1:



Otherhardproblems[Plaisted1977/78]

1. Given sequencesa1; : : : ;am 2 Z and b1; : : :bn 2 Z determine
whether

m

Õ
i= 1

(zai � 1) is nota factorof
n

Õ
i= 1

(zbi � 1):

2. Givenasetf a1; : : : ;amg � Z determinewhether
Z 2p

0
cos(a1q) � � � cos(amq)dq 6= 0:



Easyproblemsfor sparsepolynomialsf = å i cixei 2 Z[z]

Cucker, Korian,Smale1998:Computeroota 2 Z : f (a) = 0:

Gapidea:if f (a) = 0;a 6= � 1 theng1(a) = � � � = gs(a) = 0
wheref (x) = å j gj(x)xuj anduj+ 1 � uj � deg(gj) > b:
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Gapidea:if f (a) = 0;a 6= � 1 theng1(a) = � � � = gs(a) = 0
wheref (x) = å j gj(x)xuj anduj+ 1 � uj � deg(gj) > b:

Write f (x) = g(x)|{z}
deg(g) < d

+ xd+ bh(x); k f k1 = jc1j + � � � + jctj:

For a 6= � 1; h(a) 6= 0: jg(a)j < k f k1 � jajd

jad+ bh(a)j > jajd+ b



Easyproblemsfor sparsepolynomialsf = å i cixei 2 Z[z]

Cucker, Korian,Smale1998:Computeroota 2 Z : f (a) = 0:

Gapidea:if f (a) = 0;a 6= � 1 theng1(a) = � � � = gs(a) = 0
wheref (x) = å j gj(x)xuj anduj+ 1 � uj � deg(gj) > b:

Write f (x) = g(x)|{z}
deg(g) < d

+ xd+ bh(x); k f k1 = jc1j + � � � + jctj:

For a 6= � 1; h(a) 6= 0: jg(a)j < k f k1 � jajd

jad+ bh(a)j > jajd+ b

b > log2k f k1 =) jajd+ b > 2b � jajd > k f k1 � jajd =) f (a) 6= 0:



Generalizationby H. W. Lenstra,Jr. 1999

Input: asparsef (x) = å t
i= 1cixei 2 Z[z]

j (z) 2 Z[z] monicirred.; let K = Q[z]=(j (z))
a factordegreeboundd

Output: a list of all irreduciblefactorsof f overK of degree� d

Bit complexity is
�
t + log(deg f )+ logk f k+ logkj k

� O(d � deg(j ))

Specialcasej = 1;d = 1: Algorithm �nds all rationalroots
in polynomialtime.



OpenProblem:Rootsof Trinomialsin Z p

Givenaprimenumberp andintegersb;c 2 Z p; d > e
computey 2 Zp suchthat

yd + bye+ c � 0 (mod p)

in time
�

log(d) + log(p)
� O(1)

Alternatively, prove thatcomputinga root in Z p of a polynomial
givenby straight-lineprogramoverZ p is NP-hard.



Statusof My ECCAD'98 ChallengeProblems

Problem1: Nearbymultivariatepolynomialsthat factoroverC
Status: Open,but many new numericalalgorithms

E.g.,LihongZhi showssomeearlysuccesswith thealgorithm
suggestedin thepaperherewith JohnMay
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Problem2: Collins'sZolotarev'sproblemona computer
Status: Unknown



Statusof My ECCAD'98 ChallengeProblems

Problem1: Nearbymultivariatepolynomialsthat factoroverC
Status: Open,but many new numericalalgorithms

E.g.,LihongZhi showssomeearlysuccesswith thealgorithm
suggestedin thepaperherewith JohnMay

Problem2: Collins'sZolotarev'sproblemona computer
Status: Unknown

Problem3: Characteristicpolynomialof a black boxmatrix
Status: Progressin [Villard CASC2000]

Improvedbit complexity resultsin densecase
by KaltofenandVillard 2003.
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Problem4: Latticebasisreduction-safeGGH-likecryptosystems
Status: See www.ntru.com, CRYPTO 2003
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Statusof My ECCAD'98 ChallengeProblems

Problem4: Latticebasisreduction-safeGGH-likecryptosystems
Status: See www.ntru.com, CRYPTO 2003

Problem5: Gröbnerbasesvia iterativenumericalmethods
Status: Ongoingwork; see[TraversoandZanoniISSAC 2002]

Problem6: Spaceandtimeef�cient transpositionprinciple
Status: Substantialprogress[Bostan,Lecerf,SchostISSAC 2003]



Statusof My ECCAD'98 ChallengeProblems

Problem7: Plug-and-playandgenericprogramming
methodology for symboliccomputation
Status: Open

Surprisesfrom LinBox projectusingC++ allocators

myAllocator a;
myAllocator::pointer p = a.allocate(1);
a.construct(p,0); // effect: new((void*)p) T(0)
a.destroy(p); // effect: ((T*)p)->~T()
a.deallocate(p,1);



Statusof My ECCAD'98 ChallengeProblems

Problem7: Plug-and-playandgenericprogramming
methodology for symboliccomputation
Status: Open

Surprisesfrom LinBox projectusingC++ allocators

myAllocator a;
myAllocator::pointer p = a.allocate(1);
a.construct(p,0); // effect: new((void*)p) T(0)
a.destroy(p); // effect: ((T*)p)->~T()
a.deallocate(p,1);

ANSI/ISO 14882Section20.1.5.4
“Implementationsof containers... arepermittedto assumethat

their Allocator templateparametermeetsthefollowing two addi-
tional requirements...
— thetypedefmemberspointer , ... are required to beT* ...”



Statusof My ECCAD'98 ChallengeProblems

Problem8: Another“killer” applicationbesideseducation
Status: 1999PhysicsNobelPrizefor SCHOONSCHIP

Subjectof ACA 2003paneldiscussion



Whatis analgorithm?

– �nite unambiguouslist of steps(“control, program”)

– computesa functionfrom D � ! E whereD is in�nite
(“in�nite Turing tape”)

Ambiguity throughrandomization

– MonteCarlo(BPP):“alwaysfast,probablycorrect”.Examples:
isprime

Lemma[DeMillo&Lipton'78, Schwartz/Zippel'79]
Let f ;g 2 F[x1; : : : ;xn]; f 6= g;S� F:

Probability( f (a1; : : : ;an) 6= g(a1; : : : ;an) j ai 2 S)
� 1� maxf deg( f );deg(g)g=cardinality(S)

sparsepolynomialinterpolation,factorization,minimalpolyno-
mial of asparsematrix



Do weexactly know whatthealgorithmcomputes?E.g.,in the
presenceof �oating pointarithmetic?

– LasVegas(RP):“alwayscorrect,probablyfast”.
Examples:polynomialfactorizationin Z p[x]; wherep � 2:
Determinantof asparsematrix

De-randomization:conjecturedslow-down is within polynomial
complexity.

ShuhongGao,E.Kaltofen,andLauder, A., “Deterministicdistinct
degreefactorizationfor polynomialsover �nite �elds,” 2001.

M. Agrawal, N. Kayal,N. Saxena,“PRIMES is in P,” 2002.



KabanetsandImpagliazzo[STOC2003]
If Schwartz/Zippelcanbede-randomized(subexponentially),then
theredo not exist polynomial-sizecircuits for NEXP or the per-
manent.

Ef�ciency dilemma: the higherthe con�dencein the result,the
moretime it takesto computeit.



Blackboxpolynomials

x1; : : : ;xn 2 F
� � � � � � � � � � � !

f (x1; : : : ;xn) 2 F
� � � � � � � � � � � � � � !

f 2 F[x1; : : : ;xn]
F anarbitrary�eld, e.g.,rationals,reals,complexes

Performpolynomialalgebraoperations,e.g.,factorizationwith

(n� deg( f ))O(1)

8
<

:

blackboxcalls,
arithmeticoperationsin F and
randomlyselectedelementsin F



KaltofenandTrager1988ef�ciently constructthefollowing
ef�cient program:

p1; : : : ; pn 2 F� � � � � � � � � � � !

Precomputeddataincludinge1; : : : ;en:
Programmakes“oraclecalls”:

a1; : : : ;an� � � � � � � � � !

f (x1; : : : ;xn)

f (a1; : : : ;an)� � � � � � � � � � !

b1; : : : ;bn� � � � � � � � � !

f (x1; : : : ;xn)

f (b1; : : : ;bn)� � � � � � � � � � !

...
c1; : : : ;cn� � � � � � � � � !

f (x1; : : : ;xn)

f (c1; : : : ;cn)� � � � � � � � � � !

: : :

f (x1; : : : ;xn) = h1(x1; : : : ;xn)e1 � � � hr(x1; : : : ;xn)er

hi 2 F[x1; : : : ;xn] irreducible.

h1(p1; : : : ; pn)� � � � � � � � � � � � � !
h2(p1; : : : ; pn)� � � � � � � � � � � � � !

...

hr(p1; : : : ; pn)� � � � � � � � � � � � � !



Givenablackbox

p1; : : : ; pn 2 F
� � � � � � � � � � � !

f ( p1; : : : ; pn) 2 F
� � � � � � � � � � � � � � !

f (x1; : : : ;xn) 2 F[x1; : : : ;xn]
F a �eld

computeby multipleevaluationof thisblackbox the
sparserepresentationof f

f (x1; : : : ;xn) =
t

å
i= 1

aix
ei;1
1 � � � x

ei;n
n ; ai 6= 0

Many algorithmsthatarepolynomial-timein deg( f );n;t :

Zippel1979,1988;Ben-Or, Tiwari 1988
Kaltofen,Lakshman,Wiley 1988,1990
Grigoriev, Karpinski,Singer1988
Kaltofen,Lee,Lobo2000,2003
Mansour1992;Giesbrecht,Lee,Labahn2003:numericalmethod



Sparsitywith non-standardbasis

In placeof xe use

(x� a)e shiftedbasis
x(x+ 1) � � � (x+ e� 1) Pochhammerbasis
Te(x) Chebyshev basis

Algorithms:

Lakshman,Saunders1992,1994:Chebyshev, Pochh.,shifted
Grigoriev, Karpinski1993:shifted
Grigoriev, Lakshman1995:shifted
Lee2001:Chebyshev, Pochhammer, shifted
Giesbrecht,KaltofenandLee2002,2003:shifted



FoxBox [D�́az,Kaltofen1998]example:determinantof symmet-
ric Toeplitzmatrix

det(

2

6
6
6
6
4

a0 a1 : : : an� 2 an� 1

a1 a0 : : : an� 3 an� 2
... ... ... ... ...

an� 2 an� 3 : : : a0 a1

an� 1 an� 2 : : : a1 a0

3

7
7
7
7
5

)

= F1(a0; : : : ;an� 1) � F2(a0; : : : ;an� 1):

over theintegers.



Serializationof factors box of 8 by 8 symmetricToeplitzmatrix
modulo65521

15,8,-1,1,2,2,-1,8,1,7,1,1,20752,-1,1,39448,33225,984,17332,53283,
35730,23945,13948,22252,52005,13703,8621,27776,33318,2740,
4472,36959,17038,55127,16460,26669,39430,1,0,1,4,20769,16570,
58474,30131,770,4,25421,22569,51508,59396,10568,4,20769,16570,
58474,30131,770,8,531,55309,40895,38056,34677,30870,397,59131,
12756,3,13601,54878,13783,39334,3,41605,59081,10842,15125,
3,45764,5312,9992,25318,3,59301,18015,3739,13650,3,23540,44673,
45053,33398,3,4675,39636,45179,40604,3,49815,29818,2643,16065,
3,46787,46548,12505,53510,3,10439,37666,18998,32189,3,38967,
14338,31161,12779,3,27030,21461,12907,22939,3,24657,32725,
47756,22305,3,44226,9911,59256,54610,3,56240,51924,26856,52915,
3,16133,61189,17015,39397,3,24483,12048,40057,21323



Serializationof checkpointduringsparseinterpolation

28, 14, 9, 64017, 31343, 5117, 64185, 47755, 27377, 25604,
6323,41969,14, 3, 4, 0, 0, 3, 4, 0, 1, 3, 4, 0, 2, 3, 4, 0, 3, 3,
4, 0, 4, 3, 4, 1, 0, 3, 4, 1, 1, 3, 4, 1, 2, 3, 4, 1, 3, 3, 4, 2, 0, 3, 4, 2,
1, 3, 4, 2, 2, 3, 4, 3, 0, 3, 4, 3, 1, 14,59877,1764,59012,44468,
1, 19485,25871,3356,2, 58834,49014,65518,15714,65520,1,
2, 4, 4, 1, 1



Numerical Randomized(MonteCarlo)
moreef�ciency, but moreef�ciency, but
approximateresult uncertainresult
ill-conditionedness unfavorableinputs:
nearsingularinputs pseudo-primes,

å i Õ j(xi � j);
Coppersmith's “pathological”matrices

convergenceanalysis probabilisticanalysis
try algorithmson try algorithms
unproveninputs with limited randomness

Numerical+ randomized, e.g.,LinBox'smatrixpreconditioners:
all of theabove(?)



Hallmarksof agoodheuristic

– Is algorithmicin nature,i.e., alwaysterminateswith a resultof
possiblyunknown validity

– Is a proven completesolution in a morestringentsetting,for
example,by restrictingtheinputsor by slowing thealgorithm

– Hasanexperimentaltrack record,for example,workson 50%
of cases



A Protocolfor SpamPrevention[M. Naoretal.,CRYPTO 2003]



From: "Dr. Cecilia Samarachi (Mrs)" < C.Samara91Dr@netscape.net>
Date: Sun, 25 May 2003 13:15:39
To: kaltofen@math.ncsu.edu
Dear Friend, VERYURGENTBUSINESSRELATIONSHIP.
...
My Ministry wants to award somemajor contracts and this contracts have been
approved, implementation is on the pipeline and this contract is on supply
of AGRICULTURALCHEMICALANDDRUGS/INJECTIONSFORCOWTREATMENT.
...
1. I want to use this last opportunity while still in the office to extract
somemoneyby inflating this contract to be awarded, and the over-invoiced
amount I will use to establish my own hospital in U.K. or Germanyafter the
transaction.

2. The inflated money(over-invoiced) from this contract will be immediately
paid (Transfered) to my account in U.K. on confirmation of payment to your
Bank.

3. I sincerely promise to approve your quotations on submission at all cost,
provided my additional amount in your quotation will be 100%safe, immediately
payment is madeto your company. Wewould sign an agreement for the security
and safety for my secret commission from the (over-invoiced) contarct.
...
Yours Faithfully,
Dr.(Mrs) Cecilia Samarachi.



Main idea: 1. take theuniquemessageheaderasnumericdata
2. spammermustperform“hard” computation

andsubmitresultwith message
3. recipient“easily” checksresultbeforeaccepting

message



Main idea: 1. take theuniquemessageheaderasnumericdata
2. spammermustperform“hard” computation

andsubmitresultwith message
3. recipient“easily” checksresultbeforeaccepting

message

Example:for messagedatam; computea and“small” d suchthat

a2 � m+ d (mod p) and 105 dividesa:

Note: squarerootmodulop is (logp)2+ o(1); squaring(logp)1+ o(1):
SeeMapleworksheet.



Dwork, Goldberg, Naordesignrandomtable-lookupschemethat
causescachefaults

NEEDED:non-localizablealgorithmicproblemswhoseresultsare
easyto check

My suggestion:let spammercontributeto commongoodby
spinningonausefulfactorization,Gröbnerbasis,...problem



ThanksFor theFireworks


