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Abstract— In this paper, we investigate the impact of layer-2 information very efficiently, and (2) it is resilient tandom
devices on our perception of the Internet IP topology and ontte  fajlures but is vulnerable totargeted attackssince some

performance and security of the Internet. We make the case #t 3 4ag act as heavily connectiedbsand bringing these hubs
a power law connectivity observed in the Internet IP topoloy

is not an illusion as suggested by some researchers. It is méi dowo can be disastrous to the Internet [2]. Sloce then, many
manifested due to the blindness of traceroute to layer-2 déses, Studies have been conducted to support this theory using
and this manifestation will persist independent of the natwe extensive measurements [3] or to reason it with economical
of the underlying physical topology. Furthermore, we make he and technological constraints [4]. Still, some reseaslze

case that the Interne.t .phyS|caI topology isnot likely to have questioning the power law conclusion, suggesting that #rey
a power law connectivity. Our conclusions challenge common

wisdom about the Internet topology and highlight the need fo & Side effect of the sampling bias in the measurement [S].

more thorough investigations. In this paper, we make the case that our understanding of
the Internet properties is mislead by missing layer-2 desic
[. INTRODUCTION Specifically, we draw the following conclusions: The power

Studying the structure and the properties of network topoll®W connectivity observed in the Internet IP topology (1pég
gies has attracted researchers in many discipline and @gillusion caused by biased data as suggested in [5], (8) Iti
biggest human-built network, the Internet, is no exceptioﬁ‘a'nly manifested du.e to tho bllnc_iness.of traceroute torfaye
Information about the structure of the Internet topology ce2 devices, and (3) this manifestation will persist indepesrid
resolve mysteries about the Internet such as the througihgit ©f the nature of the underlying physical topology. We also
it can tolerate, the potential congestion bottlenecks, tied 2rgué that the Internet physical topology doest have a
resilience to failures and attacks. Answering these quesiis POWer law connectivity. Non-power law physical topology
especially important given our growing reliance on the rimés positively affects the Internet performance and secufihese
in our everyday lives. conclusions are not in line with the conclusions made by

The structure of Internet topology can be abstracted a@/lier studies and highlight the need for more thorough
graph G = (V,E). Vertices,v € V, and edgese € [, 'nvestigations. _ _ _
in a graph take different meanings depending on the leve|The rest of this paper is organized as follows. In Section
of abstraction. A vertex in anP topology, also known as |l We survey related literature. In Section Il analyze the
router-leveltopology, represents a router and an edge connetfPact of layer-2 devices on our perception of the Internet
two vertices if their corresponding routers can exchangféier P topology. In Section IV we investigate the structure @ th
without interim routers, as enforced by the underlying iyt Internet physical topology and claim that it is not likely e
protocol. A vertex in @hysicaltopology represents a network@ POWer law. In Section V we revise earlier c.onclu5|_ons about
device such as a switch or a router and an edge connects i#§"net topology generators, and conclude in Section VI.
vertices if their corresponding devices are directly catee
with a physical cable. While each level of abstraction pilesi Il. RELATED WORKS
useful information about the Internet, the physical togglo

is the most difficult to characterize since the most Commonl(;\ternetéopolo?);] g(leneratorsreflect the ZV?IUt'On oft:}u.r
probing tool, namelytraceroute is blind to layer-2 devices. U erstanding of the Internet structure and features.| i

One of the most popular but controversial results in Inc_ently, complex _oetworks,we_re modeled as random graphs in-
ternet topology studies is Faloutsos’s power law discove d;;ed bi; Elrgo? ar:d Rent{]'sél_z?) [6].\bNat1xman [7] dextelhdeS
[1], which tells that the distribution of node degrees in th © modet by factoring the distance between noces. n [8],
router-level Internet follows a power law. The implication Ibert and .BarabaS| suggest that.most oomplex networks are
are (1) the Internet enjoys tisenall-worldproperty delivering scale-freewith power Iawdegree.d|str|but|on. Faloutsos ot al.

observed the same power law in the Internet [1]. Lakhina et

OThis work was partially supported by NSF grant CAREER ANIR-Al, however, argue that the data used in Internet measateme
0347226. is biased due to the probing methodology and that the power



@ : Router having higher degree ;). We next show that if layer-2

© :layerZswitch ‘ devices are placed uniformly at random(rthen the resulting
G’ will be a power law graph. The proof is by mapping the
above construction to Barabasi and Albert’s (19868h gets
richer generative model [8], the most widely accepted model
to generate power law graphs. In our case, we simply need
to show that nodes with larger degree are more likely to have
even larger degree during the constructiort:6f The key idea
Fig. 1.~ A portion of a physical topology and the correspogdiR topology. s that a vertex that is picked uniformly at random in a graph
Sslgjtlrgf:roﬂ?e-ﬁ)iﬂgstlgzll.lmks and dotted lines are conoestias perceived is m(-)re likely to be aneighborof a hig_h degree vertex_than
a neighbor to a low degree vertex. Since layer-2 devices are
placed uniformly at random, then at each stgpthe newly
law observation in the Internet may simply be a side effect §pnsidered layer-2 device is likely to be a neighbor of a high
the biased data [5]. degree node inG(;_;), further increasing its degree in the
Meanwhile, a different research direction has emergé@sultingG ;). This concludes the proof. ]
studying the impact of economical and technological dever The most common probing approach to reveal Internet IP
on the structure of the Internet [4], and suggest that poswes | topology is k-m traceroute, in which traceroute probes are
in complex systems are due to the tradeoffs between yietd, ceent from controlled probing sources towards arbitrary
of resources, and tolerance to risk. Along that line, Li et aincontrolled destinations. Corollary 1 highlights the auop
propose a new model to capture Internet topology [4]. Th&y layer-2 devices on the perceived IP topology revealed by
suggest that topology generators need to capture the pedcethe k-m traceroute approach.
Internet performance while considering known economindla Corollary 1: Consider an arbitrary non-trivial physical
technological constraints. topology, G, in which layer-2 and layer-3 devices are spread
uniformly at random. The degree distribution of nodes in the
corresponding IP topology observed by tkem traceroute
In this section we rely on theoretical proof and simulatioapproach follows a power law.
results to make the case that the perceived power law Iterne Proof: In the case of one probing sourde,= 1, the
IP topology is a side effect of layer-2 devices hidden frojraph observed by the source istrae independent of the
probing tools like traceroute, but is not an illusion caubgd underlying routing strategy, assuming there are no routing
sampling bias. loops. Whenk > 1, the overall observed graph from tite
A. Impact of Layer-2 Devices sources is the_ aggregation &ftrees (_aforesb. Theorem 1
applies to arbitrary graphs, and applies naturally to astore
Layer-2 devices such as Ethernet or ATM switches a aph. As a result, the IP topology observed by then

designed to perform transparent bridging between multiplgyceroute approach follows a power law. This concludes the
network segments. They are common in today's Interngfoof. ]

Figure 1 (left) provides an example of a switch connecting Thegrem 1 and Corollary 1 prove that the presence of layer-
a set of routers, and Figure 1 (right) shows the correspandip geyices leads to the power law node degree distribution
IP graph. The key observation is that in IP graphs, route§gserved in IP measurement studies. This conclusion is inde
connected to switches are perceived as having higher degsggent of the nature of the underlying physical topologyteN
than their actual number of physical connections. This k’mp(h_at the assumption that layer-2 devices are spread urliform

observation lays the ground for a bolder statement as magi-random is reasonable as these devices are quite popular in
fested in Theorem 1. the Internet.

Theorem 1:Consider an arbitrary non-trivial physical

topology, G, in which layer-2 and layer-3 devices are spre . .

uniformly at random. The degree distribution of nodes in t?]%' Simulation Results

corresponding IP topology;’, follows a power law. We next verify the results of Theorem 1 and Corollary 1
Proof: Letn be the number of layer-2 devices@ We through simulations. In the simulations, we adopt two well-

convertG into G’ in steps,t = 1...n. In stepl we convert known random graphs, that were quite popular in represgntin

G into G(y); in step2 we convertG ;) into G(y); ...; and Internet topologies before the power law models were intro-

in stepn we convertG,_y into G(,) = G’. In each step duced: (1) Erdos and Rényi (ER) [6], and (2) Waxman [7].

the physical topology, is brought closer to the IP topology,The ER graph has00, 000 nodes and connectivity probability

G’, by hiding one more layer-2 device frontz as explained p = 0.00015. The Waxman graph ha$0, 000 nodes, that are

in Figure 1. Thus aftern steps the resulting graph representadded incrementally, using = 0.15, § = 0.2, P(i,j) =

the final IP topology. Consider an arbitrary stepand the ae~%/(L) where0 < o, 3 < 1, d is the Euclidean distance

layer-2 devices, that is to be considered in this step. Aftebetween nodes and j, L is the maximum distance between

hiding s, the neighborsof s in G;,_1) will be perceived as any two nodes. The degree distributions in ER and Waxman

Layer-2 Graph Layer-3 Graph
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. L TABLE |
graph follow a Poisson and an exponential distribution, re-
. . . . CHARACTERISTIC PARAMETERS BY HIDING LAYER 2 VERTICES: POWER
spectively. We pick a fraction of the graph nodes uniformly

. LAW EXPONENT 7y, AVERAGE PATH LENGTHI, AND CLUSTERING
at random and assume they are layer-2 devices, and all other .
COEFFICIENT, C. Switch %IS THE PERCENTAGE OF LAYER2 DEVICES.
nodes are assumed to be routers. We also assume shortest path

routing between all nodes. Switch % ER Waxman
0
For each of the ER and Waxman models, we study four - Y ! 00%00 v 2l ] oo%oo
. ; ; % - 45 0.00004] - 1. .00004
scenarios: (1) Physical, (2) IP, (3) km-physical, and (4l 20% | 241 39 000005 316 17.2 0.00005
In the first scenario we consider a graph including all nodes, 40% 235 3.3 000006 3.10 10.1 0.00006
whether routers or layer-2 devices, and all links. In theoadc 60% 237 29 0.00007 285 7.1 0.00007

scenario we consider a graph in which layer-2 devices are
hidden as hinted on in Figure 1. To do that, we identify the
shortest path between each pair of nodes in the graph witligtorted leading to power law node degree observations. On
hiding layer-2 devices, as if they are not revealed by a toe&n highlight their conclusions through our km-physicaves
such as traceroute. We then combine all revealed informatié Figure 2 (a-c) (Scenario 3). Interestingly, the km-phgsi
from the shortest paths to construct the IP graph. This is thgrves in Figure 2 do not reveal power law trends. The reason
graph that would be revealed using traceroute from each nd@e this seemingly contradicting results is that the aushofr
to all other nodes. In the third scenario we consider thelgraf®] plot the degree distribution only up-to a degreebfwhile
that would be revealed by runningtg/potheticalversion of we plot all revealed node degrees. Notice in Figure 2 that if
traceroute capable of revealing layer-2 devices ffoprobing Wwe draw the km-physical curves up-to a degre®for the
sources ton destinations. The sources and the destinations &R setup, we get a seemingly power law curve. This does
picked at random. In the fourth scenario we consider thetgrapot mean that there is no sampling bias associated with the
that would be revealed by running the traditional tracezouk-m traceroute approach; it simply means that with thorough
from k probing sources ton destinations, thus missing theprobing, whether by increasingand/orm, the nature of the
layer-2 devices. distribution is revealed. In addition, tHem traceroute itself

In Figure 2 we plot the degree distribution of nodes in thié not able to produce a long heavy-tailed power law graph,
four graphs corresponding to the four scenarios in the ER abgcause it camot inflate the degree that each node actually
Waxman models. We plot the curves of scenarios 3 andhas.
only for k = 1 andm = 10,000 since larger values of Measurement studies targeting Internet IP topologiesmgly
lead to similar results. As shown in the figure the presence @t k-m traceroute have been quite thorough, revealing node
layer-2 devices result in power law IP topologies (Scersariglegrees of up-tol500 [5]. The degrees certainly exceed
2 and 4), whethek-m traceroute is used or not, even thougkhe maximum possible physical connectivity of any router.
the underlying physical topologies are not power laws. THeor example, the popular high-end Cisco 7600 series and
graphs for the scenario 2 and 4 confirm the conclusiodgniper's T640 brands offer routers with a maximum of 128
from Theorem 1 and Corollary 1. The IP topology (scenarighysical ports. Furthermore, measurement results thatatre
2) shows exponential cut-off at the end of the curve, aldtfsed ork-mtraceroute have revealed also power law traces.
revealed in measurement studies. As seen in Table |, fd€asurementresultin [10], which limits the bias toward eed
fraction of layer-2 devices increases, the exponent teméi@t Close to the probing host, reveals node degrees 4p+0. As
smaller, which means that more nodes are perceived as higaliesult, the sampling bias itself cannot explain the poaer |
connected. Also, as expected, the physical curves (Scehpri prevalent in Internet measurements.
in Figure 2 reflect the actual node degree distributions ef th
ER and the Waxman graphs. Whatret expected though is
that the km-physical curve (Scenario 3)rist a power law. Understandably, there is no measurement study about the
According to [5],k-m traceroute should have led the captureklhternet physical topology. Layer-2 devices can not regdgon
graph to a power law distribution due to the sampling bias. WB probe packets, and network administrators do not publish
clarify this seemingly contradictory result in the SectldrC. the structure of their networks. Still, there is standinglence
It is worth mentioning that missing layer-2 devices affemis that the structure of the Internet physical topologynist a
perception oftopological metrics other than the node degre@ower law. Researchers have invested their effort in dlangi
distribution as well. For example, thelustering coefficient large scale networks based on their features. Watt's taxgno
[9], C, is slowly inflated, which means more IP nodes arelassifies networks inteelationalandspatialnetworks [11]. In
perceived as highly connected, as more layer-2 devices ag&ational networks, new connections between verticegave
included. erned by a certain probability that is a function of existired-
work connectivity. Web sites linkage [12] and airline syste
connecting cities [13] are examples of relational networks

In [5], the authors suggest that nodes that are close to #patial networks, connections between vertices are gedern
probing sources reveal their connectivity better than sodby Euclidean distance between the vertices. The power grid
that are further away, and as a result the measurements ragwvorks [11] and the U.S. highway system [14] are examples
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Fig. 2. Node degree distribution of ER and Waxman graphs with 000 nodes, when the fraction of layer-2 device2i% (a,d), 40% (b,e), 60% (c,f).
Each figure include four curves representing the (1) Phlysf2a IP, (3) km-physical, and (4) km-IP scenarios. For sc@s 3 and 4, we usk = 1, and
m = 10, 000.

of spatial networks. Research studies on spatial networdan be achieved by the Internet is improved with non-power
confirm that they have exponential-like degree distrimgio law physical topology. We use the latter to show that the
[13]. The Internet physical topology can be classified assmnall-world phenomenon observed in the Internet can be
spatial network and it is likely that it also has exponentiaxplained even if the underlying Internet physical topglog
connectivity. While there is no evidence of this conjecturéas exponential degree distribution.

it is worth highlighting that none of the existing and WeII'Maximum Throughput . Routers and switches have a limited

documented spatial networks has a power law connectivity, | - her of physical ports, and utilizing a large number otgor
A. Economical Drivers degrades the throughput [4]. Furthermore, the typical remb
tqf physical ports on a device is not large making it again

'I_'he cost of dlggmg_and laying out ngtwork cables Ouunlikely that some nodes would have much larger degree than
weighs the cost of adding routers and switches. Intercdnne%e average node degree. In [4], the authors argue thathighl
ing local networks together before interconnecting them { : ’

. ) . ) ! Cdnnected node in the Internet should be located at the edge
distant networks is thus more economical. This cost efficien : . .
; . .~ ~of the network to obtain the maximum possible throughput
recursive clustering helps reduce the degree of each the)@vhile satisfying the router degree-bandwidth constraiieir
the Internet structure, making it unlikely that some veic 9 9

odel, however, does not lead to the maximymssible
would have a degree much larger than the average verjgx . N
. . roughput as the router degree-bandwidth constrainttdimi
degree. Notice that while recent edge router technology

E@n capacity of highly connected routers at the edge of the
accommodate thousands of DSO channels or hundreds of pactly gnly ) . . . 9

. network as well. This itself is unlikely in practice as it iard
channels, physical ports on routers are more or less aroyn

. : . 0 conceive that an administrator would intentionally use a

100, which means that switch devices should be placed [0 " . :

. . . . heavily connected router and degrade the potential cgpacit
multiplex hundreds of ports prior to interconnecting themm t

that would be otherwise available by the use of two less
the core of the Internet.
connected routers.

B. Internet Performance Average Path Length Researchers have suggested that the
We consider two performance metrics: (1) Timaximum Internet exhibit thesmall world property, which is inherent

throughput and (2) theaverage path lengthWe use the in power law graphs and Poisson graphs like ER, rttin

former to make the case that the maximum throughput thatponential graphs like Waxman. In general, #meall world

4



@)

(b)

Fig. 3. (A) Degree distribution for physical connectivifjhere is no node
highly connected in this level. (B) Degree distribution fé*-level topology
based ork-mtraceroute. Traceroute begins from node ‘k’. The resulbkogy

of the IP-level is exaggerated by layer-2 devices, and hasighly connected

distribution if layer-2 switches are modeled, This does not
mean that structure-based generators produce more iealist
Internet topologies. It is rather that earlier conclusioesd to

be revisited.

VI. CONCLUSIONS

In this paper, we made the case that (1) layer-2 devices
are the reason for the perception of a power law node degree
distribution in the Internet’s IP topology, not samplingbinor
node’s tendency of preferential attachment. (2) The Imtern
physical topology should not be a power law to enjoy better
performance and security. Our conclusions help to explain
many of the Internet measurement results, to question some
of the earlier conclusions, and to call for more thorough
investigation of the Internet properties.

hub nodess : router,0: Ethernet switch{d1: ATM switch, k: traceroute source
node

(1]
property exists in relational networks, not in spatial ratws. [
In Table | we show the average path length of the ER and
Waxman graphs using the setup described in Section I1-g°!
It is clear from the figures that when no layer-2 devices
are included, the ER graph has the small world property
while Waxman does not. However, as layer-2 devices ang,
introduced, the observed average path length in the regulti
IP topologies decreases significantly both in the ER and the
Waxman, satisfying the small world property. As a resulg th [5]
small world phenomenon observed in the Internet may be a
side effect of the presence of layer-2 devices. [6]

C. Internet Security (7]

In [2], the authors suggest that the Internet is resilient tds]
random failures but vulnerable to targeted attacks to ghlki
connected hubs. Transparent layer-2 devices however sugge
that the physical structure of the Internet may be resiltent
both failures and attacks. For illustration, nodesndb in
Figure 3(b) appear as heavily connected hubs in the perteive
IP topology and it seems that attacking and removing theldél
nodes isolates a large portion of the network. However, by
observing the underlying physical topology in Figure 3(aji2]
removing nodes andb affects only a smaller fraction of the
network. Overall, security favors an Internet physicaliogy
without heavily connected nodes.

[10]

[13]
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V. REVISITING INTERNET TOPOLOGY GENERATORS .

Internet topology generators fall into two main categorie[s15
(1) structure-based [15] and (2) degree-based [16]. $trect [16]
based topology generators model the hierarchical streicifir
the Internet, while degree-based topology generators mode
power law node degree distributions in measurement study.
Degree-based topology generators in general are perceived
as superior to structure-based ones since the structsestba
generators do not exhibit power law node degree distribu-
tions [3]. The conclusions that we draw in this paper, howeve
sheds some doubt into this perception. Structure-basexd-top
ogy generators may indeed reflect a power law node degree
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