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Abstract— Distributed hash tables (DHTs) provide efficient
data naming and location with simple hash-table-like primitives,
upon which sophisticated distributed applications can be built.
DHT users provide free but unstable peer-to-peer (P2P) capacity.
With stable DHT nodes being relatively scarce, a DHT can
either rely on a small set of stable nodes with limited collective
capacity, or a larger set of potentially less stable nodes and suffer
maintenance and data redundancy overhead. In this paper, we
provide an analytical model that captures the tradeoff between
the stability and the scalability in DHT-based P2P systems.We
use the model to demonstrate that the DHT throughput can be
optimized through careful engineering of DHT node selection and
data redundancy parameters.

I. I NTRODUCTION

Distributed hash tables (DHTs) typically serve as shared
storage infrastructures where stored data objects are mapped
to a global identifier space. By partitioning the identifier space
across a set of distributed nodes and connecting them into
an overlay network, DHTs provide efficient data naming and
location with simple hash-table-like primitives, upon which so-
phisticated distributed applications such as storage [1],content
distribution [2] and more can be built.

In order to ensure an adequate level of service availability
and performance, a DHT needs to monitor and maintain the
connectivity of its overlay and the availability of its stored
content. This maintenance requires DHT nodes to constantly
probe other nodes, to replicate/code/migrate content, which
consumes a large amount of the system resources especially in
inherently dynamic P2P systems [3], [4]. Thus, while allowing
every member of a P2P system to contribute by serving leads
to a wealth of service resources, it comes at the cost of high
maintenance overhead consumed to recuperate for unstable
nodes that spend a small amount of time in the system.
The gain does not always outweigh the cost. On the other
hand, relying purely on dedicated, high capacity clusters of
servers to accommodate the huge demands of P2P applications
is financially costly and is not always, if at all, feasible.
As a compromise between pure P2P and pure client/server
paradigms, the OpenDHT model relies on a limited set of
dedicated, relatively stable distributed nodes under centralized
administration, and offers its services to other outsider nodes,
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which act merely as clients to the DHT [5]. Still, the cost of
bringing up a large set of dedicated distributed nodes to meet
the ever-increasing demands of P2P applications is a heavy
burden.

In this paper, we advocate the wise deployment of free, po-
tentially unstable resources of P2P users. In other words, P2P
members are welcomed to join the DHT infrastructure as long
as the gain in service scalability outweighs the maintenance
cost incurred due to node instability, whereas members for
which the cost outweighs the gain should act only as clients.
The service demands that are beyond the DHT’s capacity can
be handled in an application-dependent manner, be left out
to dedicated application servers if available, queued and re-
processed, dropped, etc. It is clear that many system attributes
are beyond a system administrator’s control such as the work-
load imposed by application users, the capacity of nodes and
the time they spend in the system, the popularity of the stored
data objects and the diversity of these attributes among the
P2P system members. Still, an administrator/designer may be
able to control or at least stimulate changes to the set of nodes
serving as DHT members, the data objects to be maintained
by the DHT, and the appropriate replication/coding strategy
to store these objects.1 In order to maximize theutility of the
underlying system, the DHT should (1) include the most stable
nodes and (2) maintain the most popular data objects. The
most stable nodes are indeed needed to increase the reliability
of DHT data service and to reduce the overhead associated
with overlay and data maintenance, and more popular data
objects are more welcomed to the DHT since they are targeted
by most of user requests and answering more user requests
ensures higher system utility. A careful design allows the DHT
to answer as many of the user requests as possible given the
uncontrolled system attributes. Figure 1 provides a schematic
description of the propose service paradigm.

We cast the problem as a multivariate constrained optimiza-
tion targeted at optimizing the DHT throughput, and use the
model to show how to effectively administer DHT systems
by tuning: (1) DHT node selection process, (2) DHT content
selection process, (3) content redundancy strategy.

The rest of this paper is organized as follows. In Section

1The techniques to monitor and induce changes to the system are out of
the scope of this paper.
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Fig. 1. System Overview.

II we survey existing research on overlay stability and data
availability and relate them to our own. In Section III we
introduce the basics of our model, the terminology and the
assumptions that we make. In Section IV we model the
node selection process and its implications on DHT stability
and scalability. In Section V we model the content selection
process and data redundancy strategies. In Section VI we
quantify the overhead associated with DHT deployment. In
Section VII we use the results of earlier sections to formulate
the optimization function. In Section VIII, we apply the model
to different case studies and analyze the results . We finally
conclude in Section IX.

II. RELATED WORK

In order to improve DHT functionality in the presence
of high node instability, researchers have taken differentap-
proaches, whether by (1) improving node stability through a
selection of the most stable nodes as DHT members, or by
(2) improving the availability of the maintained data objects
through replication and erasure coding.

OpenDHT [5], [6] runs a DHT on PlanetLab [7] nodes,
which offer services to nodes outside the DHT. PlanetLab is
a wide-area testbed for networking and distributed systems
research, and its nodes are much more stable than typical
P2P nodes. In [8], Godfrey et al. investigate several strategies
to select stable DHT nodes and explore the performance
implications. Also, in [9] Mickens et al. use statistics about
nodes’ history to predict their future behavior and use more
stable nodes for data placement. However, how stable should
nodes be to join the DHT? If the process is very selective, then
a small number of stable nodes will qualify, which may stifle
the system scalability and limit its ability to respond to heavy

workloads. If the process is not selective, then less stablenodes
will qualify and the associated overhead will kick-in. Noneof
the previous approaches have studied this tradeoff to determine
the optimal stability threshold, which is a motivation of this
paper.

In [10], Black et al. show that when nodes are not stable,
high data redundancy requires unbearable cross-system band-
width. In [11], Rodrigues et al. compare redundancy schemes
for DHTs, taking overlay node characteristics into account.
They conclude that erasure coding favors environments with
low node stability but the required maintenance bandwidth for
a scalable and highly available system can be unsustainable
for home users. In [12], Weatherspoon et al. estimate the
amount of data redundancy required for reducing data recovery
costs incurred by transient node failures. These studies did
not optimize the utility of the system as reflected on the
number of answered queries, and did not evaluate the choice
of the redundancy schemes under various factors such as the
bandwidth and storage constraints, the skew in the popularity
of the maintained objects, and the workload imposed on the
system, which is a motivation of this paper.

III. M ODEL OVERVIEW

Symbol Meaning
n number of nodes in the system
a node availability of the system
a′ node availability of the DHT set
qd mean size of data objects
qm mean size of DHT message
σr per-node READ rate
γ ratio of per-node WRITE rate to READ rate
cb mean bandwidth budget per DHT node
cs mean storage budget per DHT node
W number of data objects to be stored in the DHT

l number of data fragments generated per WRITE
m number of data fragments needed per READ
r rate of coding
A availability of DHT data object

U(x) CDF of system nodes’ session time
u′(x) CDF of the DHT nodes’ session time

u mean session time of system nodes
d mean downtime of system nodes

u′ mean session time of the DHT set
TABLE I

TERMINOLOGY.

Our model is targeted to simple storage systems in which
throughput, the amount of DHT data that can be retrieved by
user requests in some time period, is the performance metric
to be optimized. Our objective is mainly to offer qualitative
insights into the problem rather than accurate quantitative
results. Resources such as bandwidth and storage capacity
impose system constraints; other resources such as processing
capacity are relatively abundant.

We consider a system ofn nodes in the steady-state,
in which short-term node dynamics like transient slowness
at DHT nodes [13] have negligible transient effects on the
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overall system’s performance. We also dismiss packet loss and
retransmissions from our model. Each node cycles between
two states:ON when the node is in itssession time(or uptime);
and OFF when in its downtime. A node’s session time is
a time interval from the moment it joins the system to the
moment it subsequently departs, while its downtime is a time
interval from its departure to its subsequent re-join. LetU(.)
be the cumulative distribution function (CDF) followed by
nodes’ session times andu be the mean session time. The
larger u, the more stable the system. Similarly, letD(.) be
the CDF followed by nodes’ downtimes andd be the mean
downtime. The actual distributions of these system attributes
will be presented in later sections. We definenode availability,
a, as the probability that a node is in the ON state. Thus,
a = ū/(ū + d̄), and the expected number of nodes in the ON
state can be expressed asa ·n. It should be clear that a larger
a does not necessarily mean a more stable system.

Nodes that are in the ON state generateworkloadin the form
of READ and WRITE requests on data objects. WRITEs are
used to insert new data objects at the appropriate nodes in the
DHT and READs are used to retrieve these objects. Letσr be
the average number of READ requests per unit time generated
by each node in the ON state, andσw = γσr, 0 < γ ≤ 1, be
the average number of WRITE requests per unit time generated
by each node in the ON state. Each READ and each WRITE
request refers to a single data object. Letqd be the average size
in bytes of the data objects andqm be the average size in bytes
of the control messages exchanged in the system. We assume
UDP-based transport protocol is used and, for convenience,
assume that each DHT message hasqm = 50 bytes long (28
bytes for the UDP/IP header,20 bytes for the DHT identifier,
and2 bytes for miscellaneous overhead.) [6], [14]. Our model
also accounts for the overhead associated with the transferof
data objects. Assuming1500 byte packets, an object of size
qd bytes will fill out the payload of approximatelyd qd

1500−qm

e
packets, each of which consumesqm bytes of overhead.

To avoid storing an infinite number of data objects in the
DHT, each object is purged out of the DHT after some time
period,τ , but the purged objects could be re-inserted as nodes
wish. In steady state, the average number of unique objects
in the system,W , can be expressed asW ∝ anσwτ . We
assume objects’ popularity follows some distributionP (.),
which we investigate in detail in Section V. To keep our
analysis manageable, we assume that DHT nodes do not lose
references to their assigned data objects if they leave then
rejoin the system as long as the objects time-to-live (TTL)
value,τ , does not expire [10], [11], [12].

Nodes are either assigned to theDHT setor theclient set.
Nodes in the DHT set participate in serving client requests
whether generated by nodes in the client set or in the DHT
set, and nodes in the client set are pure clients. Assuming
enough information about nodes’ session times [8], [9], nodes
with expected session times above some threshold,T , are
assigned to the DHT when they are in the ON state. DHT
nodes that switch to the OFF state and temporarily depart the
DHT, do not respond to clients’ requests. In order to avoid

losing content to nodes in the OFF state, data redundancy
schemes such as replication and erasure coding are used.
Clients’ requests are forwarded to appropriate DHT nodes
which maintain references to DHT nodes storing the actual
data objects and these references may be outdated due to DHT
nodes’ temporary departure. Thistransient departuremodel of
DHT nodes has been used and justified in DHT research [10],
[11], [12]. Let n′ ≤ n be the number nodes in the ON state
that are assigned to the DHT set andη ≡ n′/(a · n) be the
fraction of such nodes,0 < η ≤ 1. The most stable nodes
are assigned to the DHT. Also, letw′ ≤ W be the number
of data objects (files) managed by the DHT andξ = w′/W
be the fraction of such objects,0 < ξ ≤ 1. The most popular
files are managed by the DHT. The choice ofη andξ implies
stability, availability, capacity DHT characteristics. Let u′,
d′, u′(.), D′(.), a′ denote the attributes describing the DHT
set, corresponding to theu, d, U(.), D(.) and a attributes
describing the pool ofn nodes, respectively. Furthermore, we
defineǎ′ as the probability that a DHT node is in the ON state
and stays ON long enough to serve a client request.

We assume a generic DHT structure in which each DHT
node maintains overlay connections to a set of overlay neigh-
bors andlog2(n

′) successor nodes [15], [16]. The expected
total DHT bandwidth and storage budget available to the
DHT system aren′ · cb and n′ · cs, respectively. We assume
that the DHT workload is balanced among its nodes by an
underlying load balancing mechanism [17], [18]. Typically,
the load balancing procedure incurs periodic data transferin
DHTs, but we simply assume that the cost of this traffic is
incorporated in the value ofσw. The symbols used throughout
this paper are summarized in Table I.

IV. N ODE ASSIGNMENT

In this section we rely on P2P measurement results to pin-
point realistic node session time and downtime distributions,
U(.) andD(.), respectively. Then show how we selectn′ < n
nodes in the ON state, a fractionη = n′/(a · n), as DHT
nodes and study the impact of our node selection on the DHT
system stability,u′, and node availability,a′ and ǎ′.

A. Distribution of Node Session Times

We assume apriori knowledge about nodes’ expected ses-
sion times, which can be obtained by directly questioning the
nodes, by monitoring nodes’ session-time history and usingit
as an indication of their future behavior [8], [9]. Measurement
results indicate that nodes’ session times can be well modeled
by a long-tailed distribution [3], [12], [19]. We assume that
nodes’ expected session times are independently distributed
and model them using a shifted Pareto with probability density
function (PDF)

u(t) =
α

β

(

1 +
t

β

)−(α+1)

, α > 1 (1)

and cumulative distribution function (CDF)

U(t) = 1 −

(

1 +
t

β

)−α

, α > 1 (2)
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Fig. 2. Scalability (η) vs. Stability (u′) for different values of the node
selection threshold,T .

The smaller the value ofα the more stable the system as
nodes stay longer in the ON state. We are not aware of any
P2P measurement study that reveals the distribution of node
downtimes. We assume that the average downtime,d′, is a
constant and equal to5.25 hours according to [20].

B. DHT Stability

Nodes in the ON state, which are expected to stay alive for
at least some time,T , are included in the DHT set; otherwise,
they are included in the client set. The PDF of DHT nodes’
session times,u′(.), and the CDF of DHT nodes’ session
times,u′(.), can thus be expressed as

u′(t) =

{

0 t < T
KT u(t) t ≥ T,

(3)

whereKT is a normalization constant and can be expressed
asKT = 1/

∫∞

t=T
u(t)dt = 1/(1−U(T )) = (1 + T/β)α, and

u′(t) =

{

0 t < T
KT (U(t) − U(T )) t ≥ T,

(4)

Using the average session time of DHT nodes,u′, as a
measure of DHT stability, it can be expressed as:u′ =

∫∞

t=T
t ·

u′(t)dt = KT

∫∞

t=T
t·u(t)dt. Substituting the value ofKT and

u(t) from Equation 1, and solving the integration, we get

u′ =
β + αT

α − 1
(5)

The larger the threshold,T , the more stable the DHT system
becomes (largeru′) since only the most stable nodes join the
DHT.

C. DHT Scalability

On the other hand, the larger the threshold,T , the less scal-
able the DHT system (smallern′ andη) since thebandwidth
budgetoffered by the small number of DHT nodes is small.

We next identify the values ofn′ and η (scalability mea-
sures) as a function of the DHT node selection threshold,
T . Using Little’s theorem, the average number of nodes in a
stable system is equal to the average arrival rate of these nodes

multiplied by their average lifetime in the system. Applying
Little’s law to nodes in the ON state in our system, we get

an = λu (6)

whereλ is the average arrival rate of nodes to the ON state.
Applying Little’s law to nodes in the ON state, with expected
lifetime larger thanT (the DHT nodes), we get

n′ = λ(1 − U(T ))u′ (7)

Solving equations 6 and 7, and substituting forU(T ) from
Equation 2, and usingu =

∫∞

t=0 t · u(t)dt = β/(α − 1) then

η ≡
n′

an
=

(

1 +
T

β

)−α(

1 +
α

β
T

)

(8)

Based on equations 5 and 8, the rate of change ofu′ as T
changes can be expressed as∂u′/∂T = α/α − 1, while the
rate of change ofη asT changes, settingβ = 1 for simplicity,
can be expressed as∂η/∂T = −α(α−1)T/(1 + T )α+1. This
means that increasingT degrades the system scalability at
a higher pace than the pace at which the system stability
is improved. To get some intuition into the degradation in
stability, u′, as scalability,η, increases refer to Figure 2. We
vary α between5, 3, 2, 1.5, and 1.25 to obtainu of 0.25,
0.5, 1, 2, and 4 hours, respectively. Then for each of these
cases, we plot the curve ofu′ as η changes. Clearly, DHT
stability drops dramatically as more nodes join the DHT. This
calls for accurate tuning of the node selection process as the
degradation in DHT stability can easily degrade the system
performance.

D. DHT Node Availability

Recall that a client request is answered by a list of references
to nodes storing the requested content. The referenced nodes
may have left the system. A reference to a node will be
successful if (1) the node is in the ON state, and (2) if it stays
long enough in the ON state to serve the requested content
to the client.2 The probability that a DHT node is in the ON
state,a′, can be expressed as

a′ =
u′

u′ + d′
(9)

Let ǎ′ be the probability that a DHT node is in the ON
stateand stays ON longenoughto answer a client request.
In order to estimatěa′, we define two measures: (1) a DHT
node’s residual lifetime, which is defined as the amount of
time remaining in the node’s session time at the moment a
client request is intercepted. (2) A request’ssojourn timeis the
amount of time that a client’s request is expected to spend ata
DHT node for the requested content transfer, until the request
is fully served. The sojourn time includes the queuing time and
the service time of the request. The following distributions are
of special interest to the estimation ofǎ′: (1) the PDF of DHT

2We assume that a client does not leave the system while downloading its
requested content.
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Fig. 3. DHT node availability,̌a′, asη increases when average sojourn time,s, is 0.1 (left) and5.0 (right).

nodes’ residual lifetimes,r(t), and (2) the CDF of requests’
sojourn times,S(t).

Assuming requests arrive at DHT nodes uniformly at ran-
dom over their session time. Then by renewal theory [21]

r(t) =
1 − U ′(t)

u′
(10)

Also, assuming that data objects are of the same size, and
the service (transmission) time of each data object isb time
units, then each DHT node can be modeled as aM/D/1 queue
with infinite buffer. ThenS(t) is given by [22]

S(t) =

{

0 t < b

(1 − ρ)
∑byc

k=0
(ρ(k−y))k

k! e−ρ(k−y) t ≥ b
(11)

wherey = t−b
b

and ρ is the utilization of the DHT node.3

Given estimates fora′, r(t) andS(t), ǎ′ can be estimated as

ǎ′ = a′

∫ ∞

t=0

S(t)r(t) dt (12)

To get some intuition into the impact of different system
parameters on DHT node availability,ǎ′, we fix β = 1 and
vary α as in Section IV-C to obtain different node uptime
distributions,U(.), with u of 0.25, 0.5, 1, 2, and 4 hours.
We also fix ρ and b values to obtain different sojourn time
distributions,S(.), with average sojourn times,s, of 0.1 and
5.0 hours. The latter case is intentionally extreme to highlight
the difference. In Figure 3 we plot the values ofǎ′ as η
increases for different values ofu when s = 0.1 (left) and
when s = 5, 0 (right). As expected, a smallers leads to
a better chance at having DHT nodes available in the ON
state long enough to serve the requests (largerǎ′). A small
s is also desirable from clients’ perspective as it implies
better perceived response time to their requests. In order to
minimize s, a system designer can either reduce the load,
ρ, on DHT nodes and/or reduceb by reducing the size of

3The computation ofS(t) is very computationally intensive and we rely
on reasonable approximations [23], [24]. We omit the description of these
approximations for lack of space and intend to include them in an extended
version of this paper.

the requested data objects (to reduce their transmission time)
through object fragmentation as we describe in Section V.
Note that fragmentation slightly increases the load on the DHT
system due to the extra messaging overhead. Also, the load on
the system can be reduced by increasing the number of DHT
nodes. This comes however at the cost of system instability.
The multitude of interacting tradeoffs makes the choice of an
optimal set of system parameters non-trivial and motivatesthe
optimization that we describe in Section VII.

V. CONTENT ASSIGNMENT & REDUNDANCY STRATEGY

Selecting a subset,w′ ≤ W , of the most popular data
objects to be be managed by the DHT, instead of managing
all W data objects, can help the system answer more of
READ requests especially whenstable DHT resources are
limited. Data redundancy schemes are useful in offering more
download points (service capacity) for popular content that
would otherwise be rarely used to serve unpopular content.
Data fragmentation is useful to improve the system response
time and DHT nodes’ availability as motivated in Section
IV-D. In this section we rely on P2P measurement results
to pinpoint realistic object popularity distributions,P (.), and
select a fractionξ = w′

W
of the most popular objects to

be managed by the DHT. We also survey well-known data
redundancy strategies and analyze the relation betweenξ and
the probability that a requested data object is available for
clients to download from the DHT.

A. Distribution of Object Popularity

Measurement studies indicate that the popularity of files in
P2P systems exhibit a pronounced skew, with most of the file
references targeted at a small number of files, and a small
number of references to the majority of the files [4]. We use
the widely accepted Zipf distribution with Zipf-exponent of
α = 1 to model this skew in data-object popularity, which has
a CDF of the form:

P (w) =

(

∑w

i=1 i−α

∑W

i=1 i−α

)

1 ≤ w ≤ W (13)
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B. Data Redundancy Strategies

Past work on DHT-based storage systems [10], [25] gener-
alize commonly adoptedreplication and erasure codingdata
redundancy schemes into a choice of coding parameters,l and
m, where l is the number of data fragments generated per
stored data object andm ≤ l is the number of fragments
that need to be retrieved from thel fragments, in order to
successfully reconstruct the requested data object. Replication
is the special case in whichm = 1, andl denotes the number
of replicas of the data object. Therate of coding, r = l

m
,

hence expresses the amount of redundancy.
We argue that managing only a fractionξ = w′/W of

the most popular data objects by the DHT, while ignoring
the rest as they are beyond the capacity of the available
DHT resources, and replicating the managed DHT objects
can help the DHT system answer more requests. To make
the case for this argument notice that (1) at most a fraction
P (w′) of the client requests will be answered by the DHT,
and (2) redundancy strategies are aimed at providing enough
DHT service capacity to answer the fractionP (w′) of the
requests. One can generalize our measure of node availability,
ǎ′, to incorporate the selected fraction of DHT objects,ξ,
and the redundancy strategy,(r, m), as follows. LetA be the
probability that a requested data object is maintained by the
DHT and thatm out of l fragments of the stored object are
downloadable from the DHT.A can be expressed as:

A = P (w′)
l
∑

i=m

(

l

i

)

(ǎ′)i(1 − ǎ′)l−i (14)

A largerA results in better DHTthroughput. We will show
that usingξ < 1 andr > 1 may improveA. In Figure 4, we
pick ǎ′ = 0.6 and plotA as we vary thestorage cost, rξ,
for different redundancy strategies,(r, m). Note that different
A values imply different system utilization. In order to fairly
compare different cases, we need to mitigate the difference
in system utilization and maintain similar workload on the
system. Givenγ the ratio of per-node WRITE rate over READ
rate, the workload posed on the DHT system is roughly a
constant if we fixA + γrξ. In Figure 4 we plot a line labeled

γ = 0.1 on which A + γrξ is some fixed constant, and we
pick three pointsX , X1 and Y 1 along the line that use the
same object fragmentationm = 9. At point X , we have{r =
2, m = 9, ξ = 1.0, A = 0.865}. At point X1, we have{r =
3, m = 9, ξ = 0.447, A = 0.931}. ComparingX and X1

confirms our intuition that a largerr can lead to a betterA.
However, at pointY 1 we have{r = 4, m = 9, ξ = 0.37, A =
0.917}. Comparing pointsX1 and Y1 reveals that a largerr
does not always lead to betterA and thus an optimal value of
r needs to be identified. The same conclusions hold for points
X , X2, andY2 along the line labeledγ = 0.01. Figure 4 also
reveals that tuning object fragmentation,m, can improveA
but marginally compared tuning the redundancy,r. A larger
m typically improves the clients’ perceived performance as
it reduces their requests’ sojourn times, but this improvement
is offset by messaging overhead as we elaborate in the next
sections.

VI. DHT RESOURCECONSUMPTION

The maintenance of the DHT overlay structure and data, and
the READ and WRITE requests all consume DHT bandwidth.
The DHT data objects also consume disk storage. Our choice
of η, ξ, r, andm affect the amount of consumed resources.
In this section we quantify the average resource expenditure.

The bandwidth consumed in downloading data objects by
READs per online node is estimated as

B1 = σrqdA (15)

B1 provides a measure of the DHT throughput, and is the
metric that our model is optimizing. The bandwidth consumed
in uploading new data objects by WRITEs per online node is

B2 = γσrqdrξ (16)

Each READ request and WRITE request message also con-
sumes bandwidth. The bandwidth consumed by READ mes-
sages per online node can be expressed as

B3 = σrqm

(

H + m +

⌈

qd/m

1500− qm

⌉

mP (w′)

)

(17)

where H is the average number of DHT hops to reach an
arbitrary DHT node. The bandwidth consumed by WRITE
messages per online node is

B4 = γσrqm

(

H + rm +

⌈

qd/m

1500− qm

⌉

rmξ

)

(18)

For maintenance traffic, we assume that each DHT node com-
municates periodic heartbeat messages at a rateh

T
to a set ofN

DHT nodes, which includes (1) the node’s overlay neighbors,
(2) its log2(n

′) successor nodes, and (3) nodes which contain
data fragments that the DHT node is referencing. We set
h to 1 heartbeat message every10 seconds, which is large
enough to maintain accurate node-state information according
to previous DHT studies [26], [27]. Each message incurs
log2(n

′) stabilization messages to ensure the correctness of
the routing overlay [15], [16]. ForH = 1, the DHT overlay
is a full mesh soN is n′; for H >= 2, N is the maximum of
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rm and log2(n
′) + n′ 1

H . The overall maintenance traffic per
online DHT node is,

B5 =
qmNh log2(n

′)

T
(19)

The disk space consumed by all the DHT data objects can
be expressed as

D = rw′qd (20)

Let the residual bandwidth capacity per DHT node,c′b, be
the bandwidth remaining fromcb after excluding the band-
width consumed in DHT lookup and maintenance overhead.

c′b = cb − B5 −
σrqm(H + m) + γσrqm(H + rm)

η
(21)

The service time per fragment is just a fragment’s payload
plus its header overhead divided by the residual bandwidth.

b = (qd/m + qmd
qd/m

1500− qm

e)/c′b (22)

The utilization ρ is computed as the load of accepted
READ/WRITE requests over the residual bandwidth (c′b) per
DHT node, which can be expressed in terms ofb.

ρ =
σr(P (w′) + γrξ)mb

η
(23)

VII. SYSTEM OPTIMIZATION

Our objective is to maximize the DHT throughput,B1,
subject to constraints on the available bandwidth and storage
resources. We next formulate these constraints. The overall
DHT bandwidth consumption isan · (B1 + B2 + B3 + B4) +
n′ ·B5 and the overall DHT bandwidth budget isn′cb, which
leads to the following bandwidth constraint:

B1 + B2 + B3 + B4 ≤ η · (cb − B5)

Also, the storage consumed by all the DHT data objects,
rw′qd, must be constrained by the storage budget of the DHT,
n′cs/a′, which leads to the following storage constraint:

a′ r · w′ · qd

n′
≤ cs

Additional constraints are needed to make our constrained
optimization more realistic. First, because fragments of an
object need to be placed at different DHT nodes, the constraint
rm ≤ n′ is necessary. Second, we assume that no matter how
small a fragment is,b ≥ 100 millisecond. Last, the expected
sojourn time for downloading an object should be less than
the average session time of nodes, so we assumeǎ′ = 0 for
u < m · s.

VIII. M ODEL RESULTS

The optimization problem formulated in the previous section
is not amenable to closed form solution since it consists of
interacting nonlinear terms, and many variables, such asn′,
w′ andm, are bounded, positive integers. Since our objective
is to offer qualitative insights and not efficient solutions, we
rely on an exhaustive search of the state space(η, ξ, r, m) for
the optimal combination, leading to the maximumB1 (or A).4

In this section we study the evolution of the optimal DHT
tuning parameters,η, ξ, r, andm, as theload on the system
increases. The load exercised by each node in the ON state can
be expressed asσrqd in MBytes/hour. Furthermore, we study
the optimal tuning when the object sizeqd is small compared
to a largeqd, in order to highlight the difference between DHT
applications with different object sizes. Towards this end, we
fix a test case with a pool ofn = 10, 000 nodes. We set the
WRITE to READ ratioγ to 0.01, the average node session
time u = 0.5 hours, the average node downtimed = 5.25
hours, the node bandwidth budgetcb = 100MB per hour,
the node storage budgetcs = 10GB, and the number of data
objectsW = 10, 000.

We compare two scenarios with object sizes,qd of 1MB
and1.45KB, respectively. The choice of1MB is to emulate
the large chunk size used in file-sharing systems like bitTor-
rent [28]. The choice of the small1.45KB object size is
to contrast the1MB case [6] and is such that each object
perfectly fits in one packet to factor out the overhead caused
by packet fragmentation. In Figure 5 we plot the optimal
system parameters,η, ξ, r, m, the resulting DHT performance
as reflected on the system throughput,B1, the average so-
journ time, s, and the incurred messaging and maintenance
bandwidth overhead,B2 + B3 + B4 + η · B5, and the disk
storage overhead,D, as we vary the load exercised by each
node in the ON state on the system,σrqd, between1 to 200
MB per hour, both whenqd = 1 MB and whenqd = 1.45
KB scenarios. The curves in Figure 5 reveal the following
conclusions: (1) As the load on the system increases, the model
reacts by incrementally including more nodes (from the most
stable ones) into the DHT set, increasingη, and improving
the system throughput,B1. The act of including more nodes
(improving scalability) into the DHT set continues only up-
to a load value of about60 MB/hour, when the bandwidth
budget (ηcb) is saturated, and adding more nodes does not
help as the nodes that would be added are less and less stable,
and would waste system bandwidth in maintenance traffic
without improvingB1. η thus converges to a value (of0.86
in this example) even for larger load values. (2) The fraction
of objects stored in the DHT,ξ, starts to decrease onceη
stabilizes and the load further increases; in other words, if
the system cannot gain more service capacity by adding more
DHT nodes, then it needs to cut down on the number of
maintained data objects, keeping only a fraction of the most

4We limit the range of some variables to realistic values, such as m ∈

[1, 100], and also quantize non-integer variables to improve the search
efficieny.
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Fig. 5. Results of DHT model as we vary the workload on the system.
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popular ones in order to allocate the DHT resources more
efficiently. (3) As η grows, the DHT uses high redundancy
parametersr or m to counter the node instability and to
maintain the availability of stored DHT objects close to1.0.
Eventuallyr andm stabilize as well because the the number
of DHT nodes is limited and maintaining a large number
of replicas,r, and fragments,m, is costly. When the load
stresses the bandwidth budget, becausem’s improvement on
A is marginal compared tor, m is reduced to1 and the system
adapts the replication strategy in order to save querying and
maintenance overhead. (4) Before the workload stresses the
bandwidth budget, the case ofqd = 1.45KB favors the use of
a higher degree of replication and therefore consumes more
bandwidth and storage resources than the case ofqd = 1MB
without offering a better throughput,B1. As η saturates, the
use ofqd = 1.45KB degrades the system throughput, even
though it leads to smaller sojourn time. The reason for the
high degree of data replication in the case ofqd = 1.45KB is
that qd = 1.45KB cannot exploit fragmentation effectively,
since qd = 1.45KB fits in one IP packet of1500 bytes
after including the IP header. Fragmenting this packet will
introduce header and messaging overhead. (5) The average
sojourn time per data service in both settings is far below
the sojourn constraint of0.5 hours, but asqd is increased or
the sojourn time constraint is lowered, the system responds
by reducingξ or increasingm to lower the average sojourn,
either of which causes performance degradation. Also the
storage load of the DHT at the point whenξ is about to drop
below 1.0 is about50MB and the correspondingW is about
10GB corresponding to10K objects of1MB each, and this
implies that we can use a system storage budget of roughly
W = (10GB/50MB)(10GB) = 2TB when the bandwidth
budget is100MB per hour and the per-node storage budget
is 10GB in this setup. In general, the observed trends persist
for different setups.

IX. CONCLUSIONS ANDFUTURE WORK

We made the case that careful design of DHT-based P2P
systems can optimize their utility even in the presence of
unstable members. The combination of node selection, content
selection, and data redundancy strategies are major factors
in DHT administration. While we have shown the evolution
trends of the system parameters leading to the optimal DHT
throughput, verifying these results in realistic P2P setups and
applying them to administer DHT systems is a natural exten-
sion. Also, extending the current model beyond average case
analysis, by studying appropriate distribution of replication
parameters among nodes, and accounting for the heterogeneity
in node capacity and storage, is another possible extension.
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