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Abstract— Router-level maps of the Internet implicate a large
body of research on network management, overlay networks,
performance evaluation, and security. The inaccuracies ithese
maps result in misleading conclusions. In this paper, we peose
AROMA(Accurate ROuter-level MAp), a tool to infer router-
level, layer3 maps of the Internet. AROMA uncovers more
routers and links in targeted (mapped) networks than existing
tools with less probing overhead. For example, AROMA revea
the same number of routers and links as the Rocketfuel tool
after sending less than5.1% of the number of probes used by
Rocketfuel, and reveals at leasti00% more links and routers
than Rocketuel while using the same number of probe packets.

We use AROMA to draw the maps of four major ISP networks
and revisit the conclusions drawn by earlier research on the
Internet IP structure. Surprisingly, AROMA maps consistently
reveal that core routers have a higher degree than edge route in
contrast to the recently suggested higher connectivity ofauters
at the network edge. The maps also reveal that routers’ degee
distribution follows a power-law in contrast to the recently
suggested Weibull distribution?

I. INTRODUCTION

In general, techniques to uncover IRLM can be classified
into two categories. The first relies on a setkotontrolled
hosts (sources) spread across the Internet serichagroute
packets tan arbitrary Internet destinations [3], [8], [14], [16],
[20], [26] — Figure | (A,B). The topology incorporatingll
the identified routers, together with the links connectimgn,
is used to represent the IRLM. Donnet et al. have proposed
techniques to make this approach more efficient by avoiding
probing redundancy over already visited hops [12]. However
the k-m traceroute approach has been questioned in [18] and
shown to be biased towards routers that are close to theesourc
hosts. That is, links to routers that are close to the source
hosts are revealed better than those close to the destisatio
Therefore, the resulting graph is deemed unrepresentative
the IRLM. The second category does not traceroute to arpitra
destinations; instead, it focuses on an interes, typically
corresponding to an autonomous system (AS). Published BGP
tables permit wise selection of the traceroute destination
hosts, such that traceroute packets cross the target AS, thu

Starting from an experimental infrastructure with few msravoiding probing redundancy — Figure | (C,D). The fact that
and routers, the Internet has evolved to an enormous netwgrlg targeting the complete router-level topologies of ASe

with multi-million nodes, and is directly affecting our &g in

permits the study of common factors driving the layout of AS

many ways. Understanding the structure and the chara@erisinfrastructures, the factors driving AS interconnectexsnand
of the Internet router-level maps (IRLM) is essential t0) (e structure of IRLM in general. The Rocketfuel [25], [27]
improve network management capabilities and help bet&T pkoo| pelongs to this category. As we make the case throughout

for network infrastructures, (2) optimize routing prottcand

this paper, Rocketfuel unveils mosthackbone routers and

optimize the construction of overlay networks, (3) simelalinks of the targeted AS. This is mainly due to the Border
new network protocols and evaluate their performance befQﬁateway Protocol (BGP) [22], the mainstream inter-domain
actual Internet deployment, (4) promote the deployment gfting protocol, which typically leads transit probes et
network-aware applications, and (5) protect the Internet Ryssest exit router through the targeted AS’s backboneslink

isolating security breaches and by identifying vulnergide
tions of the Internet that need to be reinforced.

Contributions: In this paper, we propose AROMA, an IRLM
mapping tool. AROMA tries to identify all interfaces/linles-

The huge size and complexity of the Internet, its anarahistiyciated with each router in a targeted ASdisectly probing

evolution, together with the fact that ISPs do not publistirth {hese interfaces from multiple vantage points — Figure FYE,
router-level maps for sec_urity reasons contribute to tok & g opposed to k-m traceroutenly interfaces that have been
an accurate IRLM. Despite the large body of research taige{ohed from the vantage points are included in the final map.
at unveiling the IRLM [16], [23], [25], the task remainsas opposed to rocketfuel, AROMA does not target address
challenging and the conclusions drawn from these effoes Prefixes that transit the targeted AS and thus can deeply
to-date a source of controversy and debate in the reseagghetrate inside an AS; and while Rocketfuel reliesraider
community. probing servers, if available, to probeeful prefixes identified

by BGP tables, traced paths still mainly follow backbonéipat

in the targeted AS towards their intended destinations, and
mostly miss the AS details. Address space information of

OThis work is partially supported by NSF grant CAREER ANIR4J226.
1The authors will make the collected data publicly availabkfore the
camera ready version time.



targeted ASes is typically available from authorized regis

services like ARIN [1], APNIC [2], and RIPE [6]. The

vantage points are filtered-out to avoid probing redundanc

and the probed address space is filtered-out to avoid prdBing

addresses assigned to end-hosts and IP addresses assigned t

nodes in customer ASes, which partly contributes to AROMA'S .\/@

efficiency. Furthermore, AROMA trades off its revealed AS
details ¢ompleteness) for efficiency. These efficiency-aware (a) Random probing (b) k-m traceroute map
enhancements result in significant efficiency. Specifically

results indicate that AROMA reveals the same number of

routers and links as Rocketfuel after sending less thaft ® )I\( @

of the number of probes consumed by Rocketfuel in all

investigated ASes, and reveals betwed®% and 1700% ® Y ' @)
more links and routers than Rocketuel after consuming the Yy ’/
same number of probes as Rocketfuel. We use AROMA -

to draw the maps of four major ISP networks (SprintLink, ® TR ®

Level3, Verio, and Abovenet) and report on the structure of
their networks. We also revisit the conclusions drawn bYiear (c) Transit probing (d) Rocketfuel map
research on the Internet structure and the degree distnibot
the Internet router§ Surprisingly, AROMA maps consistently
reveal that core routers have a higher degree than edgesoute
in contrast to the conclusion drawn in [19]. The maps also
reveal that routers’ degree distribution consistentlyofes a
power-law. This is in contrast to the widely accepted Waibul
distribution revealed in the Rocketfuel traces, and in agrent
with the highly questione#-m traceroute tools. These results
highlight the need for more thorough investigations of the
different factors driving the Internet structure and bebiav (e) Targeted probing () AROMA map

The rest of the paper is organized as follows. In Section Il
we elabora‘_te on the basic tec_hnlques used by AROMA to dr Y¥ 1.  Probing philosophies to construct IRLMs: (a) prapirandom
maps. We illustrate the techniques through our four cas Stdestinations and (b) the resultilgn traceroute- map; (c) probing destinations
ies for the Sprintlink, Level3, Verio, and Abovenet netwark that lead to probes transiting a particular AS, and (d) tiselting Rocketfuel
In Section Il we highlight tradeoff between completeness agqngaA”%ag’_) targeted probing to a particular AS, and (f) iulting
efficiency in the AROMA maps and the edge that it enjoys over
current tools. In Section IV we analyze the AROMA maps for TABLE |
the four case studies and and question common perceptions NUMBER OF IP ADDRESSESTARGETED BY AROMA.
about the Internet router-level topology. We finally comtgu

in Section V [ AS | AS # | Addr. Space Size] Addr. with Names[ Targeted Addr.]
‘ SprintLink | 1239 11,615,500 397,920 397,890
Level3 3356 43,506,700 11,623,900 306,500
II. DETAILED AROMA MAPS Verio 2914 6,895,000 788,800 788,800
AboveNet | 6461 884,000 466,350 184,630

The Aroma mapping process is sketched in Figure 2.
Initially, AROMA is fed the IP address space corresponding t
the targeted AS from an authorized registry service [1},[] before the final map is generated — stepVe next describe
and a list of potential probing servers (controlled macsjne the details of each step.
These lists are refined in Steps 1 and 2 and dnlservers
andm IP addresses are selected. The process then proce®dSelecting Targeted IP Addresses

recursively in phases. In each phase, targeted interfages a Not every IP address in the address space of the targeted AS
probed and a new list of target interfaces is identified, WHEC needs to be probed. Specifically, IP addresses that belong to
then fed to the next phase for further processing — steps 3 afifpoints and unused IP addresses do not need to be probed
4. The process converges when no new targets are identifiglce our objective is to draw a router level map. In order
Following convergence, a process for alias resolutiontige@ g djstinguish routers’ IP addresses from the rest, we raly o
guerying the Domain Name Service (DNS) [4]. Typically, ISP

Our choice of the degree distribution simply reflects therimet measure- gqministrators assign meaningful names to their routers fo
ment community’s interest in this metric. Finding more ietting metrics that

care capable of capturing the Internet structural and befacharacteristics management purposes. N?‘m'ng convention Is d'_ﬁerent from
is an interesting research area on its own. ISP to ISP, but a name typically includes the location and rol



TABLE Il
ll PERCENTAGES OF PROBES THAT SUCCESSFULLY REACHED THEIR

(1) Selecting
Target IP
Addresses

3)
“mlIP Probing

INTENDED DESTINATIONS AND OF PROBES THAT WERE BLOCKED

- Address
Space of
Targeted
AS

addresses - Sequences Spintlink | Level3 | Verio | Abovenet
of interfaces

~ Links Successful| 32.3% 59.8% | 21.6% 35.8%
between Blocked 67.7% 40.2% | 78.4% 64.2%

interfaces

-k
probing
servers

- List of
Probing
Servers

Cre(:t)ing TABLE Il

new list of NUMBER OF TARGETIPS IN EACH PHASE
targets

(2) Selecting
Probing
Servers

[ AS Phase I | Phase Il | Phase III

Sprintlink | 397,890 477 5
Level3 306,500 868 8
Verio 788,800 | 1,171 16
Abovenet | 184,630 224 3

[ ]

- Routers
- Links
between
routers

(5)

Alias resolution

probe packets enter the targeted AS through different gsgre
routers are selected for probing. This selection procesg®r

Fig. 2. AROMA Diagram the number of probing servers for the Sprintlink network to
93, and for Level3, Verio, and Abovenet to 92, 105, and 51,
respectively.

of the router such as “gw” for gateway routers and “bb” or
“bbr” for backbone routers. Reverse DNS is used to convert (R Probing

addresses to their names. By selecting only the IP address % the probing step, each IP address in the target list

that are assigned names referring to the target AS, then 6 comes the destination of traceroute packets (is probeiah) f

the unused IP addresses and (2) IP addresses belongin%&ﬁ’tiple probing servers. In order to avoid overwhelming an

customer ASes of the target AS are left out, which Servgﬁgle router, probing traffic was rate-limited and the orde

our purpose. However, (1) end-hosts in the target AS ﬂ\ﬁtwhich IP addresses were probed was randomized. Recall

have registered DNS names are included and (2) routersyly we yraceroute utility relies on a sequence of TTL-téadi

EP: tfarget AS th‘f’lt are lnog "E\)ss(ljgned ngmeslparzdsmglebd Whp packets and a random destination port number. These
€ former case 15 resolved by disregarding 17 adaress Svﬁhckets will reveal interfaces of routers along the path to

names including the substrings "dialup”, "DSL”, etc. Wh“ethe destination through ICMFPIME_EXCEEDED messages,

the latter case is quite uncommon, unnamed IP addresgﬁa will reveal an interface of the destination router tigtou

of routers are revealed through AROMA's recursive Process, |cMP PORT UNREACHABLE message. The result of
which we describe in the following sections. Table | show, obing is thus sequences of interfaces and links conrmgectin

the size of the ad.dre.ss space corresppnd.ing to the four l &se interfaces. Throughout our mappings, we did notvecei
that we are mapping in this paper: SprintLink, Level3, Ver'ocomplaints from AS administrators. However, many of the
and AboveNet. The table also shows the number of addres

. Obes wereblocked at some point along the path towards
that are assigned names, and the number of selected addr P destination. This is mostly due to firewalls or other

for probing (neglecting IP addresses with names belongjngéecurit

) i - P y measures. Table Il shows the percentage of probes
cuztor_ners ASes and those including the "dialup” or DSLthat successfully made it to their intended destination taed
substrings). percentage of probes that were blocked.

B. Selecting Probing Servers

We have access to almo8B0 probing servers that are
geographically dispersed all over the globe on the Planetla Any revealed interface from the probing step, that belongs
facility [5]. However, for each targeted AS, a small fractiof to the targeted AS and that was not included in the target
these servers is enough to reveal the routers/links thatdwolist is included, and steps 3 and 4 are repeated. Identifying
be revealed if all servers were used for probing. The reasahether an interface belongs to the targeted AS is done by
being that if traceroute probes from two servers to the samleecking the interface’s IP address against the pool of IP
destination(s) enter the targeted AS through the samesdagraddress of the targeted AS, obtained from the registry cervi
router then these traceroutes will follow the same pathigléns If no new interfaces are revealed, the mapping proceeds to
the AS and will reveal the exact same information. In thighe alias resolution step — step 5. Our results indicatettwat
case, only one of these servers should be used for probingmber of newly revealed interfaces drops dramatically wit
AROMA applies this idea by randomly picking a small set oéach phase, and no new interfaces are revealed after tde thir
IP addresses in the targeted AS and probes this set frompibase. Table Il shows the number of IP addresses that are
280 probing servers. Then, the largest set of servers for whiphobed in each phase for our four case studies.

D. Creating New List of targets



E. Alias Resolution belonging to this router. If; and I, are probed from a single
probing host, then the replies may be through two different
Alias resolution refers to the process of clustering ite€€s interfaces, which does not indicate thatand I, are aliases.
(IP addresses) belonging to the same router together. 8evefowever, as we probe from more probing hosts, it becomes
approaches have been proposed for alias resolution. Theyre likely that a reply for a probe té from one of the
mostly rely on traceroute queries and can be distinguishggbbing hosts will contain the same outgoing interface as th
based on how they process the replies to the traceroutetsackeply for a probe tal, from a different probing host, which
Typically, if a probed router does respond to traceroutaigag signals that/; and I, are aliases.
then the source IP address field in the header of the replyrhe result of the alias resolution step is the set of routers
packets will either correspond to the probed router's (1) the target AS map together with links connecting these
default interface, or (2) its outgoing interface towarde thoyters. Table IV shows the number of routers and links
probing host. In order to identify whether two IP addressggyealed by AROMA maps as compared to those revealed
are aliases for the same router, Mercator [16] compares e Rocketfuel for our four case studies. The Rocketfuel data
source address fields in the reply packets to traceroutéesuetan be found in [7]. Clearly, the number of routers/links
to the two IP addresses, and if they match, then Mercai@iealed by AROMA is significantly larger than those re-
concludes that the two addresses are aliases; otherwese, fiealed by Rocketfuel. However, this comes at the expense
are not. This approach should work only if routers resporg} more probing overhead. Furthermore, one can argue that
with their default interfaces. A different approach is u$sd the considered ASes have grown in size since the Rocketfuel
Ally [24], which sends two back-to-back probe packets tgxperiments were conducted, almost three years ago. We
the two investigated IP addresses, and inspects the sexug@golve the probing inefficiency problems in Section llidan
numbers in the reply packets. If the sequence numbers argjfpoint the sources of bias in Rocketfuel in Section IV.
order and close enough, then Ally declares that two intedac Admittedly, the AROMA maps may be less than perfect.
are aliases. Mercator and Ally have a couple of weaknessgRoMA relies on ICMP packets and its accuracy will be
First, they only work if routers are responsive to probgffset by routers not responding to traceroute packets, by
packets. Second, their input is a couple of IP addresses.djyters/links that are not revealed in the probing process.
a network ofr interfaces, there are potentialhy! aliases to \yhjle these problems may, more or less, impact the AROMA
investigate, and exploring all the possibilities is prative. A maps, they persist with much larger magnitude in curretesta

third popular approach for alias resolution relies on theSDNyf.the-art techniques to uncover Internet maps.
service. DNS names provide a wealth of useful information

for alias resolution. By storing DNS names of routers in a lIl. EFFICIENT AROMA
database, aliases of an interface with some domain name are
obtained by searching the database for names with commomh.arge ASes are assigned a large pool of IP addresses and the
substrings, without the need to communicate with targetégdmber of probing servers is potentially large as well. irrgh
interfaces. As a result, alias resolution can be done evereifery IP addresses in the targeted AS from every server is
routers are configured not to respond to probing messagedngelerable not only because it will put extensive stress on
if they are temporarily unreachable. Our results indicat t the AS infrastructure but also because it will take months
almost 30% of the routers are not responsive to probe packéiti0t years to get a router-level map. The same holds even
which highlights the importance of DNS names in resolvingfter the wise selection of servers and destination IP addee
aliases. Also, not alk! combinations of interfaces need todescribed in Sections II-A and II-B. In this section we make
be tested, which improves alias resolution efficiency. 8inghe case that AROMA (1) can achieve significant efficiency
Pansiot [21] introduced the reversed DNS method for ali#@provement at the cost of a tiny reduction in the details of
resolution, virtually most of the Internet topology disesy the resulting map, and (2) can lead to much more detailed
techniques use the reversed DNS in a certain degree. Reseataps while being more efficient than existing tools.
studies have found that about 0.5% of IPs are misnamed [28]We use the number of routers/links revealed in the targeted
AROMA mainly relies on reverse DNS for alias resoAS as a measure ebmpletenessind the number of traceroute

lution [21] and complements it using Ally mechanisms byrobes as a measure of tietficiency (also a measure of
further probing the questioned IP addresses from multipRverhead.” We intentionally ignore the overhead introduced
probing hosts. Interfaces that are suspected to be aliemes {0y querying the DNS infrastructure. That is not because the
their DNS names are verified using Ally and by probing thei@verhead is small but because (1) the DNS infrastructure is
from multiple PlanetLab servers and the source IP addrd¥@sically doing what it is intended for, accommodating DNS
fields in the reply packets are used to verify aliases. THisieries. The DNS system deals with billions of requests per
improves the accuracy as aliases which might not be reveafi®y and accommodating a couple of more million requests —
from one vantage point may be revealed from another. To
understand why this is the case, consider a router Whicﬁ'Note that measuringaccuracy is difficult due to the lack of a known

d b k ith th ' L f ' topology. Furthermore, the sources of inaccuracy in AROM#t)ined at the
respon S_to probe packets wit _t e outgo_lng inter aCesrthw‘"‘end of Section Il, are similar to those in Rocketfuel. The panson in this
the probing hosts. Also, consider two interfacBsand Io  sense, based on completeness, seems fair.



TABLE IV
NUMBER OF ROUTERS ANDLINKS REVEALED BY AROMA AND ROCKETFUEL

Router Link
AROMA | Rocketfuel | AROMA [ Rocketfuel

Sprintink | 35,757 10,332 51,314 25,841
Level3 5,831 1,786 27,144 13,838
Verio 74,114 6,523 176,213 | 19,289
Abovenet | 21,619 654 52,590 2,675
L ]
refer to Table | — is not stressing especially if they are-rat

limited and spread over a reasonable period of time. Mc
importantly, (2) DNS information is used for alias resadutj

a major component of any router-level mapping tool. Witho!
using DNS information, the alias resolution part would nc
scale as explained in Section II-E, and the load on the DI
system would have to shift to routers in targeted ASes inrorc ¢’

to accommodate an accurate alias resolution technique |¥=*
Ally [24]. For this reason, Rocketfuel also relies on the DN %
system for alias resolution.

In Figure 3, we compare AROMA and Rocketfuel's com
pleteness and efficiency. From one server, we probe every
address selected as in Section II-A. We then plot the ra
of the number of routers/links revealed to the overall numbe
of routers/links (completeness) as we increase the numnber o
probed IP addresses (efficiency). We also plot the ratio ®f th
2;::26;\ S?efsrgs;etrﬁgl%ﬁsmrt)egfg:e;;jro%ﬁjsgggt{geg;ettothlzgg r:}ﬁ the cost of hiding the connectivity information betweke t
The rocketfuel data is publicly available in [7]. The figure ers:
clearly shows that even with one probing server and with IV. RESULTS ANDANALYSIS

much less targeted IP addresses (efficiency) than thostetle |, this Section we introduce a simple validation of AROMA
in Section I-A, the number of routers and links revealed bgy mapping our campus map, and analyze in more detalil
AROMA (completeness) is much larger than those revealggh maps generated for the SprintLink, Level3, Verio, and

by Rocketfuel. Based on Figure 3, and as shown in Tabjg,oyeNet networks. We also use our results to revisit common
V, AROMA requires at most.1% of the overhead incurred herceptions about the structure of the Internet router! leve

by Rocketfuel to attain similar completeness. Also, based fpology.
Figure 3, itis clear that it is not necessary to probe allctet
IP addresses. A more efficiency-aware implementation woudd Validation

measure thettility of probing more IP addresses and would we used AROMA to map our campus network at NCSU
halt probing at any probing server once this utility drophe (AS 11442) to validate its completeness and accuracy, and th
some threshold. This utility can be expressed as the ratiofafp is plotted in Figure 5. While the network has several
the number of revealed routers/links to the number of probggferent egress points, all traffic from the Planetlab pngb
IP addresses during some probing time interval. servers reach the same ingress router (following the Abilen
In Figure 4 we plot the number of revealed routers/linkgetwork). Thus only one probing server was enough to probe
as we increase the number of probing servers. The figuigr campus network. By targeting 40,785 destination adees
reveals an interesting trend: The rate at which more routefs the campus AS, we found 360 routers and 482 links
are revealed decreases sharply as we increase the numbegje@fieen them. The map was verified with a campus network

probing servers; however, the rate at which more links aggiministrator, who confirmed that the map is very accurate,
revealed does not. In other words, more servers are usefuhifssing only a few peering connections.

revealing more links between routers since they access the

targeted AS from different ingress points but are not th& Topology Structure

useful in revealing more routers since the AROMAS initial In order to get a better understanding of the structure of

list includes most routers. the revealed maps, we characterize routers based on hosv clos
To sum up, AROM can be tuned to be very efficienthey are from the backbone routers in their AS. Specifichdty,

reducing the number of IP addresses probed from any vantdgebe the set of backbone routers (identified from their DNS

point with a small degradation in completeness. Howevarames),L.; be the set of routers that are linked to routers in

reducing the number of probing servers will typically comé.,y, L; be the set of routers that are linked to routerd.in,

Fig. 5. AROMA map for NCSU campus network.
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TABLE V

NUMBER OF PROBESREQUIRED TOATTAIN ROCKETFUELCOMPLETENESS

Router Link
AROMA T Rocketfuel [ % AROMA T Rocketfuel [ %
Sprintlink 13,300 307,605 | 4.3% 15,580 307,605 | 5.1%
Level3 2,235 268,237 | 0.1% 4,790 268,237 | 1.8%
Verio 7,090 814,061 | 0.1% 10,273 814,061 | 1.3%
Abovenet 680 103,122 | 0.1% 2,180 103,122 | 2.1%
TABLE VI

20 30 40
Number of Vantage Points

(d) Abovenet(AS6461)

50

NUMBERS (AND PERCENTAGEY OF ROUTERS IDENTIFIED BYAROMA COMPARED TOROCKETFUEL

ISP Method Lo L1 Lo Ls Ly Ls+ Total
AROMA 1,225 1,752 7,132 10,310 10,091 5,247 35,757
Sprintlink (3.4%) (4.9%) (19.9%) (28.8%) (28.2%) (14.7%) (100.0%)
Rocketfuel 700 6,637 2,566 275 35 119 10,332
(6.8%) (64.2%) (24.8%) (2.7%) (0.3%) (1.2%) (100.0%)
AROMA 459 1,551 1,832 1,096 498 854 5,831
Level3 (7.9%) (26.6%) (31.4%) (18.8%) (8.5%) (14.6%)  (100.0%)
Rocketfuel 625 995 152 13 1 0 1,786
(35.0%) (55.7%) (8.5%) (0.7%) (0.1%) (0.0%) (100.0%)
AROMA 3,217 5,047 32,231 15,750 4,145 13,724 74,114
Verio (4.3%) (6.8%) (43.5%) (21.3%) (5.6%) (18.5%)  (100.0%)
Rocketfuel 1,013 3,657 1,269 268 112 204 6,523
(15.5%) (56.0%) (19.5%) (4.1%) (1.7%) (3.1%) (100.0%)
AROMA 1,472 6,501 6,006 2,696 3,318 1,626 21,619
Abovenet (6.8%) (30.1%) (27.8%) (12.5%) (15.3%) (7.5%) (100.0%)
Rocketfuel 358 281 36 14 10 0 654
(54.7%) (43.0%) (5.5%) (2.3%) (1.5%) (0.0%) (100.0%)

etc. In Table VI we compare the numbers of routers identifidgthnd, AROMA finds a considerable number of routerd.in

in the setsl( up-to L5 using both AROMA and Rocketfuél. andLs. . This confirms our intuition that Rocketfuel is biased
The numbers reveal the deep hierarchy in these large ASestouwtards the backbone of the targeted AS due to the routing of
also reveal that most of Rocketfuel's revealed routers tteea transit traffic through the backbone links. AROMA does not
core of the network, in the sefs, throughL3. On the other from this structural bias as it probes directly the targdfesl
regardless of where their associated routers are locatétbin

4In this table, the column labelefis ;- refers to the number of routers in
the setLs U Lg U L. Since the number of routers ibg and L~ is relatively

insignificant, we sum the numbers together.

network hierarchy.



P

P

(a) Sprintlink(AS1239) (b) Level3(AS3356) (c) Verio(ASR9 (d) Abovenet(AS6461)
Fig. 6. Router degree distribution of ISP observed by AROMA.

ommxxt

-—

(a) Sprintlink(AS1239) (b) Level3(AS3356) (c) Verio(ASR9 (d) Abovenet(AS6461)
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C. Degree Digtribution Rocketfuel's bias towards backbone routers. Notice that th
edge part of a power-law graph hosts a large fraction of the
N degree nodes. By being mostly blind to edge routers,
Rocketfuel deflates théead of the power-law distribution,

S h d h law distributiondb where low degree nodes are represented, which inflates the
OME researchers a vocate the power-law distri ut|o_ arsl of the power-law distribution, where high degree nodes
on their measurements [3], [16], and others question t ;
[

law hvoothesi q ¢ biased ‘ irepresented. The result is a Weibull-like distributawen
Flolw],e[rig]v,v[zgfo €sIS and suggest biased measurements e underlying topology has a strict power-law distriout

) In order to prove our hypothesis, in Figure 7 we plot the degre
_ In Figure 6, we use the AROMA maps of the foulyisirinution for routers belonging to the skg as revealed by
investigated ASes to plot the probability density funcioh\roma, and the distribution for routers belonging fq, etc.
P(d), showing the fraction of routers with degree. The Eig re 7 reveals a consistent pattern in all investigatedsAS
figure clearly shows that the distribution follows a powa™ The nymber of low-degree routers is small in the core, while
P(d) ~d~7. The power-law exponent, is 2.7, 1.7, 1.94, and j; i5 re|atively large at the edges, which supports our argm
2.3 for Sprintlink, Level3, Verio, and Abovenet, respeeliv a1 Rocketfuel’s Weibull distribution is due to its biashig
The estimation ofy is done through least squares regressiqfhserved pattern also contradicts conclusions drawn ih fi9

using the first points of the log-log fitting [17]. This can be yhich the authors argue that core routers have a lower degree
justified by that the firs points on a log-log scale containg,an edge routers. We intend to investigate this issue in our
most of the data of a power-law graph, and fitting the gragf}:ure work.

with all the points, instead of the fir§tpoints, will distort the

results [15]. Previous studies have found power-law exptsne V. CONCLUSIONS ANDFUTURE WORK

of 2.57 with 3,800 routers [13], and of 2.66 with 150,000 |n this paper, we introduced a probing tool to unveil dethile

routers [16]. Internet IP topologies, and made a case for its efficiency-com
The routers’ degree distribution revealed by Rocketfuphred to existing tools. We used this tool to map four majé¥ 1S

is quite different from the power-law distribution revedle topologies and revisited earlier conclusions about therfmt

by AROMA. It has been shown in [25] that the routersIP topology. Our results, contradicting earlier conclusio

degrees follow a Weibull distribution?[X > d] ~ =%, raise more questions than answers. While we believe that

where ¢ is the shape parameter. As opposed to AROMABROMA provides a positive step towards unveiling Interriet |

power-law distribution, the Weibull distribution is notrlg- maps, understanding these maps and the factors affectirg th

tailed. Rocketfuel’s Weibull distribution can be explainky structural and behavioral characteristics is a challantpsk.

source of controversy [9]-[11], [18], [19], [25] since Fateos
et al. suggested that it follows a power-law distributioB][1



Understanding the reasons behind the contradicting eegnlt [15] M. L. Goldstein, S. A. Morris, and G. G. Yen. Problems twittting to

Identifying other Internet features, like the location afér-3
tunnels and generating layer-2 maps will be part of our fu
research.
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