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Abstract

The goal of this technical report is to gain a fundamentaleusiinding of the potential vulnerability of existing
wireless link schemes subject to passive eavesdroppingnéerénce. From the adversary’s perspective, the fedsibil
and fundamental limit of this new attack is explored. In &ddi how the theoretical results are instantiated in vagio
channel models and how the different adversary sensor yleplats affect the inference accuracy are also studied for
practical interests. Preliminary theoretical study révehat a high-fidelity estimate of the desired signal is etle
feasible, provided the spatial correlation among the ilegite receiver and sensors satisfies certain conditions.

|. INTRODUCTION

The security of link signature relies on the uniqueness efttie sender-to-receiver channel impulse response.
Single attacker may have difficulty in emulating the sertdereceiver channel due to the spatial de-correlation
between the channel she measured, i.e., sender-to-attelchanel, and the sender-to-receiver channel. Does it
imply the link signature is secure enough? To answer thistipre it is worth exploring beyond the single attack
case, which is the interest of this research work. In padicuhe vulnerability of link signature undenultiple
attackers will be explored. Specifically,attackers deployed around the receiver will measure thereia between
themselves and the sender, and then based on this set ofrestabannels they collaboratively estimate the sender-
to-receiver channel in order to launch effective attackin& signature authentication. Preliminary theoreticabst
in this technical report will answer the following fundant@inquestions: 1) Would multiple attackers be able to
obtain more accurate sender-to-receiver channel estithatesingle attacker? 2) To what level of accuracy can be
achieved by multiple attackers?

The rest of this technical report is organized as followti®a 1l briefly reviews the physical models for channel
correlation. Section Il presents the capability of obitainhigh accurate channel inference of multiple coopeeativ

attackers. Section IV instantiates the theoretical resulthe physical model. Section V concludes the paper.

II. CHANNEL CORRELATION MODEL

In literature, extensive studies had been done for charoreélation due to physical factors such as multipath
propagation and fading. The one-ring model was first intoeduin [17] [14] and widely explored in later works

such as [13] [20] [26] for multiple antennas systems.



The power azimuth spectrum (PAS) is an important factorsagtierizing the evolution of the channel correlation
as a function of the normalized antenna distance. In liieeatseveral types of PAS are widely used. A PAS with
cos™ () function is proposed in [17]; the uniform PAS was discusse{l4]; truncated normally distributed PAS
was proposed in [2]; Gaussian PAS was also studied in [7]yvtreMises PAS was used in [1]; the multimodal
truncated Laplacian PAS was explored in [25].

In the one-ring model, it is assumed that the angle of ar(#alA) uniquely determines the angle of departure
(AoD) and thus also known as “non-Kronecker” model [34]ntge-Kronecker” model is also used in literature
such as [31] [4]. In the “single-Kronecker” model, the AoAdathe AoD is assumed to be loosely correlated or
independent such that the normalized MIMO channel covaeamnatrix can be well approximated by the Kronecker
product of the covariance matrices at the transmitter andiver. To fill the gap between “non-Kronecker” model
where AoA and AoD are fully correlated and “single-Kroneckmaodel where AoA and Aod are loosely correlated,
an extend one-ring model was proposed in [34] which allowging degrees of correlation between AoA and AoD.

(Not sure this part is related, because currently we onlysicien one transmitter.)

A. The One-ring Model

The classical one-ring model is widely used to study theetation between two channels when one side (either
sender of receiver) of the channel is obstructed by richteeas. Fig. 1 illustrates the one-ring mode where the
ring of scatterers is assumed to be at the transmitter splecifgally,

o T'A, andT A, are two transmitter antennas, afdl,, and RA; are two receiver antennas.

o D is the distance between the transmitter and receiver,/aiglthe radius of the scatterer ring.

o O is the angle of arrive (A0A) at the receiver.

« S(0) is the corresponding scatterer located in artgle

o A is referred to as the angle spread (AS).

Fig. 1. lllustration of the abstract “one-ring” model.

The “one-ring” model is basically a ray-tracing model. Tledldwing assumptions are generally made in this

model:



o The channel varies at a rate slow enough.

« lItis appropriate in the fixed wireless communication cohtekere one side is unobstructed by local scatterers
and the other side is often surrounded by local scatterers.

o The radius of the scatterer ring is determined by the root-mean-square (rms) delay spredoeothannel.

« Only rays that are reflected by the effective scattererstigxance are considered.

« All rays that reach the receiving antennas are equal in power

o Every actual scatterer that lies at an angle to the recesveapresented by a corresponding effective scatterer
located at the same angle on the scatterer ring.

« Therefore, rays that are reflected 5Y6) are all subject to a phase changedgp). Statistically, ¢(6) is
modeled as uniformly distributed ir-7, 7) and i.i.d. iné.

In particular, suppose that there dkeeffective scatterers(6;), then the properly normalized complex path gain

connecting transmitting antenffa4,, and receiving antenn&A4;, is
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In general, there is no closed-form for the above integnat when the AS is small, i.eA = %, an approximation

exists.
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If only one transmitter with single antenna is considered eixkamplel’4,, and think ofRA; as the receiver and
RA,, as an attacker, then the correlation between sender-ivegachanneld; ,, and sender-to-attacker channel
H, , where the sender is surrounded by scatters and the attaukeeeeiver are in the x-axis can be approximated
as

2
BlH, H,) = e A)dw(r’a)(ly/@‘]“(@) QTdeW)) @



whered, (r,a) is the distance between receiver and attacker. It can be fseen(4) that two channel will de-
correlated very slowly if AS is small. Fig. 2—4 show how théati®n between channel correlation varies with

respect to AS and AoD.

>,

Fig. 2. Envelope correlation for Ao® = 0° with different AS.

B. Correlation of Channel Envelope

The one-ring model characterizes the correlap@, pic. (hi1(t), h5(t)) of two channels impulse responsest)
and hy(t). In literature, the amplitude of the channel impulse resgdh(t)| is also usually used [19] [18]. To
qualify the correlation of the amplitude of two channgls,, (|1 (t)], |h2(t)|), [15] [16] show the following:

pe'rw(|h1(t)|a|h2(t)|) ~ |pcompl€l‘(h1(t)ah;(t))|2 (5)

C. Extension of One-ring Model

The one-ring model applies to the situation where only ode sif the channel is surrounded by scatterers. Two-
ring models are explored to characterize the communicatiannels where both sides of the channel are surrounded
by scatterers. To avoid the technical difficulties of the ldetbounced two-ring model [8] [9] as discussed in [32],

single-bounced two-ring model was proposed in [30], whi@surther extended to mobile-to-mobile case in [3].

D. Other Related Channel Model

The Saleh-Valenzuela model was proposed in [23] for widdif#i$O multipath indoor scenario on the basis of

the indoor measurements, and further extended to MIMO sysia [29].
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Fig. 3. Envelope correlation for Aol® = 45° with different AS.

E. Shadow Fading

The well known statistic model of shadow fading is the lognakdistribution. The autocorrelation of the shadow
fading of a certain channel at different time instances i stedied in [12] where an exponential autocorrelation
function was proposed. The cross-correlation of the shdddimg between two links is of our interests. A suitable
cross-correlation model was proposed in [10] based on thEngnary work in [28]. Further, it was pointed out
in [33] that the cross-correlation mainly depends on twddes: 1) the angle from which the mobile user sees the
two base stations; 2) the ratio between the distance fronmiblgile to each station. In [11], a general correlation
model for shadow fading was proposed to includes both auteledion and cross-correlation features.

In [27], a protocol of how to use shadow fading to generateetd®y was developed.

In [22] [21], the cross-correlation of links due to shadowifay in multi-hop network was explored. In particular,

the shadow fading is model by a function of underlying shadgwield.

IIl. ESTIMATE THE CHANNEL USING MULTIPLE SENSORS

In this section, the following two substantial results v shown:

« Multiple attackers can obtain more accurate sender-teivecchannel estimate, i.e., the link signature authen-
tication is more vulnerable under multiple attackers;

« Under certain conditions, multiple attackers can obtairfqm¢ sender-to-receiver channel estimate, i.e., the
mean-square-error (MSE) of the estimate is zero. This espihat, the current link signature authentication

method cannot work at all in these situations.
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Fig. 4. Envelope correlation for Aol® = 90° with different AS.

First, the fact that multiple attackers always have a mooeii@te sender-to-receiver channel estimate than single
attacker is shown. Denote the sender-to-receiver charintina ¢ as a random variabl&, and the sender-to-
attackeri channel at time asY;. In addition, assume that the covariance between any oé tteesdlom variables
are known because the covariance can be derived from theécphysodels that will be introduced in next section.
The following proposition will show that the estimate of thender-to-receiver chann#l; ,, based om attackers’
channel measurements; ,,’s is always smaller than that based on single attacker'smlameasuremerf, ,, .

Proposition 1: The linear channel estimatcﬁ]‘s,,. based on multiple channel measuremé#i{s, = [Hs.q,, Hs.a,,

.y Hs o,]T fromn(> 1) attackers is always no worse than the estimator based ole sittgcker channel measure-
ment in terms of MSE. In particular, 1€t,,.,, = Cov(Hs 4, Hs o) and By, x1 = Cov(H, -, Hs ,) be the covariance
matrix of attacker measured channels and the covariandervet the sender-to-receiver channel and attacker
measured channels, respectively. Then, the linear minimmean square error (LMMSE) estimatéfw is given

by

ﬁs,7‘ = E[Hs,r] + fT(Hs,a - E[Hs,a]) (6)
where¢ is the coefficient vector of the estimator that statisfies

c¢ = B @)

Proof: According to the orthogonality principle, it is straightfeard to show (7) holds. Now, it is going to be

shown that the estimator based on multiple measurements igonse than that based on a single measurement.



Without lose of generality, letX = H,, — E[Hs.], Y; = Hsqo, — E[Hs,q,] andY = [V1,Ys,...,Y,]T, and
consequentlyZ(X) = 0 and B(X?) = 1, and E(Y;) = 0 and E(Y?) = 1 (i = 1,...,n).} It is clear that, the
covariance matrices corresponding 4 . and H; , are identical to those corresponding i and Y. That is,
Cov(Y,Y) = Cpxn and Cov(X,Y) = B,«1. As a consequence, the coefficient vector of the estimatoX a$

identical to¢, the estimator coefficient off; ,., and accordingly, the estimator o&f is given by
Xn = &Y ®
Similarly, the linear estimator using single measuremsntj = ¢Y; where

Ciip = B (9)
and(C ; is the variance ol;. From (7) and (9), it can be seen that

ce = Ciip (10)

WhereCY) is the first row ofC' and B, is the first element of3.?
Since it can be verified thal/ SE(X) = MSE(H,,), the following proof will focus on the MSE of.

According to (8), the MSE of channel estimator using mLmipttackersX'm is given as
MSE,, = E[X;-X)’]
= E[X? - Cov(X,Y) Cov (Y, Y)Cov(X,Y)

A-BTCc™'B (11)

where A = 1 denotes the variance of. Similarly, the MSE of the channel estimator using singleasugement

X, is given as

MSE, = E[(X,—X)?
= E[XQ] 7COU(X, Yl)CO’Uil(Yl,Yl)CO’U(X, Yl)
Cia
The goal is to proveVl SE,, < MSE;. This is equivalent to prove’ C¢ > ¢C 1¢ considering (7) and (9).
d ET
Partition matrixC asC = whered;x1 = Cov(Y1,Y1), E(_1)x1 = Cov(Y1,[Ya,...,Y,]T) and
E F
Clin—1)x(n—1) = Cov([Ya,...,Y,]"). Thus,Cy 1 = d and CY) = [d ET]. Considering (10), to prove’C¢ >
d ET d
©C1 1¢p is equivalent to prove” £> LT {d ET} £. It can be seen that it is sufficient to prove
E F E

IHere, it is assumed that all the channel powers are norndalize

2Without loss of generality, assume that the first measureisemsed.
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that is positive semi-definite (PSD), which is equivalent to grakatd - F — EET is
On-1yx1 d-F—EET
PSD.
At al
To do so, the eigenvalue decomposition(dis found asC' = [@1 an} ... | whereg; =
Ao | |@F
U1,i
andu; = [ua, ..., u,;]*. Based on this notation, it can be verified thiat > \juq u1:, E = Nug v

and F = Y \u;ul. In addition, all\; > 0 because” is PSD and full-rank.
For any vecton,

aT(d-F—EET)a (ZZ)\)\u“u“u] ZZ)‘)‘“““U% )a
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wherev; = -, N = Aiuf ;> 0 andf; = o’'v; and the last step in (13) is due to the Cauchy-Schwartz iniegua

>

o

(13)

Therefore MSE(X,,) < MSE(X,) for X and so isH_,. [
Proposition 2: The MSE of X based on measuremenits which is identical to the MSE oﬁs,r, is given by
X X A BT
jes((g) whereT' = Cou( , ) = , where Ay, = Cov(X) = 1, Bnx1 = Cov(X,Y) and
Y Y B C
Crxn = Cov(Y).
5 ¢ B 5
Proof: LetT' = andS = A — BTC~'B be the Schur complement of Then,
BT A
MSE(X) = E [(X - Xﬂ

= A-B'C™'B

= det(A—B'C™'B)

= (14)



[ ]
Proposition 3: If the correlation between any two sensors (either attaokeeceiver) with displacement vector
dis f(|d]), i.e., omnidirectional channel correlation model, andiladl attackers are uniformly deployed around the
receiver on a circle with radius, then the MSE that can be achieved by deployingttackers is given by
n- f2(r)

n—1

> f(2r-sin(%r))

k=0

Proof: In this setting, the channel correlation between the setwszceiver channel and sender-to-attacker

MSE, = 1- (15)

channel isf(r), and the correlation between the channels measured hiyhtaed;th attackers igf (2r-sin( ==41)).

n

Denotef(r) by b and f(2r - sin(%’“)) by g(k), respectively, then the determinantldfis given by

[1 b b b 1

b 1 g(1) - gln—1)

bogn—1) 1 g(1) g9(n—2)

det(T') =

b 9 g2 - gln-1) 1 4 (n41)x (n+1)

1 b b b 1

0 152 g(1) — b2 g(n—1) —bv?

0 gln—1)—-b> 1-0b> g(1)-b? g(n—2) —bv?

72 ) _ K2 K2

_0 g(]-) b 9(2) b g(n 1) b 1-b = (n+1)x(n+1)
1—b? g(1) — b2 g(n—1) —bv?

gn—1)—-v> 1-0> g(1)-b? g(n—2)—b?

L og() =0 g2 - gln—1)-b 1-v* ]

n—1

= H (Co + w4+ Cnflwgl_l) (16)
i=0
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wherew;, = exp(j2Z~

of (16) is due to the property of circulant matrix [5]. Simillg the determinant o’ is given by

), i.e., thenth roots of unity, andy = 1 —b% andc; = g(n —4) — b? for i > 0. The last step

n—1
det(C) = ] (co+ciw! +-+cfywi™) (17)

1=0

wherec, = 1 and¢, = g(n — i) for i > 0. According to (14), the MSE of using attackers is given by

det (")
MSE, =
! det(C)
_ ﬁ -C() + Clwil + -+ Cnflw;-”_l
i=0 _06 + c’lwil + -+ C;Lilw;.n—l
[ ! /ol / ’rL—l_bgnil k
n-l | Co QW F + 1w, Z Wy
- k=0
;l;[() c()+caw}+"'+0%,1wgl_l
_ C€)+C/1+'~-+C;L71fn,b2
C/O+C/1+...+C;L—1
L f2
= 1= n—1 n-f (7“) .
> f(2R-sin(Zk))
k=0
n—1
where the second last equality is due to the fact thatw? = §(i). .

k=0
Corollary 1: In order to show more insight about how the correlation betweeceiver and attacker and the
correlation between any two attackers affects the MSE ofipialattacker channel estimation, a special theoretical
model is considered. Assume that the correlation betwegnastacker to the receiver is and the correlation
between any two attackers is Then, the resulting MSE of using attackers is given b *fi@?_"gf“ 3

Proof: In this special case, the determinantldfs

1 b b ]
b 1 a -+ a
det(T') = b a 1 a (19)
b a -+ a 1
L A (n+1)x(n+1)

Mathematically, this is a special case of (15) and thus threesponding MSE of. attackers can be obtained by

substituting f(r) = b and f(2rsin(Z£)) = a (k = 1,..,n — 1) into (15). The resulting expression & SE =

det(T') _ 1+4(n—1)a—nb? m
det(C) — 1+(n—1)a *

Corollary 2: If a < b, thendn = =%, s.t., the MSE of using attackers is zero. If > b, the limits of MSE

. 2
is =~ asn — oc.

3The covariance matriX’ exists (or it is positive-definite) ifft + (n — 1)a — nb? > 0. Therefore, the MSE is always no less than zero.
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For example, whem = 0.05, andb = 0.3, the minimum number of attackers required for zero MSE isuabo

24. However, whem: = 0, i.e., the measured channels from any two attackers arerngtaied, and = 0.5, only
4 attackers are able to achieve zero MSE. That is, from thelatts perspective, smaldl, i.e., less correlation

between attacker measured channels, and large., strong correlation between attacker measured ehamd
receiver measured channel, are preferred.
IV. SIMULATION RESULTS
A. A Toy Example

Fig. 5—-Fig. 7 show how the MSE is affected by the correlatietwleen attacker and receiMeand that between
any two attackers: based on Corollaryl. All the simulated values are based ®0000 Monte Carlo runs.

In
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MSE comparison of using single and multiple attasker

Fig. 5, the conditiorn < b? is satisfied and thus by using multiple attackers the MSE @ameduced to nearly

zero as the number of attackers incredsksFig. 6, sincea = b2, more thar0 (infinite number of) attackers are

in this case.

required to reduce the MSE to zero. In Fig. 7, sincis larger thanb?, then according to Corollary, no matter
how many attackers are used, the MSE can never be reducedbtdme instead a limit exist, which is aboi5

4Due to the roundoff problem, i.en can only take integer value, the MSE cannot be exactly zero.
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MSE comparison of using single and multiple attasker

B. One-ring Model & Attackers Along x-direction

In this section, the sender-to-receiver channel estimagsults of single and multiple attackers will be shown.

The one-ring model is used to characterize the channellatime assuming that the scatters is on the sender side. In
addition, the attackers are equal-spaced deployed alang-#xis, i.e., in the sender-to-receiver direction. Assum

the distance between two adjacent attackerddwavelength), and the nearest attacker of the receiver is also
with distanceAd as show in Fig. 8. The corresponding simulation result ofleeio-receiver channel estimation
based on the sender-to-attacker channel measurementsoare & Fig. 9 and Fig. 10. Further, the variance of the
sender-to-receiver channel is assumed to be unity.
As shown in Fig. 9 and Fig. 10, it can be seen that the MSE of mélagstimation of single attacker is high
(about0.42 and 0.63). However, the MSE of multiple attackers is abduin Fig. 9 and0.04 in Fig. 10. The
MSE of the second case is a little bit higher is because tharntie of the attackers to receivers are larger, but in
both case, multiple attackers achieve much better MSE thaglesattacker. The low MSE implies that multiple
attackers is able to launch effective attacker to link sigreaauthentication. Fig. 11 and Fig. 12 show similar
simulation but with smaller AS5€) and largerAd (60 wavelengths an&0 wavelengths). As the results show, a

smaller AS allows largeAd while achieves similar MSE performance. That is, smalleridglies slower channel
de-correlation between receiver and attacker and thusskxsse.

Fig. 13 and Fig. 14 show the relation between the neareskatt#o receiver distanc&d and the MSE of channel

estimation of multiple attackers. As shown in these figuties,further away the attacker is from the receiver, the

12
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Fig. 8. Attackers along x-direction.

larger MSE is and thus more secure the system is. Therefan®, defense point of view, it is always better to
put larger protection region around the receiver to prettemtattacker to be too close to the receiver. However, as
shown in the figure, by using multiple attackers, it is alwpgssible to achieve better MSE than single attacker. For
example, assume a MSE larger thaf5 is worse enough to have the link signature authenticatiamgbgecure. As
indicated in Fig. 13, if AS i$°, to prevent single attacker, the receiver needs a proteotigion with radius about

20 wavelength, which is approximatety7(m) for 900MHz signal, however, to prevent multiple, e.§.attackers,

the protection region needs to be extended to aB6wvavelength, which is approximate36.7(m) for 900MHz

signal.
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C. Isotropic Sow De-correlation Model

The one-ring model indicates that the slow de-correlatiocues in the sender-to-receiver direction. However, as
shown in [6], the slow de-correlation occurs in all direatid herefore, it is also to explore the MSE under isotropic
slow de-correlation models. This is like to be occurred whem line-of-sight component exist. In particular, the
correlation in x-direction obtained by the one-ring modelJg ((%)Q%dw(r, a)) according to (4) and (5). In
isotropic case, it may be reasonable to conjecture that dheslation between two receivers with distan¢es
JE ((%)Q%d). In addition, in this case (15) can be applied. Based on thésiraption, the MSE ofi circulant
deployed attackers are shown in Fig. 15-Fig. 18. Fig. 19 dgd2® show the relation between MSE and AS.
Similar conclusion can be drawn as in previous subsecHaomever, the difference is that in the isotropic circulant

case, there would be no more MSE improvement when the number of attackers exceeds 5.

V. CONCLUSIONS

In this technical report, two fundamental conclusions weéhpect to the existing link signature authentication are
drawn: 1) Multiple attackers can obtain more accurate settdeeceiver channel estimate, i.e., the link signature
authentication is more vulnerable under multiple attagk2y Under certain conditions, multiple attackers caniobta
perfect sender-to-receiver channel estimate, i.e., thenrsgquare-error (MSE) of the estimate is zero. This implies
that, the current link signature authentication methodnoamwork at all in these situations. Simulation results
justify the theoretical derivations. Future works includgenrich and extend our channel modeling to include other

important physical factors that are currently ignored; £plere the practical designs the adversary can take to
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Fig. 10. MSE of channel estimation.

approximate the theoretical results; 3) explore how is th@noel estimate related to the security of wireless link

signatures used in different applications.
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