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Abstract

The goal of this technical report is to gain a fundamental understanding of the potential vulnerability of existing

wireless link schemes subject to passive eavesdropping andinference. From the adversary’s perspective, the feasibility

and fundamental limit of this new attack is explored. In addition, how the theoretical results are instantiated in various

channel models and how the different adversary sensor deployments affect the inference accuracy are also studied for

practical interests. Preliminary theoretical study reveals that a high-fidelity estimate of the desired signal is indeed

feasible, provided the spatial correlation among the legitimate receiver and sensors satisfies certain conditions.

I. I NTRODUCTION

The security of link signature relies on the uniqueness of the the sender-to-receiver channel impulse response.

Single attacker may have difficulty in emulating the sender-to-receiver channel due to the spatial de-correlation

between the channel she measured, i.e., sender-to-attacker channel, and the sender-to-receiver channel. Does it

imply the link signature is secure enough? To answer this question, it is worth exploring beyond the single attack

case, which is the interest of this research work. In particular, the vulnerability of link signature undermultiple

attackers will be explored. Specifically,n attackers deployed around the receiver will measure the channels between

themselves and the sender, and then based on this set of measured channels they collaboratively estimate the sender-

to-receiver channel in order to launch effective attack to link signature authentication. Preliminary theoretical study

in this technical report will answer the following fundamental questions: 1) Would multiple attackers be able to

obtain more accurate sender-to-receiver channel estimatethan single attacker? 2) To what level of accuracy can be

achieved by multiple attackers?

The rest of this technical report is organized as follows. Section II briefly reviews the physical models for channel

correlation. Section III presents the capability of obtaining high accurate channel inference of multiple cooperative

attackers. Section IV instantiates the theoretical results in the physical model. Section V concludes the paper.

II. CHANNEL CORRELATION MODEL

In literature, extensive studies had been done for channel correlation due to physical factors such as multipath

propagation and fading. The one-ring model was first introduced in [17] [14] and widely explored in later works

such as [13] [20] [26] for multiple antennas systems.
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The power azimuth spectrum (PAS) is an important factors characterizing the evolution of the channel correlation

as a function of the normalized antenna distance. In literature, several types of PAS are widely used. A PAS with

cosn(ϕ) function is proposed in [17]; the uniform PAS was discussed in [24]; truncated normally distributed PAS

was proposed in [2]; Gaussian PAS was also studied in [7]; thevon-Mises PAS was used in [1]; the multimodal

truncated Laplacian PAS was explored in [25].

In the one-ring model, it is assumed that the angle of arrival(AoA) uniquely determines the angle of departure

(AoD) and thus also known as “non-Kronecker” model [34]. “single-Kronecker” model is also used in literature

such as [31] [4]. In the “single-Kronecker” model, the AoA and the AoD is assumed to be loosely correlated or

independent such that the normalized MIMO channel covariance matrix can be well approximated by the Kronecker

product of the covariance matrices at the transmitter and receiver. To fill the gap between “non-Kronecker” model

where AoA and AoD are fully correlated and “single-Kronecker” model where AoA and Aod are loosely correlated,

an extend one-ring model was proposed in [34] which allows varying degrees of correlation between AoA and AoD.

(Not sure this part is related, because currently we only consider one transmitter.)

A. The One-ring Model

The classical one-ring model is widely used to study the correlation between two channels when one side (either

sender of receiver) of the channel is obstructed by rich scatterers. Fig. 1 illustrates the one-ring mode where the

ring of scatterers is assumed to be at the transmitter side. Specifically,

• TAp andTAq are two transmitter antennas, andRAm andRAl are two receiver antennas.

• D is the distance between the transmitter and receiver, andR is the radius of the scatterer ring.

• Θ is the angle of arrive (AoA) at the receiver.

• S(θ) is the corresponding scatterer located in angleθ.

• ∆ is referred to as the angle spread (AS).
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Fig. 1. Illustration of the abstract “one-ring” model.

The “one-ring” model is basically a ray-tracing model. The following assumptions are generally made in this

model:
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• The channel varies at a rate slow enough.

• It is appropriate in the fixed wireless communication context, where one side is unobstructed by local scatterers

and the other side is often surrounded by local scatterers.

• The radius of the scatterer ringR is determined by the root-mean-square (rms) delay spread ofthe channel.

• Only rays that are reflected by the effective scatterers exactly once are considered.

• All rays that reach the receiving antennas are equal in power.

• Every actual scatterer that lies at an angle to the receiver is represented by a corresponding effective scatterer

located at the same angle on the scatterer ring.

• Therefore, rays that are reflected byS(θ) are all subject to a phase change ofφ(θ). Statistically,φ(θ) is

modeled as uniformly distributed in[−π, π) and i.i.d. inθ.

In particular, suppose that there areK effective scatterersS(θk), then the properly normalized complex path gain

connecting transmitting antennaTAp and receiving antennaRAl is

Hl,p =
1√
2π

2π∫

0

1√
K

K∑

k=1

δ(θ − θk) exp

{
−j

2π

λ
(DTAp→S(θ) +DS(θ)→RAl

) + jφ(θ)

}
dθ (1)

whereDA→B denotes the distance between two objectsA andB, φ(θ), which is assumed to be uniform in[−π, π)

and i.i.d. in θ, is the signal phase change due to the scatterS(θ). Consequently, by taking the expectation over

φ(θ) assuming uniform power azimuth spectrum (PAS) andK → ∞, the covariance between two channelsHl,p

andHm,q is

E[Hl,pH
∗
m,q] =

1

2π

2π∫

0

exp

{
−j

2π

λ
[DTAp→S(θ) +DS(θ)→RAl

−DTAq→S(θ) −DS(θ)→RAm
]

}
dθ (2)

In general, there is no closed-form for the above integral, but when the AS is small, i.e.,∆ ≈ R
D , an approximation

exists.

E[Hl,pH
∗
m,q] =

1

2π

2π∫

0

exp

{
−j

2π

λ

[
DTAp→S(θ) +DS(θ)→RAl

−DTAq→S(θ) −DS(θ)→RAm

]}
dθ

≈ 1

2π

2π∫

0

exp

{
− j

2π

λ

[
dTx (p, q) ·

(
1− ∆2

4
+

∆2 cos 2θ

4

)

+∆dTy (p, q) sin θ + dRx (l,m) sin θ + dRy (l,m) cos θ

]}
dθ (3)

If only one transmitter with single antenna is considered, for exampleTAp, and think ofRAl as the receiver and

RAm as an attacker, then the correlation between sender-to-receiver channelHs,r and sender-to-attacker channel

Hs,a where the sender is surrounded by scatters and the attacker and receiver are in the x-axis can be approximated

as

E[Hs,rH
∗
s,a] = e−j(2π/λ)dx(r,a)(1−∆2/4)J0

((
∆

2

)2
2π

λ
dx(r, a)

)
(4)
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wheredx(r, a) is the distance between receiver and attacker. It can be seenfrom (4) that two channel will de-

correlated very slowly if AS is small. Fig. 2–4 show how the relation between channel correlation varies with

respect to AS and AoD.
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Fig. 2. Envelope correlation for AoDΘ = 0◦ with different AS.

B. Correlation of Channel Envelope

The one-ring model characterizes the correlationρcomplex(h1(t), h
∗
2(t)) of two channels impulse responsesh1(t)

and h2(t). In literature, the amplitude of the channel impulse response |h(t)| is also usually used [19] [18]. To

qualify the correlation of the amplitude of two channelsρenv(|h1(t)|, |h2(t)|), [15] [16] show the following:

ρenv(|h1(t)|, |h2(t)|) ≈ |ρcomplex(h1(t), h
∗
2(t))|2 (5)

C. Extension of One-ring Model

The one-ring model applies to the situation where only one side of the channel is surrounded by scatterers. Two-

ring models are explored to characterize the communicationchannels where both sides of the channel are surrounded

by scatterers. To avoid the technical difficulties of the double-bounced two-ring model [8] [9] as discussed in [32],

single-bounced two-ring model was proposed in [30], which was further extended to mobile-to-mobile case in [3].

D. Other Related Channel Model

The Saleh-Valenzuela model was proposed in [23] for wideband SISO multipath indoor scenario on the basis of

the indoor measurements, and further extended to MIMO systems in [29].
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Fig. 3. Envelope correlation for AoDΘ = 45◦ with different AS.

E. Shadow Fading

The well known statistic model of shadow fading is the lognormal distribution. The autocorrelation of the shadow

fading of a certain channel at different time instances is well studied in [12] where an exponential autocorrelation

function was proposed. The cross-correlation of the shadowfading between two links is of our interests. A suitable

cross-correlation model was proposed in [10] based on the preliminary work in [28]. Further, it was pointed out

in [33] that the cross-correlation mainly depends on two factors: 1) the angle from which the mobile user sees the

two base stations; 2) the ratio between the distance from themobile to each station. In [11], a general correlation

model for shadow fading was proposed to includes both autocorrelation and cross-correlation features.

In [27], a protocol of how to use shadow fading to generate secret key was developed.

In [22] [21], the cross-correlation of links due to shadow fading in multi-hop network was explored. In particular,

the shadow fading is model by a function of underlying shadowing field.

III. E STIMATE THE CHANNEL USING MULTIPLE SENSORS

In this section, the following two substantial results willbe shown:

• Multiple attackers can obtain more accurate sender-to-receiver channel estimate, i.e., the link signature authen-

tication is more vulnerable under multiple attackers;

• Under certain conditions, multiple attackers can obtain perfect sender-to-receiver channel estimate, i.e., the

mean-square-error (MSE) of the estimate is zero. This implies that, the current link signature authentication

method cannot work at all in these situations.
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Fig. 4. Envelope correlation for AoDΘ = 90◦ with different AS.

First, the fact that multiple attackers always have a more accurate sender-to-receiver channel estimate than single

attacker is shown. Denote the sender-to-receiver channel at time t as a random variableX , and the sender-to-

attackeri channel at timet asYi. In addition, assume that the covariance between any of these random variables

are known because the covariance can be derived from the physical models that will be introduced in next section.

The following proposition will show that the estimate of thesender-to-receiver channelHs,r based onn attackers’

channel measurementsHs,ai
’s is always smaller than that based on single attacker’s channel measurementHs,ai

.

Proposition 1: The linear channel estimator̂Hs,r based on multiple channel measurementsHs,a = [Hs,a1
, Hs,a2

,

..., Hs,an
]T from n(≥ 1) attackers is always no worse than the estimator based on single attacker channel measure-

ment in terms of MSE. In particular, letCn×n = Cov(Hs,a, Hs,a) andBn×1 = Cov(Hs,r , Hs,a) be the covariance

matrix of attacker measured channels and the covariance vector of the sender-to-receiver channel and attacker

measured channels, respectively. Then, the linear minimummean square error (LMMSE) estimator̂Hs,r is given

by

Ĥs,r = E[Hs,r] + ξT (Hs,a − E[Hs,a]) (6)

whereξ is the coefficient vector of the estimator that statisfies

Cξ = B (7)

Proof: According to the orthogonality principle, it is straightforward to show (7) holds. Now, it is going to be

shown that the estimator based on multiple measurements is no worse than that based on a single measurement.
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Without lose of generality, letX = Hs,r − E[Hs,r], Yi = Hs,ai
− E[Hs,ai

] and Y = [Y1, Y2, ..., Yn]
T , and

consequentlyE(X) = 0 and E(X2) = 1, andE(Yi) = 0 andE(Y 2
i ) = 1 (i = 1, ..., n).1 It is clear that, the

covariance matrices corresponding toHs,r and Hs,a are identical to those corresponding toX and Y . That is,

Cov(Y, Y ) = Cn×n andCov(X,Y ) = Bn×1. As a consequence, the coefficient vector of the estimator ofX is

identical toξ, the estimator coefficient ofHs,r, and accordingly, the estimator ofX is given by

X̂m = ξTY (8)

Similarly, the linear estimator using single measurement is X̂s = ϕY1 where

C1,1ϕ = B1 (9)

andC1,1 is the variance ofY1. From (7) and (9), it can be seen that

C
(r)
1 ξ = C1,1ϕ (10)

whereC(r)
1 is the first row ofC andB1 is the first element ofB.2

Since it can be verified thatMSE(X̂) = MSE(Ĥs,r), the following proof will focus on the MSE ofX̂.

According to (8), the MSE of channel estimator using multiple attackersX̂m is given as

MSEm = E[(X̂m −X)2]

= E[X2]− Cov(X,Y )TCov−1(Y, Y )Cov(X,Y )

= A−BTC−1B (11)

whereA = 1 denotes the variance ofX . Similarly, the MSE of the channel estimator using single measurement

X̂s is given as

MSEs = E[(X̂s −X)2]

= E[X2]− Cov(X,Y1)Cov−1(Y1, Y1)Cov(X,Y1)

= A− B2
1

C1,1
(12)

The goal is to proveMSEm ≤ MSEs. This is equivalent to proveξTCξ ≥ ϕC1,1ϕ considering (7) and (9).

Partition matrixC as C =



d ET

E F


 whered1×1 = Cov(Y1, Y1), E(n−1)×1 = Cov(Y1, [Y2, ..., Yn]

T ) and

C(n−1)×(n−1) = Cov([Y2, ..., Yn]
T ). Thus,C1,1 = d and C

(r)
1 = [d ET ]. Considering (10), to proveξTCξ ≥

ϕC1,1ϕ is equivalent to proveξT



d ET

E F


 ξ ≥ 1

dξ
T



d

E



[
d ET

]
ξ. It can be seen that it is sufficient to prove

1Here, it is assumed that all the channel powers are normalized.

2Without loss of generality, assume that the first measurement is used.
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that




0 01×(n−1)

0(n−1)×1 d · F − EET


 is positive semi-definite (PSD), which is equivalent to prove thatd ·F −EET is

PSD.

To do so, the eigenvalue decomposition ofC is found asC =
[
ũ1 ... ũn

]




λ1

...

λn







ũT
1

...

ũT
n




whereũi =



u1,i

ui


 andui = [u2,i, ..., un,i]

T . Based on this notation, it can be verified thatd =
∑
i

λiu1,iu1,i, E =
∑
i

λiu1,iui

andF =
∑
i

λiuiu
T
i . In addition, allλi > 0 becauseC is PSD and full-rank.

For any vectorα,

αT (d · F − EET )α = αT



∑

i

∑

j

λiλju1,iu1,iuju
T
j −

∑

i

∑

j

λiλju1,iu1,juiu
T
j


α

= αT



∑

i

∑

j

λ̃iλ̃jvjv
T
j −

∑

i

∑

j

λ̃iλ̃jviv
T
j


α

=
∑

i

∑

j

λ̃iλ̃jβjβj −
∑

i

∑

j

λ̃iλ̃jβiβj

=

(
∑

i

λ̃i

)


∑

j

λ̃jβ
2
j



−
(
∑

i

λ̃iβi

)2

≥ 0 (13)

wherevi =
ui

u1,i
, λ̃i = λiu

2
1,i > 0 andβi = αT vi and the last step in (13) is due to the Cauchy-Schwartz inequality.

Therefore,MSE(X̂m) ≤ MSE(X̂s) for X̂ and so isĤs,r.

Proposition 2: The MSE ofX̂ based on measurementsY , which is identical to the MSE of̂Hs,r, is given by

det (Γ)
det (C) whereΓ = Cov(



X

Y


 ,



X

Y


) =



A BT

B C


, whereA1×1 = Cov(X) = 1, Bn×1 = Cov(X,Y ) and

Cn×n = Cov(Y ).

Proof: Let Γ̃ =



C B

BT A


 andS = A−BTC−1B be the Schur complement of̃Γ. Then,

MSE(X̂) = E
[
(X̂ −X)2

]

= A−BTC−1B

= det(A−BTC−1B)

= det(S)

=
det(Γ̃)

det(C)

=
det(Γ)

det(C)
(14)
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Proposition 3: If the correlation between any two sensors (either attackeror receiver) with displacement vector

d is f(|d|), i.e., omnidirectional channel correlation model, and allthe attackers are uniformly deployed around the

receiver on a circle with radiusr, then the MSE that can be achieved by deployingn attackers is given by

MSEn = 1− n · f2(r)
n−1∑
k=0

f(2r · sin(πkn ))

(15)

Proof: In this setting, the channel correlation between the sender-to-receiver channel and sender-to-attacker

channel isf(r), and the correlation between the channels measured by theith andjth attackers isf(2r·sin(π|i−j|
n )).

Denotef(r) by b andf(2r · sin(πkn )) by g(k), respectively, then the determinant ofΓ is given by

det(Γ) =

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣




1 b b · · · · · · b

b 1 g(1) · · · · · · g(n− 1)

b g(n− 1) 1 g(1) · · · g(n− 2)

...
...

...
. . .

...
...

...
...

... · · · . . .
...

b g(1) g(2) · · · g(n− 1) 1




(n+1)×(n+1)

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

=

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣




1 b b · · · · · · b

0 1− b2 g(1)− b2 · · · · · · g(n− 1)− b2

0 g(n− 1)− b2 1− b2 g(1)− b2 · · · g(n− 2)− b2

...
...

...
. . .

...
...

...
...

... · · · . . .
...

0 g(1)− b2 g(2)− b2 · · · g(n− 1)− b2 1− b2




(n+1)×(n+1)

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

=

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣




1− b2 g(1)− b2 · · · · · · g(n− 1)− b2

g(n− 1)− b2 1− b2 g(1)− b2 · · · g(n− 2)− b2

...
...

. . .
...

...

...
... · · · . . .

...

g(1)− b2 g(2)− b2 · · · g(n− 1)− b2 1− b2




n×n

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

=
n−1∏

i=0

(
c0 + c1ω

1
i + · · ·+ cn−1ω

n−1
i

)
(16)
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whereωk = exp(j 2πk
n ), i.e., thenth roots of unity, andc0 = 1− b2 andci = g(n− i)− b2 for i > 0. The last step

of (16) is due to the property of circulant matrix [5]. Similarly, the determinant ofC is given by

det(C) =

n−1∏

i=0

(
c′0 + c′1ω

1
i + · · ·+ c′n−1ω

n−1
i

)
(17)

wherec′0 = 1 andc′i = g(n− i) for i > 0. According to (14), the MSE of usingn attackers is given by

MSEn =
det (Γ)

det(C)

=
n−1∏

i=0

[
c0 + c1ω

1
i + · · ·+ cn−1ω

n−1
i

c′0 + c′1ω
1
i + · · ·+ c′n−1ω

n−1
i

]

=

n−1∏

i=0



c′0 + c′1ω

1
i + · · ·+ c′n−1ω

n−1
i − b2

n−1∑
k=0

ωk
i

c′0 + c′1ω
1
i + · · ·+ c′n−1ω

n−1
i




=
c′0 + c′1 + · · ·+ c′n−1 − n · b2

c′0 + c′1 + · · ·+ c′n−1

= 1− n · f2(r)
n−1∑
k=0

f(2R · sin(πkn ))

(18)

where the second last equality is due to the fact that
n−1∑
k=0

ωk
i = δ(i).

Corollary 1: In order to show more insight about how the correlation between receiver and attacker and the

correlation between any two attackers affects the MSE of multiple attacker channel estimation, a special theoretical

model is considered. Assume that the correlation between any attacker to the receiver isb and the correlation

between any two attackers isa. Then, the resulting MSE of usingn attackers is given by1+(n−1)a−nb2

1+(n−1)a .3

Proof: In this special case, the determinant ofΓ is

det(Γ) =

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣




1 b b · · · b

b 1 a · · · a

b a 1 · · · a

...
...

...
. ..

...

b a · · · a 1




(n+1)×(n+1)

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

(19)

Mathematically, this is a special case of (15) and thus the corresponding MSE ofn attackers can be obtained by

substitutingf(r) = b and f(2r sin(πkn )) = a (k = 1, ..., n − 1) into (15). The resulting expression isMSE =

det(Γ)
det(C) =

1+(n−1)a−nb2

1+(n−1)a .

Corollary 2: If a ≤ b2, then∃n = 1−a
b2−a , s.t., the MSE of usingn attackers is zero. Ifa > b2, the limits of MSE

is a−b2

a asn → ∞.

3The covariance matrixΓ exists (or it is positive-definite) iff1 + (n− 1)a − nb2 > 0. Therefore, the MSE is always no less than zero.
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For example, whena = 0.05, andb = 0.3, the minimum number of attackers required for zero MSE is about

24. However, whena = 0, i.e., the measured channels from any two attackers are uncorrelated, andb = 0.5, only

4 attackers are able to achieve zero MSE. That is, from the attacker’s perspective, smalla, i.e., less correlation

between attacker measured channels, and largeb, i.e., strong correlation between attacker measured channel and

receiver measured channel, are preferred.

IV. SIMULATION RESULTS

A. A Toy Example

Fig. 5–Fig. 7 show how the MSE is affected by the correlation between attacker and receiverb and that between

any two attackersa based on Corollary1. All the simulated values are based on10000 Monte Carlo runs. In
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Fig. 5. MSE comparison of using single and multiple attackers.

Fig. 5, the conditiona < b2 is satisfied and thus by using multiple attackers the MSE can be reduced to nearly

zero as the number of attackers increases.4 In Fig. 6, sincea = b2, more than20 (infinite number of) attackers are

required to reduce the MSE to zero. In Fig. 7, sincea is larger thanb2, then according to Corollary1, no matter

how many attackers are used, the MSE can never be reduced to zero, but instead a limit exist, which is about0.05

in this case.

4Due to the roundoff problem, i.e.,n can only take integer value, the MSE cannot be exactly zero.



12

0 5 10 15 20
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

Number of Sensors

N
or

m
al

iz
ed

 M
S

E

a=0.81, b=0.9

 

 

Theoretical
Simulated
90% confidence interval

Fig. 6. MSE comparison of using single and multiple attackers.

B. One-ring Model & Attackers Along x-direction

In this section, the sender-to-receiver channel estimation results of single and multiple attackers will be shown.

The one-ring model is used to characterize the channel correlation assuming that the scatters is on the sender side. In

addition, the attackers are equal-spaced deployed along the x-axis, i.e., in the sender-to-receiver direction. Assume

the distance between two adjacent attackers is∆d(wavelength), and the nearest attacker of the receiver is also

with distance∆d as show in Fig. 8. The corresponding simulation result of sender-to-receiver channel estimation

based on the sender-to-attacker channel measurements are shown in Fig. 9 and Fig. 10. Further, the variance of the

sender-to-receiver channel is assumed to be unity.

As shown in Fig. 9 and Fig. 10, it can be seen that the MSE of channel estimation of single attacker is high

(about0.42 and 0.63). However, the MSE of multiple attackers is about0 in Fig. 9 and0.04 in Fig. 10. The

MSE of the second case is a little bit higher is because the distance of the attackers to receivers are larger, but in

both case, multiple attackers achieve much better MSE than single attacker. The low MSE implies that multiple

attackers is able to launch effective attacker to link signature authentication. Fig. 11 and Fig. 12 show similar

simulation but with smaller AS (5◦) and larger∆d (60 wavelengths and80 wavelengths). As the results show, a

smaller AS allows larger∆d while achieves similar MSE performance. That is, smaller ASimplies slower channel

de-correlation between receiver and attacker and thus lesssecure.

Fig. 13 and Fig. 14 show the relation between the nearest attacker to receiver distance∆d and the MSE of channel

estimation of multiple attackers. As shown in these figures,the further away the attacker is from the receiver, the
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Fig. 7. MSE comparison of using single and multiple attackers.

Transmitter Receiver Sensor 1 Sensor nSensor 2 Sensor 3

  D d  d  d  d  d

Fig. 8. Attackers along x-direction.

larger MSE is and thus more secure the system is. Therefore, from defense point of view, it is always better to

put larger protection region around the receiver to preventthe attacker to be too close to the receiver. However, as

shown in the figure, by using multiple attackers, it is alwayspossible to achieve better MSE than single attacker. For

example, assume a MSE larger than0.05 is worse enough to have the link signature authentication being secure. As

indicated in Fig. 13, if AS is5◦, to prevent single attacker, the receiver needs a protection region with radius about

20 wavelength, which is approximately6.7(m) for 900MHz signal, however, to prevent multiple, e.g.,8 attackers,

the protection region needs to be extended to about80 wavelength, which is approximately26.7(m) for 900MHz

signal.
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Fig. 9. MSE of channel estimation.

C. Isotropic Slow De-correlation Model

The one-ring model indicates that the slow de-correlation occurs in the sender-to-receiver direction. However, as

shown in [6], the slow de-correlation occurs in all direction. Therefore, it is also to explore the MSE under isotropic

slow de-correlation models. This is like to be occurred whenthe line-of-sight component exist. In particular, the

correlation in x-direction obtained by the one-ring model is J2
0

(
(∆2 )

2 2π
λ dx(r, a)

)
according to (4) and (5). In

isotropic case, it may be reasonable to conjecture that the correlation between two receivers with distanced is

J2
0

(
(∆2 )

2 2π
λ d
)
. In addition, in this case (15) can be applied. Based on this assumption, the MSE ofn circulant

deployed attackers are shown in Fig. 15–Fig. 18. Fig. 19 and Fig. 20 show the relation between MSE and AS.

Similar conclusion can be drawn as in previous subsection.However, the difference is that in the isotropic circulant

case, there would be no more MSE improvement when the number of attackers exceeds 5.

V. CONCLUSIONS

In this technical report, two fundamental conclusions withrespect to the existing link signature authentication are

drawn: 1) Multiple attackers can obtain more accurate sender-to-receiver channel estimate, i.e., the link signature

authentication is more vulnerable under multiple attackers; 2) Under certain conditions, multiple attackers can obtain

perfect sender-to-receiver channel estimate, i.e., the mean-square-error (MSE) of the estimate is zero. This implies

that, the current link signature authentication method cannot work at all in these situations. Simulation results

justify the theoretical derivations. Future works include: 1) enrich and extend our channel modeling to include other

important physical factors that are currently ignored; 2) explore the practical designs the adversary can take to
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Fig. 10. MSE of channel estimation.

approximate the theoretical results; 3) explore how is the channel estimate related to the security of wireless link

signatures used in different applications.
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Fig. 13. MSE vs protection distance.
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Fig. 14. MSE of protection distance.
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Fig. 15. MSE of channel estimation (isotropic).
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Fig. 16. MSE of channel estimation (isotropic).
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Fig. 17. MSE of channel estimation (isotropic).
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Fig. 18. MSE of channel estimation (isotropic).
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Fig. 19. MSE vs protection distance (isotropic).
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Fig. 20. MSE of protection distance (isotropic).


