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Abstract—Spread spectrum techniques (e.g., Frequency Hop-
ping (FH), Direct Sequence Spread Spectrum (DSSS)) have
been widely used for anti-jamming wireless communications
Such techniques require that communicating devices agreena
shared secret before communication. However, it is non-tvial
for two devices that do not share any secret to establish one
in presence of a jammer. Recently, several schemes relying o
Uncoordinated Frequency Hopping (UFH) were proposed to
allow two devices to establish a secret key using Diffie-Heflan
(DH) key establishment protocol in presence of jammers.
Unfortunately, all these schemes are limited in efficiency.

In this paper, we propose a novel scheme nametlSD-
FH, which uses Uncoordinated Seed Disclosure in Frequency
Hopping to establish a shared secret in presence of jammers.
The basic idea is to transmit each DH key establishment
message using a one-time pseudo-random hopping pattern and
disclose the corresponding seed in an uncoordinated manner
before the actual message. Due to the large number of chansel
available for wireless communication, the jammers cannot
control all channels at the same time. When the receiver and
the sender use the same channel during seed disclosure, the
receiver can get the seed. If the jammer does not listen on
the same channel (and thus it does not know the hopping
pattern), the receiver can receive the actual message withb
being jammed. We validate USD-FH through both theoretical
analysis and simulation. Our results show that USD-FH is mula
more efficient and robust than previous solutions.

Keywords-Anti-jamming Wireless Communication; Fre-

guency Hopping; Spread Spectrum

I. INTRODUCTION

Unfortunately, all these schemes share a common limi-
tation: They have to split each DH message into multiple
packets due to the constraint of packet size, which is deter-
mined by the hop duration and the bit rate. Due to the need
to reassemble these packets into meaningful DH messages,
each of these packets has to include additional fields and
thus cannot be shorter than a certain length. This feature
makes all these schemes vulnerable to responsive jamming
attacks, which sense and jam channels with meaningful
signals reactively. As a result, it takes a long time (and
sometimes it is impossible) for these schemes to finish a
DH key establishment protocol in presence of jammers.

In this paper, we propose a novel, efficient, and robust
scheme named USD-FH, which uses Uncoordinated Seed
Disclosure in Frequency Hopping to establish a sharedtsecre
in presence of jammers. The basic idea of USD-FH is to
transmit each DH key establishment message using a one-
time pseudo-random hopping pattern and disclose the seed
of the pseudo-random hopping pattern in an uncoordinated
manner before the actual message transmission. A key
difference between USD-FH and previous solutions is that
in USD-FH a DH key establishment message is transmitted
in its entirety, while all previous solutions have to split a
DH message into multiple pieces.

The rationale behind USD-FH can be explained as fol-
lows. Due to the large number of channels available for
wireless communication, it is very difficult and extremely

Spread spectrum techniques such as Frequency Hoppimgstly for a jammer to control all channels at the same time.

(FH) and Direct Sequence Spread Spectrum (DSSS) argince neither the receiver nor the jammer knows the hopping
widely used to mitigate jamming attacks [1]. These tech-pattern for the seed disclosure, there is always a chante tha
nigues use transmission patterns known to both sender aride receiver gets the seed of the pseudo-random hopping
receiver but unknown to jammers to achieve anti-jammingpattern while the jammer does not. As a result, the jam-
capability. However, they all rely on aecretshared by mer cannot jam the message transmitted using the pseudo-
sender and receiver to control the transmission patterrrandom hopping pattern, while the receiver can receive the
Without such a shared secret, it is impossible to establis®H message correctly. To ensure that the receiver can get
anti-jamming communication between sender and receiverthe DH message, each message is transmitted multiple times,
When there are jammers, it is critical to allow a sendereach using a different pseudo-random hopping pattern.

and a receiver that do not share any secret to establish We compare USD-FH with UFH and its variations
one so that they can use either FH or DSSS for jammingthrough both theoretical analysis and simulation. Ourltesu
resistant communication. To address this problem, a schemedicate USD-FH is much more efficient than UFH and its
named Uncoordinated Frequency Hopping (UFH) [2] andvariations in presence of jammers. In particular, USD-FH
several variations [3], [4] have been proposed to estallish can still complete DH key establishment protocol even when
shared secret between a sender and a receiver using Diffiprevious approaches all fail under powerful jamming atsack
Hellman (DH) key establishment protocol before the FH Our contribution in this paper is three-fold. First, we
communication starts. develop the USD-FH scheme, which allows a much more



efficient and robust DH key establishment than previougight frequencies and demodulation, the receiver can get th
solutions in presence of jammers. Second, we perform &inary data transmitted in the message.
systematic analysis of jamming probabilities under vasiou
jamming attacks for USD-FH. Finally, we provide a com-
parison of USD-FH with previous solutions through both Assumptions: We consider the following problem: Two
theoretical analysis and simulation and show that USD-FHhodes that do not share any secret want to establish one
is much more efficient and robust than previous techniqueshrough a DH key establishment protocol or its Elliptic
The rest of this paper is organized as follows. Section IICurve Diffie-Hellman (ECDH) [6] variation in presence of
gives some background information on FH. Section Illjammers. Since the DH key establishment protocol is a
describes our assumptions and threat model. Section Ivhature protocol, we only focus on message transmission
presents the proposed USD-FH scheme. Section V providdsstead of the key establishment protocol itself.
theoretical analysis of the performance of USD-FH and its We use the parameters used in the evaluation of UFH [2]
jamming probability under various jamming attacks. Sec-to help the discussion and analysis of our scheme. (Appar-
tion VI compares USD-FH with previous solutions through ently, this choice offers convenience when we compare the
both theoretical analysis and simulation. Section VII de-proposed USD-FH scheme with UFH and its variations.) We
scribes related work, and Section VIII concludes this paperassume that the set of channel) (on which transceivers
can work is public. Each transceiver can simultaneouslg sen
Il. BACKGROUND and receive om,, andc,, channels, respectively. Typically, a
normal transceiver can only simultaneously send and receiv

In FH, data transmission hops among a set of carrief’ " o channel (.ecn — ¢ — 1). An attacker can

frequencies according to a frequency hopping pattern ("e'concurrently sense, channels. The required time to switch
a sequence of channels). The frequency hopping pattern {Re frequency of a transmission (receiving) channetis
typically pseudo-random, controlled by a secret key share +.). The time to transmit a packet on one channel i$ps

by the sender and the receiver. It is commonly referred t %e minimum jamming period to jam the packet so tha{t the
as Pseudo-Noise (PN) code wireless communication. In

FH, the receiver uses the PN code to hop among the corre f’:lcket_cannot be decoded ds tp, where( < €< Lis
) etermined by the error correction code used in the packet.
sequence of channels to reconstruct the data bits.

We assume that the maximum bit ratg)(of a transceiver
is fixed. For example, the bit rate of Bluetooth radio is up

IIl. ASSUMPTIONS ANDTHREAT MODEL

Binary 5352?53% to 1 Mbps. In this paper, we use a pseudo-random number
Data (R)-—» Bandpass | sona generator to generate the frequency hopping pattern, which
controls how the transceiver hops among channels. We call
Channel %» :;ﬁgl‘fs’i‘gr the time duration that a transceiver stays in a channel as
hop duration(i.e., ¢,). In each hop, the transceiver can send
(2) Sender or receive a packet. Thus, the packet size is determined by
onocam sinary the hop duration when the bit rate is fixed, i&,; r,. The

signal smaller the hop duration is, the smaller the packet size is.

Threats: Since we focus on message transmissions in

Frequency 4{ Channel |, [oxcode | presence of jammers, we only consider jamming attacks
synthesizer table in this paper. We assume that the jammer’s transmission
(b) Receiver power is limited. In other words, the jammer cannot jam

all channels simultaneously. However, the jammer can jam

a limited number ¢;) of channels at the same time, where
Figure 1 shows the typical steps in FH communication.c; < |C|. The jammer may have powerful hardware (e.g., a

The sender generates carrier frequencies (channels)daccotarge number of parallel bandpass filters) to quickly detect

ing to the PN code and the carrier frequency (channel) tablesignals onc, channels before jamming those channels. We

The sender then multiplies the modulated binary data withalso assume that the jammer can receive packets on multiple

the carrier frequency, and passes through the bandpass filtehannels { < ¢,,,; < |C|) at any point in time.

before transmitting the signal. To help the reader, we summarize the notation discussed
The receiver first synchronizes with the sender and theabove in Table I.

decodes the received signals. It performs synchronization

in two steps: FH acquisition (coarse synchronization) and IV. THE PROPOSEDUSD-FH SCHEME

FH tracking (fine synchronization) [5]. After synchronigin The basic idea of USD-FH is to transmit each message

with the sender, the receiver generates carrier frequencienultiple timesindependentlywhere each transmission uses

(channels) according to the PN code shared with the sende.one-time pseudo-random hopping pattern gvardinated

By passing the signal through the bandpass filters at th&ashion and discloses the seed of the pseudo-random hopping

Figure 1. FH communication



Table |

NOTATION all these schemes vulnerable to reactive jamming attacks,
in which the jammer senses and jams the channels with
c _the set of public channels _ communication activities reactively. As a result, it takes
Cn transceiver’s # of channels for send operatioh . . . .
Cm transceiver's # of channels for receive operatipn Iong time (and sometimes _|mp033|ble) for these schemes to
Cmyj jammer's # ;f ?hinnelslfOfr receive operatior| finish transmitting a meaningful message (e.g., a DH key
Ccj Jammer’s of channels for jam operation - - -
o jammers # of channels Tor sense operafion exchange message) in the presence of jammers. As we will
ts Jammer's switch ime of input channel show in our evaluation, our approach can achieve much
ks jammer's SW';Z*; time of output channel better performance than these previous solutions.
e -ptp minimum jamming period for one packet In the following, we describe the sender and the receiver
b bitrate behaviors in USD-FH in detail.
T # of hops for seed disclosure
1 # of packets in the DH message

A. Sender

pattern in anuncoordinatednanner before the actual mes- For each messagé/, the sender repeats the transmis-
sage transmission. When expecting a message transmissision of A/ for a number of times. (The exact number of
from the sender, a receiver first hops at a much lower spee@peated transmissions can be determined through anialysis
than the sender among the channels to receive the randoBection V.) Each transmission af uses a pseudo-random
seed. Once the receiver gets the seed, she can regeneratetibpping pattern generated by a different random seed, which
pseudo-random hopping pattern and predict when the actu@ disclosed multiple times through another pseudo-random
transmission will start. As a result, the receiver can use thhopping pattern before the actual transmission\6f It is
regenerated hopping pattern to receive the message durirgsy to see that different transmissiondbfare independent
its transmission. of each other.
The proposed USD-FH scheme is based on the following Now let us focus on how each transmission f is
observation: Due to the large number of channels availableerformed in USD-FH. The sender divides messafénto
for wireless communication, the jammer cannot control alll segmentsp, ps, ..., p; SO that each segment can be trans-
channels at the same time. Even though the jammer camitted in one hop duratiorf). In other words, the sender
follow the same procedure as receivers to learn the randofrepares messagk/ to be transmitted through frequency
hopping pattern for the actual message transmission, sindepping, where each message segment is transmitted in one
neither the receiver nor the jammer knows the hoppinghannel per hop. The sender then generates two random
pattern for the seed disclosure, there is always a chante theeedss; and s;, and uses them as inputs to a pseudo-
the receiver gets the seed of the pseudo-random hoppingndom number generatoP RN G) to further generate two
pattern while the jammer does not. In this case, the jamfrequency hopping patterrnfds; andfhs, respectively. For
mer cannot jam the message transmitted using the pseudthe sake of presentation, we dengtes; = fs1, fsa, ..., [52
random hopping pattern, while the receiver can receive thend fhsy = fmi, fmo,..., fmy, where fs; and fm;
transmitted message correctly. (1 <i<zxzandl < j <) are indexes to the channels
Thus, USD-FH transmits each message multiple timesin the public channel se’. These channels will be used
and each transmission uses a different pseudo-random hojo+ frequency hopping, where each channel is used in one
ping pattern. The jammer may have a good chance thop. We usefhs; to determine the sequence of channels to
jam each individual transmission. However, each receivedisclose the seesh and fhss to determine the sequence of
only needs to receive one message transmission correctighannels to actually transmit messalje Seeds; is only
The probability for the jammer to jam all transmissions known to the sender and never disclosed.
decreases when the number of transmissions for each mes-Figure 2 illustrates this process. The sender uges;
sage increases. With a carefully configured parameter, (e.go selectz channels and discloses the seedin these
determined with a conservative assumption of the jammer)y hops repeatedly. Due to the short length of a seed, we
all receivers will have a high probability to receive the assume each hop is long enough to transmit a hop index
message even in the presence of jammers. and the entire seed,. The hop index is used to indicate
A key difference between USD-FH and the previousthe position of the current hop among allhops to help
solutions such as UFH [2] and BMA [3] is that in USD-FH the receiver synchronize with the sender; it is important fo
though the random seed is transmitted in an uncoordinatetthe receiver to determine the start of the actual transomssi
way, the actual message is transmitted in a coordinated manf messageM. After = hops of seed disclosure (af),
ner over very short hop durations. In contrast, all previoughe sender useghs, to select a sequence bfchannels to
solutions transmit the actual message in an uncoordinatddansmit/ segments of messagé.
way, and thus have to handle the overhead to assist messageSince each seed is only usedceto make the hopping
assembly, such as the hash chain in UFH [2] and the cryppattern unpredictable onlgeforethe message transmission,
tographic accumulator in BMA [3]. A direct consequence seedss; and sy do not have to be long. Having 32 bits in
is that each hop duration cannot be too short. This makeseedss; and sy is sufficient to prevent the attacker from
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cfH M B M OEE M e V. ANALYSIS
In this section, we analyze the performance of USD-FH
Sender - ----\x-1 ,52‘X$2‘ P \ P2 \ Ps‘ \pu\pu\ P \ in normal situations as well as its ability to deal with varso
channel# 1 ' 5 o "1 "7 38 2 "4 10 13 jamming attacks. To facilitate the analysis, we classifggpo
ble jamming attacks against USD-FH into several categories
x hops | | hops for message M . . . . . .
Receiver synchronized including low-level jamming attacks, high-level respmesi

channel #: - . F e, ™ 10 13 jamming attacks, and hybrid jamming attacks, and perform
5 analysis accordingly.

Ts Ts+(x—j+1 )ty
A. A Classification of Jamming Attacks
Figure 2. Message transmission using USD-FH
Low-level jamming attacks: We call jamming attacks
that simply inject noise signal (either continuously or mda
guessing the sequence of channels. To tolerate occasiorwew) to disrupt wireless communicatidow-level jamming
losses of segment transmissions caused by the environmegkacks Such jamming attacks are not specific to USD-FH,
or the jammer’s interference, the sender may optionally usgyt applicable to any wireless communication scheme. There
Error Correcting Code (ECC). are two kinds of low-level jamming attackspn-responsive
jamming andresponsivejamming attacks, as pointed out
in [7]. A non-responsive jammer continuously jams the
transmission without knowledge about the transmission at
The receiver first attempts to receive the disclosed sged &l A responsive jammer detects the transmission and then
Specifically, the receiver randomly hops through all chésine launches jamming adaptively. For both non-responsive and
in the public channel sef’ at a much lower speed than '€SPonsive jamming attacks, the jammer can apply three
the sender, as Figure 2 shows. Eventually, the receiver wiffirategies in each attacktatic sweep andrandomstrate-
have an overlapping channel with the sender (e.g., chann8{€S: In the static strategy, th_e jammer remains on the same
9) from one of the first: hops and receive the disclosed seedi@mmed channel for a long time. In the sweep strategy, the
s, which is used to generate the pseudo-random hoppiniMmer jams each channel for a period of time and hops
pattern fhs, for messagell. After getting the seed, and rough channels such that all channels will be jammed
its index numberj at time T}, the receiver calculates both once after[%w jamming cycles. In the random strategy, the
the starting time of the message transmissionMband the  jammer jams each channel for a period of time and changes
pseudo-random hopping pattefiks, to synchronize with the target channel randomly.
the sender. High-level responsive jamming attack:In addition to
Since the sender discloses the seedand its index low-level jamming attacks, the jammer may launicigh-
together, the receiver can easily estimate when the actuégvel responsive jamming attacky which the jammer at-
message transmission will start. As Figure 2 shows, whetempts to follow the receiver’s procedure to get the seed
the receiver receives the disclosed seedin the j-th  of the pseudo-random hopping pattern and then jam the
hop at timeT,, the starting time of the transmission of message transmission.
messagelM is Ts + (x — j + 1) x t,. Using the seeds, Low-level jamming attacks and the high-level responsive
as the input of PRNG, the receiver can further generate jamming attack target at USD-FH from different angles.
the sender’s pseudo-random hopping pattéfiso. As a  Low-level jamming attacks try to jam each packet trans-
result, the receiver knows precisely when to start recgivin mission so that the packet transmitted in each hop cannot
segments of messagd on which channels throughout the be recovered. The high-level responsive jamming attack
frequency hopping process. attempts to catch the seed so that the whole message
As mentioned earlier, the jammer may follow the sametransmitted using the pseudo-random hopping patférsy
procedure as receivers to learn the pseudo-random hoppign be jammed.
pattern and then jam the actual message transmission. How- Hybrid jamming attack: The jammer may certainly take
ever, as long as the jammer cannot listen on and jam akdvantage of both low-level jamming attacks and high-level
channels, the probability of a receiver to finally get theresponsive jamming attack. In other words, the jammer
message will increase and approach 1 eventually as thean launchhybrid jamming attackin which she launches
number of transmissions of this message increases. Mottsese low-level jamming attacks and high-level responsive
importantly, despite the multiple rounds of transmissjonsjamming attack simultaneously.
USD-FH still achieves better performance than previous In the following, we analyze the performance of USD-FH
solutions. This is demonstrated through our analysis angvhen there are no jamming attacks, in presence of low-level
experimental results in the following Sections. jamming attacks, high-level responsive jamming attacikd, a

B. Receiver



hybrid jamming attacks. We mainly examine two perfor-
mance metrics, the expected communication time required 1
to transmit the message and the jamming probability. 09

Our analysis uses the notation discussed in Section Ill. | z o
Please refer to Table | for quick reference.

static
0.6

0.5
0.4
0.3

B. No Jamming Attacks

— — — responsive static

Jamming Probability

We first analyze the expected communication time re- 02 ——responsive sweep
quired to transmit a messag¥ (divided into [ packets) 0'3 : — — — T respemierendom
when there is no jamming attacks. Following the analysis 0 100 200 300 400 500 600 700 800 S00 1000
in [2], we can obtain the probability that the receiver can Hop duration (ss)
receive the seed, and its hop index of one round message .
transmission ag; = 1— Hf;”‘o_l 1 — min {\cc\—"—w 1})) (@) Scenario 1d; = cs = 10, tj = ts = 80 us)

Thus the probability that the message Is successfully re- D; e
ceived in thei-th round transmission i§l — p;)*~!ps. The 08 :

0.7
0.6
0.5
0.4
0.3
0.2
0.1

expected number of packets transmittedVis= Y.~ (1 —
ps) Tt psi(x+1) = ””p—”. Considering the hop duration
t,, we can get the expected time to transmit a message as

l
Tno = 25 - £,

static
sweep

-------- random

Jamming Probability

— — — responsive static

—:— - responsive sweep

—--—" responsive random

C. Low-level Jamming Attacks — : : :
Since low-level jamming attacks target the packet trans- 0 100200 300 400 500 600 700 800 800 1000

mission instead of the whole message transmission, we first Ho duration )
analyze the packet jamming probability. Then we analyze (b) Scenario 2d; = ¢ = 10, t; = to = 40 ;5)
the jamming probability of the whole message transmission
and the expected time of transmitting a message. o A
1) Packet Jamming Probability:The packet jamming 0s S AT

probability can be easily derived based on the jamming
performance equations in [2]. In the following, we examine
the packet jamming probability in various situations.
Scenarios: We use four scenarios to examine and illus-
trate the capability of USD-FH against low-level jamming 01
attacks, as shown in Figures 3 and 4. In these four scenarios, 0 — ‘ ‘ ‘
we set the total number of channels|&4 = 200. We also ? 190700300 409 599 599 700 500 500 1o
use the Reed-Solomon error-correcting code that encodes
15-bit blocks into 21-bit blocks (to correct up to 3 bits ejro (c) Scenario 3d; = cs = 20, t; = t; = 80 us)
As Figure 3 shows, scenarios 1-3 are used to examine _ N S _
the relationship between the packet jamming probabili hl?purdeu?aitioﬂgrralrf2%(()))bablhty of low-level jamming attadks different
and the hop duration. In scenarios 1-3, the jammer can
simultaneously sense/jam 10, 10, and 20 channels, respec-
tively. The time required for the jammer to switch channel

Jamming Probability
o
[
N

— — — responsive static

—-—-responsive sweep

—--—-responsive random

Hop duration (ps)

for sensing/jamming operation is 88, 40us, and 8Qus in . I
Scenarios 1, 2, and 3, respectively. 09 % @,\.@;%’Aﬂ,_,ﬁ-— BT o sweep (630 )
Scenario 4 is used to examine the relationship between| ; °% 7 2% e random (630

— X — responsive static (630 ps)

the packet jamming probability and the number of simultane-
ously jammed channels. We sgt= 10 andt; = t, = 40 us

for scenario 4. Figure 4 shows how the packet jamming
probability is increased in scenario 4 when the number
of simultaneously jammed channels;) is increased for ‘ - - responsive sweep (63 )
different hop durations (630s and 63:s). o 10 20 30 40 50 60 70 80 9o — '~ responsiverandom (63 ps)

Short hop duration is preferred: From Figure 3 (sce- Numberof Jammer can jam simultaneously (c)

narios 1-3), we can see that having short hop duration can
dramatically reduce the packet jamming probability of low- Figure 4. Scenario 4: Jamming probability of low-level jainguattacks
level responsive jamming attacks. If the hop duration igtsho for jammers who can jame; channels simultaneously| = 200, cs =
enough, the packet jamming probability under the low-level'?: £ = ts = 40 us, hop duration is 630s and 63.s)

— % - responsive sweep (630 ps)
— O—- responsive random (630 ps)
static (63 us)

sweep (63 ps)

Jamming Probability

-------- random (63 ps)

— — — responsive static (63 ps)




responsive jamming attack is even lower than that undeand the hop index to synchronize with the sender, or jams
the low-level non-responsive jamming attack because thenough packets of messagé so that the message cannot
low-level responsive jammer does not have enough time tbe recovered.
switch to multiple channels due to relatively large channel The probability that the jammer can jam all hops of
switch time ¢;). The jamming probability of one packet the seed disclosure in one roundpis = pj. USD-FH can
transmission is determined by hop duratiep) (once other directly deploy ECC for messag¥ to recover the message
parameters|(C|, t;, ts, cs, ¢;) are fixed. The longer the hop even the packet is lost. Assume the message is encoded using
duration is, the higher the jamming probability will be. ECC to tolerate packet losses in upgbhops (0 < p <

We also calculate the packet jamming probability for1), the probability that the jammer can jam the message
jammers with different jamming capabilities in Figure 4. M/ is p;,, = ngl (ﬁ)(1 —pj)ipg.l_i)_ Thus the jamming
From the figure, we can see that the jamming probabilityprobability of one round message transmissiop;is;ow =
of the short hop duration (§3%) increases much more 1 — (1 —p;,)(1 — pjm).
slowly than that of the long hop duration (636). Moreover, 3) Expected Communication Tim&he receiver can suc-
the jammer can get more advantage from the responsivgessfully receive the message when the seed is received
jamming attack over the non-responsive jamming attaclynd the message can be recovered. Thus the probabil-

if the hop duration is longer. For short hop duration, thejty that the receiver can receive the message under low-
responsive jamming attack does not have much advantaggvel jamming attacks 9w = Ps_iow - Pm_iow, Where

over the non-responsive one. When the jammer can jam 20, - and p,, 1., are probabilities to receive the seed
channels simultaneously, the scheme with long hop duratioAnd to recover the message, respectively;o., = 1 —
(630us) will fail (i.e., always be jammed), while the scheme (Hgm_l (1 ~ min {C_n 1} (- p_)))z and p,. 1 —
with the short hop duration (635) still works. ;:Ol _ l‘f_““ K e
USD-FH's support for short hop duration: Based on i (;)Pi(1 — p;)!"?, wherep; is the packet jamming
the above discussion, it is obvious that we need to reducerobability.
the hop duration as much as possible for frequency hopping The expected number of packets transmittedvVis,, =
based schemes. However, as discussed in the introductio%j?il(1—Plow)l_’1~p10w~i~(ar+_l) = Z+L Thus the expected
previous solutions such as UFH and its variations requirdime to transmit a message Is
additional fields for message assembly purpose, and thus
it is impossible f i i Tiow = 35+ - (@)
possible for them to shrink the hop duration to Plow P
a desired size (e.g., 93 in Figure 3(a)). For example,
UFH [2] and BMA [3] need 110 and 180 bits, respectively, in
each packet for message assembly purpose as recommen
by [3]. Given 1 Mbps bit rate (e.g., Bluetooth), hop durason
of UFH and BMA must be larger than 118 and 18Q:s,
respectively.
Unlike UFH [2] and BMA [3], USD-FH does not need any
additional field in each packet to assist the message asgem . . :
since alll packets following the seed disclosure belong to th?" High-level Responsive Jamming Attack
same message. Thus the minimum hop duration of USD-FH Since the seed, is disclosed before the transmission
depends on the size of the seedand the size of the hop of messagel/, the jammer can also follow the receiver's
index. Since the transmission time of messadeis short ~ procedure to get the seed and the hop index. Once the
(e.g., less than one second), we only need a short seed (e.ammer gets the seeg and the hop index for a round, she
32 bits) to hold the attacker for a short period of time (e.g..can synchronize with the sender (i.e., infer the startingeti
several minutes), so that the jammer cannot guess the se@fiM’s transmission and the pseudo-random hopping pattern
s2 before the corresponding message transmission. Thus, tier A7) and jam the transmission df/ for that round.
hop duration of USD-FH can be very short as long as the Since we assume the jammer cannot receive on all chan-
seeds, (e.g., 32 bits) and the hop index (e.g., 10 bits) can benels, there is always a chance that in a round of message
transmitted in one packet. With such a short hop durationiransmission, the receiver receives the seg@nd the hop
USD-FH can effectively defeat low-level jamming attacks, index while the jammer does not. In such cases, the receiver

Sinceps_low S Ds andpm_low S 11 Plow S Ds, and thus
g“ > Tno- This means that low-level jamming attacks can
To o
sfow down message transmission in USD-FH. However, as
we will see in Section VI, USD-FH is much more resilient
than the previous solutions in defending against low-level
jamming attacks.

especially low-level responsive jamming attacks. can synchronize with the sender and receive mesddge
2) Jamming Probability of Message Transmissi@iven  without being jammed.
the packet jamming probabilityp{ > 0) under low-level 1) Jamming Probability of Message Transmissiaihen

jamming attacks, we can compute the jamming probabilitythe jammer receives the seeg and the hop index, she can
of one round message transmission as follows. To jam onsynchronize with the sender and jam the transmission of
round message transmission, the jammer either jams all hopsessagel/. Thus the jamming probability of the message
of the seed disclosure so that no receiver can get thesseed transmission (i.e., the probability that the jammer ree¢he



seed and the hop index) is previous solutions, we use the hybrid jamming attack, which
o 1 . x is the most effective attack against USD-FH as discussed in
pran =1 (IL27 (1 min 1))

the previous section.
wherec,,,; is the number of channels the jammer can receiven, Setup

simultaneously. . L .
y Scenarios:We compare the communication time of trans-

2) Expected Communication Tim&he probability that mitting an ECDH message using UFH, BMA, and USD-
tr}ié‘;ﬂmertri;tetzg?;g;ig;’?et:;éiggsels;pgg—hig’go-r:;]i FH in five scenarios under hybrid jamming attacks. We
P Y 805 D first construct four scenarios for the hybrid jamming attack

probability that the receiver gets the seed while the jamme&gainst USD-FH based on the four old scenarios discussed

does ot ipnign = ps(1 = pjr_nign)- Similar to calculating ; "so o \.c1. For each old scenario, we pick the high-
Niow, We can get the expected number of transmitted packets

T .- EE T est jamming probability of low-level jamming attacks and
as Nhigh = Phigh ' Thus the expected communication time combine it with the jamming probability of the high-level

H H _ l H . . .
to transmit the messag/ is Thign = = - t,. SiNCe  responsive jammer who can receive ap; channel(s) to
Phigh < Ps» Thigh = Tho. This means that high-level respon- construct the corresponding new scenario for the hybrid
Sive Jamming attacks can slow down message transmissigamming attack. In addition, we construct the fifth scenario
in USD-FH. by adjusting the number of channels on which the jammer
E. Hybrid Jamming Attack can receive packet simultaneously.

g ) ] Since UFH and BMA are not vulnerable to the high-level
To jam USD-FH more effectively, the jammer may launch regponsive jamming attack, new scenarios with the hybrid

hybrid jamming attacks, i.e., both low-level jamming a8C  ;3mming attack are the same as the old ones discussed in
and high-level responsive jamming attack at the same timéggction V-C1 for UFH and BMA.

1) Jamming Probability of Message Transmissidnthe  Thegretical analysis: For UFH and BMA, we use the
hybrid jamming attack, one round of message transmissioRjghest jamming probability for low-level jamming attacks
is jammed either by the low-level jamming attack, or the;, each old scenario (shown in Figure 3 and Figure 4) to
high-level responsive jamming attack or all of them. Thusanalyze the expected communication time based on equa-
Fhe jamming probability of one round message .transmissio%ns in [2], [3]. For USD-FH under the hybrid jamming
iS pjr_nybria =1 = (1 = pjr_iow)(1 = pjr_nign). SINCEO < 4t1ack, we analyze the expected communication time based
Pirdow < 1@ 0 < pjr_pigh < 1, Pjr_hybria 1S 1arger o5 equation (1) in Section V-E.
than or equal to both;, 1o, @Ndp;r_nign. Thus the hybrid Simulation: In addition to theoretical analysis, we also
jamming attack is more effective than both low-level and ;s simulation to compare USD-FH with UFH and BMA.
high-level responsive jamming attacks. o We implement the simulation code for UFH, BMA, and

2) Expected Communication Timen the hybrid jam-  ysp.FH based on the Bluetooth Frequency Hopping demo
ming attack, the receiver can successfully receive the mesy simulink [8]. Our simulation modulates signal using
sage only when both the low-level jamming attacks and thes 5 ssian Frequency Shift Keying (GFSK) over a radio
high-level responsive jamming attack fail. Thus, the proba .pannel with the maximum capacity of 1 Mbps. We set the
bility that the receiver gets the seed and successfullyvese 43| number of available channels as 200 so that we can
the message without being jammedigyria = Piow Phigh-  do frequency hopping over a 200 MHz frequency range.
The expected number of packets requw(edﬂt)o transmit t@ye change the hop duration according to the packet size.
messagel/ successfully is themNyypria = piﬁ and the  Tq simulate the low-level jamming attack in each scenario,
expected time to successfully transmit the message is e exploit a Bernoulli Binary Generator to control the
(CI N @) packet loss using a switch module according to the jamming
Phybria P probability of low-level jamming attacks in each scenario.

Sincepiow < 1 andprign < 1, we havepnyiria < Diow To simulate the high-level responsive jamming attack, we
and prybria < Prigh- Thus Thypria is larger than or equal introduce an attacker who follows the receiver's procedure
to both 7}, andT}4n. In other words, the hybrid jamming and notifies the receiver to skip current round of message
attack is the most effective jamming attack against thgransmission once the attacker gets the seed and hop index.
proposed USD-FH scheme. Hop duration: In our evaluation, we use the fixed bit rate

of 1 Mbps. We choose hop durations for UFH and BMA
VI. COMPARISON appropriately so that all encoded packets can fit in their

To show the efficiency and robustness of USD-FH, wehopping slots. For USD-FH, we choose the hop duration
compare USD-FH with UFH [2] and BMA [3] through both as 63 us, which is small enough to defeat the low-level
theoretical analysis and simulation. Note that BMA is theresponsive jamming attack and large enough to contain the
most efficient variation of UFH, and represents the besseeds,; and the hop index. For UFH and BMA, we try
existing solution. To be conservative, in the comparisaihwi hop durations from 273s to 105Qus for scenario 1, hop

Thybrid =



durations from 273s to 630Qus for scenario 2 and scenario
3, and hop duration 63@s for scenario 4 and scenario 5.
Message format: Following [2], [3], we set the size of
each ECDH messag#/ as 2,176 bits, which consists of
identity (64 bits), sender’s public key (512 bits), sensder’
certification (512 bits), time stamp (64 bits), key conttibn
(512 bits), and the signature of the message (512 bits). For
BMA and USD-FH, the messag¥ is encoded into multiple | | -oommmmm e

Time (second)
N

packets using optimal erasure code [9] so thatcan be 001 : : ‘ ‘
reconstructed even if up to half of them are lost. (UFH does 250 350 40 550 650 750 850 950 100
not use any forward error correction.) As discussed earlier Hop duration (s)

each packet is then transmitted during one hop duration.
Packet format: For each packet, we further use Reed-Figure 5. Communication time for scenario 1 undgr the hytm'dming‘

Solomon error correcting code that encodes 15-bit bIockﬁgggkaS@iﬁ;SC; = 104 = t. = 804s). hop duration for USD-FH Is

into 21-bit blocks to correct up to 3 bits error. Following,[2 T

each packet in UFH has a message id (34 bits), a packet id URH e BMA oo USDFH

(6 bits), the payload (from 85 bits to 640 bits) and the hash 5 UPH (simulated) | —&—BMA (simulated) | —#— USDFH (simulated)

value for next packet (70 bits). Following [3], each packet e

in BMA has a message id (34 bits), a packet id (6 bits), the

payload (from 15 bits to 570 bits) and the witness (140 bits).

We use the short term security level of 70 bits for hash links

and 140 bits for the witness as recommended by BMA [3].

All fields other than the payload are necessary for message S

assembly purpose in UFH and BMA.

Time (second)
N

In contrast, USD-FH does not need additional fields 250 350 450 550 650
for message assembly because all packets after the seec Hop duration (s)
disclosure in one round belong to the same message; the
whole packet (45 bits) can be used for the payload. Figure 6. Communication time for scenario 2 under the hyaidming

Given the above message and packet formats, the totatack ¢; = cs = 10, t; = ts = 40ps), hop duration for USD-FH is
number of packets for UFH and BMA range from 26 to fixed as 638, @ =78
4 and from 292 to 8, respectively, when the hop duration
changes. The total number of packets for USD-FH is 98. effective bits of each packet for payload is very small
Optimal z for USD-FH: In USD-FH, the parameter  (excluding additional fields for message assembly purpose)
(i.e., the number of hops for seed disclosure) is critichk T We also notice that when the hop duration is long, both UFH
largerz is, the higher the probability of the receiver getting and BMA have long communication time since the low-level
the seeds, and the hop index. However, the increasing ofjamming probability is high, as shown in Figure 3.
z also increases the number of hops per round messageAs Figure 3 shows in Section V, compared with scenar-
transmission £ + [), which further increases the expectedios 2 and 3, the low-level jamming probability increases
communication time as well. The increasing of also  slowly in scenario 1. Thus UFH and BMA have shorter
increases the jamming probability of message transmission
under the high-level responsive jamming attack. Thus, we
need to know the optimak value that can minimize
the expected communication time of transmittidg. In
our analysis and simulation, we use Mathematica [10] to
compute the optimak which can minimize the expected
communication timel}, ;¢ for USD-FH in five scenarios
under the hybrid jamming attack.

Time (second)
N

B. Simulation and Analytical Results R R e
Figures 5 to 9 show both simulation and analytical results 001

in the five scenarios. 250 350 450 550 650
Scenarios 1-3From Figures 5-7, we can see that when Hop duration (us)

the hop duration is short, both UFH and BMA have long
communication time because the total number of packets ifigure 7. Communication time for scenario 3 under the hyfaidming

UFH and BMA are very large when the number of availableafack ¢; = cs = 20, t; = t; = 804s), hop duration for USD-FH is
fixed as 63us,z = 78
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Figure 8. Communication time for scenario 4 under the hyfdming Figure 9. Communication time for scenario 5 under the hyfaidming

attack ¢s = 10, t; = ¢s = 40ps), hop durations for UFH and attack ¢s = c¢; = 10, t; = t; = 40us), hop durations for UFH
BMA are 630us, hop duration for USD-FH is fixed as §3, x = and BMA are 63Qis, hop duration for USD-FH is fixed as {3,

77,78,79, 80,81, 82,84, 85,86,88 for c; =0 to 90 x=16,9,6,4,3,3,2,2,2 for ¢;,; = 101090, x = 1 for ¢, ; > 90

communication time for wide hop duration range in scenario

1 than in scenarios 2 and 3. In the simulation results, _ _ .

UFH and BMA can finish the transmission in less than 102S Figure 4 shows. The low-level jamming probability is less
seconds for all hop durations between 284and 1,05@s than 0.6 even when the jammer can jam 90 channel_s (out of
in scenario 1 (Figure 5). But for scenario 2 (Figure 6), UFH 200 channels) S|mgltane0usly. Thus USD-FH can stlll_work
and BMA can only finish in less than 10 seconds for hophen¢; = 90, while both UFH and BMA stop working
durations between 294 and 504s and between 315 whenc¢; > 20. Furthermore, USD.-F.H are much fastgr than
and 609s, respectively. In scenario 3 (Figure 7), UFH UFH and BMA. When thel hybrid jammer can receive on
and BMA can only finish in less than 10 seconds for hopl channel only, USD-FH is 40 and 96 times faster than
durations between 294 and 42Qis and between 315  UFH, and 20 and 63 times faster than BMA foy = 0
and 546us, respectively. From the first three scenarios, weAnd 10, respectively. When the hybrid jammer can receive

can see that both UFH and BMA have an optimal range of" 10 channels simultaneously,. USD-FH is 10 and 24 times
hop duration which can keep the communication time lowfaster than UFH, and 5 and 16 times faster than BMA. When

(e.g., under 10 seconds). ¢; = 90, the communication time of USD-FH is still lower

Figures 5-7 show that BMA is more efficient than UFH than 10 and 15 seconds fof,; = 1 and 10, respectively.
most of the times except when the hop duration is very short Scenario 5: In this scenario, as Figure 9 shows, we
(e.g., 273us). BMA can be up to 1.7 times faster than UFH
in scenarios 1-3.

USD-FH is more efficient than both UFH and BMA. Since
the hop duration is only3 us for USD-FH, the low-level
responsive jamming attack does not work well for USD-FH.
As a result, the low-level jamming probability against USD- .o ymunication time for them does not change whep
FH is very low (e.g., 0.05, 0.08, and 0.07 for scenarios 1changes. When.,,; = 200, the jammer can receive on
2, and 3, respectively). Even when we consider the highy)| channels, thus USD-FH will fail. However, we notice
level responsive jamming attack, the receiver still has g4t USD-FH is faster than both UFH and BMA when
high probability to receive messagd. In the simulation cm; < 180. The jammer who can receive packets on 180

results, the communication time of USD-FH is 0.18 second.hanne|s simultaneously is a very powerful jammer. The cost
for scenarios 1, 2, and 3. Thus, USD-FH is at least 20, get such powerful capability would be very high.

43, and 45 times faster than UFH in scenarios 1, 2, and 3,
respectively. Similarly, USD-FH is at least 14, 30, and 33 Analysis vs. simulation: To compare with simulation
times faster than BMA in scenarios 1, 2, and 3, respectivelytesults, we also show analytical results of communication
Scenario 4: We can see that USD-FH is much more time of UFH, BMA, and USD-FH in Figures 5-9. For UFH
efficient and robust than both UFH and BMA in scenarioand BMA, the difference between analytical results and
4 as well, as shown in Figure 8. When > 20, the low-  simulation results is negligible. For USD-FH, the simudati
level jamming probability for UFH and BMA is 1 when the result is always a little bit higher than the analytical desu
attacker applies the responsive sweep strategy as Figureadthough they are close. A possible reason is that the hop
shows. That means both UFH and BMA are always jammedluration used in USD-FH is much smaller than those in UFH
whenc; > 20. In contrast, USD-FH with the short hop dura- and BMA, causing larger relative errors in the Bluetooth
tion (63us) has much lower low-level jamming probability module in Matlab.

set the number of channels,; on which the jammer
can receive packet simultaneously from 10 to 190, so that
we can see how USD-FH works under the powerful high-
level responsive jamming attack. Since UFH and BMA are
not vulnerable to high-level responsive jamming attack, th



VII. RELATED WORK

We have discussed most closely related work in the
introduction, including UFH and its variations [3], [4]. We
do not repeat them here.

There are other related works. A scheme named Un-

(6]

[7]

coordinated DSSS (UDSSS) was proposed to provide the[8]
anti-jamming broadcastcommunication using DSSS [11].
Another scheme called Randomized Differential DSSS (RD-

DSSS) was recently developed to provide more resis-
tant against responsive (reactive) jamming attacks than

[9]

UDSSS [12]. A coding approach was proposed to encod&?!
data to be transmitted into “marks” (e.g., short pulses at
different times) that can be decoded without any prior[11]

knowledge of keys [13]. A code tree based technique that

enables the system to identify insider jammers was proposed
in [14], [15]. Xu et al. proposed to employ consistency [12]
checking for detecting jamming attacks [16]. The problems
such as how to mitigate jamming on control channels [17],

[18] and sensor networks [19]-[21] were also studied by[13

previous researchers. Our technique is complementary to
these techniques.

In this paper, we developed a novel, efficient, and robust

VIIl. CONCLUSION

(14]

scheme named USD-FH, which uses Uncoordinated Seed

Disclosure in Frequency Hopping to establish a shared

key in presence of jammers. USD-FH employs a one-timg15]

pseudo-random hopping pattern to transmit each DH key

establishment message, and discloses the seed of the pseudo
random hopping pattern in an uncoordinated manner beforg 6]
the actual message transmission. We compared USD-FH

with previous techniques developed for the same objective

through both theoretical analysis and simulation. Ourltesu
show that USD-FH is much more efficient and robust than
all previous approaches.
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