Defending DSSS-based Broadcast Communication againdens
Jammers via Delayed Seed-Disclosure

Abstract

Spread spectrum techniques such as Direct Sequence Sgreetiuth (DSSS) and Frequency Hopping
(FH) have been commonly used for anti-jamming wireless camioation. However, traditional spread spec-
trum techniques require that sender and receivers shamman secret in order to agree upon, for example,
a common hopping sequence (in FH) or a common spreading eggesce (in DSSS). Such a requirement
prevents these techniques from being effective for amtinjgng broadcastcommunication, where a jammer
may learn the key from a compromised receiver and then dishepwvireless communication. In this paper,
we develop a novel Delayed Seed-Disclosure DSSS (DSD-D&3B8)ne for efficient anti-jamming broadcast
communication. DSD-DSSS achieves its anti-jamming cdipabiirough randomly generating the spreading
code sequence for each message using a random seed andglthaydisclosure of the seed at the end of the
message. We also develop an effective protection mechébisaeed disclosure using content-based code
subset selection. DSD-DSSS is superior to all previousmggte for anti-jamming spread spectrum broadcast
communication without shared keys. In particular, evenjdramer possesses real-time online analysis ca-
pability to launch reactive jamming attacks, DSD-DSSS c¢#rdefeat the jamming attacks with a very high
probability. We evaluate DSD-DSSS through both theorkéinalysis and a prototype implementation based
on GNU Radio; our evaluation results demonstrate that DSE$® is practical and have superior security
properties.

1 Introduction

Spread spectrum wireless communication techniques,dmguDirect Sequence Spread Spectrum (DSSS) and
Frequency Hopping (FH), have been commonly used for amtixjang wireless communication [6]. However,
with traditional spread spectrum techniques, it is necgsa senders and receivers to share a secret key to
determine, for example, the frequency hopping patterndHmmaid the Pseudo-Noise (PN) codes in DSSS. Oth-
erwise, sender and receivers cannot establish anti-jaghcommunication. Moreover, if a jammer knows the
secret key, she can also replicate the secret hopping pattétN codes and jam the wireless communication.

The above limitations of traditional anti-jamming techueg have motivated a series of recent research. To
remove the dependency on pre-shared keys, an UncoordiRradediency Hopping (UFH) technique was re-
cently developed to allow two nodes to establish a commoreséar future FH communication in presence of
a jammer [17]. This approach was latter enhanced in [7, 16yitB various coding techniques to provide more
efficiency and robustness during key establishment. Umaitely, UFH and its variations [7, 16—18] are limited
to point-to-point communication, and cannot be extenddat@adcast communication.

To address this problem, two approaches were recentlytigaésd to enable jamming-resistant broadcast
communicatiorwithoutshared keys [2,13]. BBC was proposed to achieve broadcashaaication by encoding
data into “indelible marks” (e.g., short pulses) placed locations” (e.g., time slots), which can be decoded
by any receiver [2, 3]. However, the decoding process in BB@inherently sequential (i.e., the decoding of
the next bit depends on the decoded values of the previogg blthough it works with short pulses in the
time domain, the method cannot be extended to DSSS or FH wtitignificantly increasing the decoding cost.
An Uncoordinated DSSS (UDSSS) approach was recently deselfi3], which avoids jamming by randomly
selecting the spreading code sequence for each messaga pobtic pool of code sequences. UDSSS allows a
receiver to quickly identify the right code sequence by hgveach code sequence uniquely identified by the first



few codes. However, if the jammer has enough computatiomakp using the same property, she can find the
correct sequence before the sender finishes the transmasibjam the remaining transmission. Thus, UDSSS
is vulnerable taeactive jamming attacksvhere the jammer can analyze the first part of transmitigolasiand
jam the rest accordingly.

In this paper, we develop Delayed Seed-Disclosure DSSS {DSBS), which provides efficient and robust
anti-jamming broadcast communication without sufferirgi reactive jamming attacks. The basic idea is two-
fold: First, the code sequence used to spread each mesgageldanly generated based on a random seed only
known to the sender. Second, the sender discloses the rasekuinat the end of the message, after the main
message body has been transmitted. A receiver buffers tleéveel message; it can decode the random seed
and regenerate the spreading code using the seed to desipechulfered message. A jammer may certainly
attempt the same thing. However, when the jammer recovematidom seed and the spreading code sequence,
all reachable receivers have already received the messagto late for the jammer to do any damage.

We also develop aontent-based code subset selecBoheme to protect the random seed disclosure. We use
the content of the seed to give some advantage to normaVvegsaiver reactive jammers. This scheme allows a
normal receiver, who starts decoding a message after fiigiving the message, to quickly decode the random
seed. In contrast, a jammer, who needs to disrupt the mesgalgdt is being transmitted, has to consider many
more choices.

Our contribution in this paper is as follows. First, we deyethe novel DSD-DSSS scheme to provide ef-
ficient anti-jamming broadcast communication without skakeys. Our approach is superior to all previous
solutions. Second, we develop a content-based code suddsetian method to provide effective protection of
seed disclosure in DSD-DSSS. Third, we give in-depth perémrce and security analysis for these techniques in
presence of various forms of jammers, including reactivenjeers that possess real-time online analysis capabil-
ities. Our analysis demonstrates that our approach preéffective defense against jamming attacks. Finally,
we implement a prototype of DSD-DSSS using USRPs and GNUdRadiemonstrate its feasibility.

The remainder of the paper is organized as follows. Sectaesgribes background information about DSSS.
Section 3 presents our assumptions and the threat moddlorsdqroposes DSD-DSSS and analyzes its anti-
jamming capability and performance overheads. Sectiondsghe content-based code subset selection scheme
and analyzes its effectiveness. Section 6 shows the impletien and experimental evaluation of DSD-DSSS.
Section 7 describes related work, and Section 8 concludepdiper.

2 Background

Spread spectrum techniques, including DSSS and FH, uselalarger bandwidth than necessary for communi-
cations [6,14]. Such bandwidth expansion is realized thinauspreading codadependenbf the data sequence.

In DSSS, each data bit is spread (multiplied) by a wide-bardesequence (i.e., tlehipping sequenge The
spreading code is typically pseudo-random, commonly refieto asPseudo-Noise (PN) codeendering the
transmitted signal noise-like to all except for the inteshdeceivers, which possess the code to despread the
signal and recover the information.

Figure 1 shows the typical steps in DSSS communication. rGivenessage to be transmitted, typically en-
coded with Error Correction Code (ECC), the sender firstagsehe message by multiplying it with a spreading
code. Each bit in the message is then converted to a sequénb@g according to the spreading code. The
result is modulated, up-converted to the carrier frequeaog launched on the channel. At the receiver, the
distorted signal is first down-converted to baseband, detatetl through a matched filter, and then despread by
a synchronized copy of the spreading code. The synchramizitcludes both bit time synchronization and chip
time synchronization, guaranteeing that receivers knowntb apply which spreading code in order to get the
original data. Alternatively, a DSSS system may modulatedignal before the spreading step at sender, and
despread and demodulate the received signal at receiver.

To distinguish between bits in the original message andetioghe spreading result, following the convention of sdrsgectrum
communication, we call the “shorter bits” in the spreadiegult aschips



The performance of DSSS communication depends on the desigp; e T
of spreading codes. A spreading cade) typically consists of a se- message
guence of chipscy, o, ..., ¢;, each with value 1 o1 and duration || sreading code J
of T, wherel is the code length ang. is chip duration. Assume the
bit duration is7,. The number of chips per bit= T7;/T. well ap-
proximates the bandwidth expansion factor and the praogsmin.

Two functions characterize spread codeto-correlationandcross-
correlation Auto-correlation describes the similarity between a co
and its shifted value. Good auto-correlation property rseha sim- Co chommel ]
ilarity between a code and its shifted value is low; it is deifor

multi-path rejection and synchronization. Cross-coti@taof two Figure 1: DSSS communication system
spreading codes describes the similarity between thesectdes;

low cross-correlation is desired for multiuser commurnares.

message

3 Assumptions and Threat Model

In this paper, we consider the protection of DSSS-basedegsbroadcastcommunication against jamming at-
tacks (i.e., one sender and multiple receivers). We adegdme DSSS communication framework as illustrated
in Figure 1. However, the sender and receivers use diffateategies to decide what spreading codes to use
during broadcast communication. That is, our approachomiges the generation and selection of spreading
codes during DSSS communication to defend against insatiemjng attacks.

We assume that the jammers’ transmission power is boundedther words, a jammer cannot jam the
transmission of a message unless she knows the spreadiag egsed for sending the message. For simplicity,
we assume the length of each broadcast message is fixed. rsassuanption can be easily removed, for example,
by using a message length field.

Threat Model: We assume that the attacker may compromise some receivergsaa result, can exploit
any secret they possess to jam the communication from tldesémthe other receivers. We assume intelligent
jammers that are aware of our schemes. In addition to imgctindom noises, the jammer may also modify or
inject meaningful messages to disrupt the broadcast coneation.

The jammers may possess high computational capability fonpe real-time online analysis of intercepted
signal. However, due to the nature of DSSS communicatien ach bit data is transmitted through a sequence
of pseudo-random chips), it takes time for a jammer to p&resehips for any 1-bit data to determine the spreading
code. When the jammer receives enough chips for a given bitess the spreading code with a high probability,
most of the chips have already been transmitted. Jammingethaining chips will not have high impact on the
reception of this bit. Thus, we assume that if a jammer doeé&mmw the spreading code for any 1-bit data, she
cannot jam its transmission based on real-time analysiseo$ignal.

4 Basic DSD-DSSS

The basic idea of DSD-DSSS is two-fold. First, the code secpieised to spread a broadcast message is ran-
domly generated based on a random seed only known to therséres, nobody except for the sender knows
the right spreading code sequence before the sender disétoSecond, the sender discloses the random seed at
the end of the broadcast message, after the main messagbdmwbgen transmitted. A receiver buffers received
signal (or more precisely, received chips); it can decodad@imdom seed and regenerate the spreading code se-
guence accordingly to despread the buffered chips. A janmasrcertainly attempt the same thing. However,
when the jammer recovers the seed and the spreading codensegquall reachable receivers have already re-
ceived the message. It is too late for the jammer to do any dantégure 2 illustrates the sending and receiving
processes in DSD-DSSS. In the following, we describe thig sgheme in detail.

4.1 Spreading Code Sets

Similar to traditional DSSS communication, DSD-DSSS ugeeading codes with good auto-correlation and
low cross-correlation properties (e.g., PN codes).
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random generator with seegdto generate a sequence
of I,,, random indexesnid, ||mids||...|[mid;,,, where  Figure 2: Delayed seed-disclosure DSSS (DSD-DSSS)
1 < mid; < |Cp|. The sender then generates a
sequence of spreading codes,, for m; by drawing codes fronC), using these indexes. That iss,, =
Cp[midy]||Cp[mids]||...||Cp[mid,,,]. The sender then uses,, to spreadn; (i.e., each cod€’,[midy] is used
to spread thé-th bit of m;). For convenience, we denote the spread message body (neaisgly, the spread
chips) asS(csm,, m;).

Spreading Seed:A naive method is to disclose the segdight after the spread message bdglys,,,, m;)
so that receivers can recovegrfrom the end of the message, generatg usings;, and despread the message.
However, such a method is highly vulnerable to jamming &ttacindeed, a jammer can simply disrupt the
transmission of the seed to prevent the message from beaipiyed.

To prevent jamming attacks against the disclosed seedgtides spreads the seedusing codes randomly
selected fromC,, one of the public code sets. Assume the seed hlaiss. The sender randomly draiscodes
independently fronC, to form a sequence d@f spreading codes, denotesl, = C.[sid1]||...||Cc[sid;,], where
sidy, ..., sid;, are random integers between 1 dadThe sender then spreads th¢h bit in the seed; with the
corresponding cod€'[sidy], wherel < k < ;. The spreading results are then modulated, up-convertézto
carrier frequency, and transmitted in the communicaticamalel.

4.3 Receiver
As shown in Figure 2, each receiver keeps sampling the chadmoeigh down-conversion and demodulation,
and saves the received chips in a cyclic buffer. Each receaminuously processes the buffered chips to recover
possibly received messages. To recover a meaningful mesaagceiver has to first synchronize the buffered
chips (i.e., align the buffered chips with appropriate agieg code) and then despread them.

Synchronization and Recovery of SeedThe goal of synchronization is to identify the positionstaf thips
of a complete message in the buffer before despreading thikenkey for synchronization is to locate the seed,
which occupies the lasgtx [, chips in a message.

As shown in Figure 2, a receiver uses a sliding window withdein sizel, x [ to scan and locate the seed in
the buffer, wherd, is the number of bits in a seed ahis the number of chips in a spreading code. The sliding
window is shifted to the right by 1 chip each time.



In each scan, the receiver first uses the public cod&’sd¢b despread the chips in the sliding window to
synchronize with the sender. Conceptually, the receiveitipas thel, x [ chips intol, groups, and tries each
code inC, to despread each group in the window. Note that using a setdgfscwith good auto-correlation and
low cross-correlation properties, we can get high corielednd despread a bit successfully only when the same
code (as the one used for spreading) is used to despreadctbdeeirchips in the right position. If the despreading
is successful for every group, the content in the window iseiswhich has been successfully recovered. At the
same time, the position of the message body in the buffertermiéned, i.e., thé,, x [ chips to the left of the
window in the buffer belong to the message body. Otherwlse réceiver shifts the window to the right by 1
chip and repeats the same process. This process can gebaifurther optimized. We omit the details, since it
is not critical for the presentation of our approach.

Despreading Message BodyOnce a receiver recovers a segdcand determines the position of a received
message in the buffer, it follows the same procedure as thaesdo generate the sequence of spreading codes
csm = Cplmidy]||Cp[mids]||...||Cplmid,,,]. The receiver then despreads the message body usingSpecifi-
cally, the receiver partitions the chips buffered for thessagje body intd,, groups, each of which hdschips,
and uses codé€',[midy] to despread thé-th group of chips{ < k < ;).

At the end of this process, the receiver will recover the mgsdodyn; and forward it to upper-layer protocols
for further processing (e.g., error detection, signatenéfication).

4.4 Security Analysis

To show the effectiveness of DSD-DSSS against jamming latfage analyze the jamming probability (i.e.,
the probability that the message is jammed) in DSD-DSSS rudiffierent jamming attacks. Following the
classification in [12], we consider two kinds of jamming ekist non-reactivejamming andreactivejamming
attacks. A non-reactive jammer continuously jams the conication channel without knowledge about the
message transmission. Reactive jammer detects the trggsismbefore jamming the channel. The jammer can
apply three strategies to each attastatic sweepandrandomstrategies. In the static strategy, the jammer uses
the same code to jam the channel all the time. In the sweeegrdhe jammer periodically changes the code
for jamming and does not reuse a code until all other codes begen used. In the random strategy, the jammer
periodically changes the jamming code to a random code.

We also consider Denial of Service (DoS) attacks targetisged disclosure at receivers, in which the jammer
attempts to force receivers to deal with a large number ofidate seeds.

4.4.1 Jamming Attacks

DSD-DSSS provides strong resistance against jammingkatt®zcause each message is spread with a pseudo-
random code sequence decided by a random seed, no one exctya $§ender can predict the spreading code
sequence and jam the communication. The random seed iss#igcht the end of each message. Thus, when
a jammer learns the seed, it is already too late to jam thermdted message with it. A jammer may certainly
try to jam the transmission of the random seed. However, baalf the seed is spread with a code randomly
selected from a code set (i.€!;), making it hard for a jammer to predict.

In the following, we provide a quantitative analysis of tamjming probabilities in various jamming scenarios.
A jammer has two targets in each message: message body ahdTdeejammer may jam the message body
directly, or alternatively, the seed so that receivers oairecover the seed and then the spreading code sequence
for the message body. To successfully jam even one bit of tbesage body, the jammer has to know the
spreading code for that bit and precisely synchronize iigschith those of the transmitted message.

Non-reactive Jamming Attacks: Non-reactive jammers do not rely on any information aboatttansmitted
messages. Thus, they have to guess the spreading code amidosyration. We consider all three jamming
strategies (i.e., static, sweep, and random strategi@safid provide the jamming probabilities in the following
two Theorems. The proofs are trivial and omitted due to sjiate

Theorem 1. When DSD-DSSS is used, the jamming probability of a nortivegjiammer with the static strategy
Im ls
is at mostl — (1 — l\Tlp\> if the jammer targets the message body, and is at rnest(l — ﬁ) if the
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jammer targets the seed.

Theorem 2. When DSD-DSSS is used, the jamming probability of a nortivea@ammer with the random (or
lim+s
sweep) strategy is at mobt— (1 — m) .

Reactive Jamming Attacks: A reactive jammer can detect the sender’s transmission arfdrm real-time
analysis of the transmitted signal. It can further syncta®nvith the sender so that she knows the precise chip
layout of the transmitted message. However, as mention8gation 3, if a reactive jammer does not know the
spreading code for any given bit data, she cannot jam thertression based on real-time analysis. Nevertheless,
the reactive jammer only needs to guess the sender’s spgeedde to jam the communication. This increases
the jamming probability compared with simple non-reacismming attacks. Similar to non-reactive jammer,
the reactive jammer can also use static, random, or sweapijastrategies to jam the channel. We give the
jamming probability for all three strategies in Theorem Bie (The proof is omitted due to space limit.) Note
that the jamming strategy no longer has direct impact on theimmum jamming probability.

Theorem 3. When DSD-DSSS is used, the jamming probability of reactisarijing attacks is at mogt —

lin ls
1 1
(=) (1)

Figure 3 shows the jamming probabilities of bot

non-reactive and reactive jamming attacks, in which """ T e
|Cp| = |Cel, both ranging from 1,000 to 7,000, the , o >~ - static (Ce), 1100
sizes of message body and random seedi,gare= | 3 ;00 e rendom/awech 15100
1,024 bits andl; = 64 bits, respectively, and the £ ’M (el 0
length [ of each code is set to 100 or 200. Figure 3% "™ EM e e
shows that the reactive jamming attacks have much oo % e
more impact than non-reactive jamming attacks due to ;g0

! ! ! —=—reactive,
1,000 2,000 3,000 4,000 5,000 6,000 7,000 tolerate 1 bit error
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the jammer’s ability to synchronize with the sender.
all non-reactive jamming attacks, the jamming prob
bilities are no more thaf.01. However, even when
|Cp| = |Ce| = 7,000, the reactive jammer’s jammingFigure 3: Maximum jamming probability for non-
probability is still0.14. Figure 3 also shows that usingeactive and reactive jamming attacks & 1024; [, =
Error Correction Code (ECC) can reduce the jammig; |C.| = |C,|; 1 = 100 or 200)

probability dramatically. Simply using an ECC that

can tolerate 1 bit error can lower the reactive jammer’s jamgrprobability from0.14 to 0.009.

The above results demonstrate that DSD-DSSS is effectidefending against jamming attacks, even when
the jammer launches sophisticated reactive jamming attack

j2))
1

4.4.2 DoS Attacks against Seed Disclosure

DSD-DSSS has good resistance against various jammindsittdtowever, an attacker may also inject bogus
seeds or bogus messages, faking message transmissionth&@ender. Indeed, this is a problem common to
all wireless communication systems. As long as a communita@hannel is accessible to an attacker, she can
always inject fake messages. An authentication mechardsm (ligital signature) is necessary to filter out such
fake messages.

An attacker may go one step further to launch DoS attacketiamgthe seed disclosed at the end of each
message. Specifically, the attacker may inject bogus seedsrtinuously drawing a code frodl., spreading
a random bit, and transmitting it to receivers. A receivelt 8g@e a continuous stream of possible seeds being
disclosed. Without any further protection, the receivdt have to attempt the decoding of a message with all
possible seeds. An attacker may use multiple transmitbeir§eict multiple transmissions of each bit in a seed.
As a result, the receiver may have to try the combinationshe$é options when decoding the messages. In
Section 5, we will present an enhanced scheme to bettercpredéed disclosure against such DoS attacks in
DSD-DSSS.



4.5 Performance Overheads

Computation Overhead and Delay: In terms of computation, the sender needs to generate amasded,
generate a spreading code sequence using a pseudo-randeratge and spread both the seed and the message
body. All these operations can be performed efficiently aadl to negligible delay.

A receiver needs to synchronize with the sender’s chipgrdad and decode the seed, regenerate the spread-
ing code sequence for the message body, and despread tregmbssly. With the exception of synchronization
and recovery of the seed, all other operations can be effigiearformed. Synchronization and recovery of seed
are computationally expensive. A receiver should use alesdnC, to despread every chips in the buffer.
Compared with traditional DSSS, this process is at Iggagttimes more expensive.

DSD-DSSS introduces more receiver side delay than traditiDSSS, particularly because a receiver cannot
start decoding a received message until the seed is rechviéssume a straightforward implementation on the
receiver side. For a received message, the time delay foet®aver to find the seed i¢l,,, + 1)|C.[t, and the
time delay to further recover the seedis— 1)|C.|t, wheret is the time required to despreadhips. The sum
of these two delays constitute the majority of the receiid® delay. Note that this process can be parallelized to
reduce the receiver side delay.

Storage Overhead:DSD-DSSS requires a buffer to store the chips of a potemt@rming message. When
a message is being processed, a receiver has to buffer anmtkeage potentially being transmitted. Moreover,
when there are multiple senders broadcasting at the sareedineceiver needs to buffer for decoded messages
from all of them. Thus, in DSD-DSSS, a receiver needs stotfaafeis possibly tens of times of what is required
by traditional DSSS. Nevertheless, considering the typitessage size (e.g., a few hundred bytes) and the low
cost of memory nowadays, such a storage overhead is cgrédiafdable on a communication device.

Communication Overhead: DSD-DSSS adds a random seed at the end of each broadcasgeessalting
in more communication overhead than traditional DSSS. Nieegkess, compared with the size of a typical mes-
sage body (e.g., a few hundred bytes), the size of a randodn(seg, 8 bytes) is negligible. Thus, DSD-DSSS
introduces very light communication overhead.

5 Efficient and Jamming-resistant Seed Disclosure

In this section, we enhance the basic DSD-DSSS scheme byodawg a more effective protection of seed
disclosure for the DoS threat discussed in Section 4.4.% dpproach gives normal receivers more advantages
over jammers. It is based on the observation that a normalvesccan wait until a message is fully received
to decode its content, while a jammer, to be effective in jangnhas to determine the jamming code when the
message is being transmitted.

We proposecontent-based code subset selecfanspreading and despreading the seed. The basic idea is to
use the content of the seed to give some advantage to noroedless. Specifically, the sender spreads the seed
bit-by-bit from the end to the beginning. For each bit (exdep the last one), the sender uses both the value
and the spreading code of the later bit to determine its daelispreading codes, which are a small subset of all
possible codes. Note that when a receiver starts decodingsaane, it already has the entire message buffered.
Thus, a receiver can follow the same procedure as the semdecdver the small subset of candidate codes for
each bit of the seed. However, without the complete messaganmer has to consider many more spreading
codes. Any code not in the right subset will be ignored by radmaceivers. Moreover, even if some codes chosen
by jammers are accepted by chance, the receivers do notmeeddider the combinations of all accepted codes
in different bit positions in the seed, avoiding the mosiaer DoS attack.

Recall that the basic DSD-DSSS scheme employs two publie setsC),, andC,, where onlyC., is used to
spread the seed. In the new approach, we enhance the motetthe seed by using both code sets. The codes
in C, are only used to spread the last bit of the seed, marking tth®fthe seed. We generate multiple subsets
of C,,. Each earlier bit of the seed is spread with one of these @lsadected based on the value and spreading
code of the later bit.

A reactive jammer may attempt to infer the code used to spteadext bit based on her current observation
(i.e., the code used for the current bit). It is critical r@give the jammer such an opportunity. Thus, we require



that each code appear in multiple subseté’pf As a result, knowing the code for the current and past bies do
not give any jammer enough information to make inferencdufture bits.

5.1 Generation of Subsets of’,

To meet the requirement for the subset£pf as a convenient starting point, we chodisée projective plang
which is a symmetric Balanced Incomplete Block Design (B)B8), to organize the spreading codes(f. It

is certainly possible to use other combinatorial designhiodt to get better properties. We consider these as
possible future work, but do not investigate them in thisgrap

A finite projective planéasn?+n+ 1 points, wherer is an integer called therder of the projective plane [8].
It hasn? + n + 1 lines, withn + 1 points on every linep + 1 lines passing through every point, and every two
points appearing together on exactly 1 line. It is shown irtfiat whenn is a power of a prime number, there
always exists a finite projective plane of order

In this paper, we consider the points on a finite projectiamelas spreading codesah and lines as subsets
of C). For a finite projective plane with order, we associate each point with a spreading code and each line
with a subset. We constru¢t, by selectingn? + n + 1 spreading codes with good auto-correlation and low
cross-correlation properties (e.g., PN codes [6]). As altese also have? + n + 1 subsets, where each subset
hasn + 1 codes, each code appearsiin- 1 subsets, and every two codes co-exist in exacdybset. We give a
unique index to each subset©f to facilitate the selection of subsets during spreadingdaspreading.

. sid, random index .
idy - > 'd‘w «(F ) sid in [1,Cel] idy - 1 et ° sidis
subset( ids, Cy) subset( 'd' .o | b | [[br | subset(idi, Cy) subset( idis, Cp) | bis | T
L] L] e e
randonily draw rando Iy draw ‘ ‘
i Each code Each code G l;l'ry .a”C
Celsidi] Celsids] @‘7 Celsidss] in subset in subset ti)od::r;?ea:i
(a) Spreading the seed (b) Despreading the seed

Figure 4: Content-based code subset selection

5.2 Spreading the Seed
Figure 4(a) shows how the sender spreads the seed. We mdpeesh bit of the seed &g, wherel < i < [,
and/, is the number of bits in the seed. As mentioned earlier, thelesespreads the seed from the end to the
beginning.

For bitb;,, the sender randomly chooses a code fldmand spreads;, with this code to get a sequence of
chips B;,. Assume the index of the chosen codeiig;,, wherel < sid;, < |C¢|.

We use a functiorf’ to determine which subset @6f, is used for the next (earlier) bit. Functidn has two
inputs: the index of a code i@, or C., and a bit value (1 or 0). The output &f is the index of a subset of
C,. F can be any function that reaches the indexes of the subséts @fenly with evenly distributed inputs.

To guarantee that any subset @f be used forb;,_;, we must havgC,| > Pg—"q For simplicity, we set

|Ce| = Pg—ﬂ Specifically, for bith;, wherel < i <[, — 1, the sender usesd; 1 andb; ; as the input of" to
getid;, the index of subset for bit;. The sender then randomly draws a code from the subsg} wfith index

id; to spread bib; and get the sequence of chips. Assume that the code’s indexd&d;. The sender continues
this process to spread the earlier bits.

5.3 Despreading the Seed
Figure 4(b) shows how a receiver despreads the seed. Thearecentinuously tries to find the end of a message
in the buffer using a sliding window method as discussed otiGe 4.

In the sliding window, the receiver sequentially tries sv@vde inC, to despread the lasthips in the window.
If no code inC, can successfully despread the laships, the sliding window shifts 1 chip to the right in the
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Figure 5: Reactive jamming with different capabilities

buffer. If the code with indexid;, can successfully despread the laships to get a bit valug;_, the sliding
window potentially covers a seed.

The receiver despreads the seed bit-by-bit from the endetbeélginning. After getting,,, the receiver uses
sid;, andb;, as the input to functio” to getid;, _;, the index of the subset @, used for bith;,_;. The receiver
then sequentially tries each code in this subset to despinedahips for bitb;,_;, until it finds the correct code.
Assume the index of this code 48d;, _; and the decoded bit valuelg ;. The sender then repeats this process
to decode the earlier bits, _», ...,b;, and eventually reconstructs the séedb||...||b;, -

During this process, if any despreading failure occursydioeiver gives up the current decoding process and
shifts the sliding window by 1 chip to the right to look for thext seed candidate. Once the receiver gets the
seedb||bz||...||b1,, it uses this seed to generate the spreading code sequettice foessage body and despreads
the message body as discussed in Section 4.

5.4 Analysis

The objective of our analysis is to understand (1) the affecess of content-based code subset selection in
enhancing DSD-DSSS’s anti-jamming capability, and (2)daeability of this mechanism against DoS attacks
discussed in Section 4.4.

5.4.1 Effectiveness against Jamming Attacks

We analyze the probability of an attacker jamming the seeshtiw the effectiveness of content-based code
subset selection. Moreover, this scheme also increaselffiicalty for a jammer to identify the right spreading
code compared with a normal receiver. We thus analyze thelsspace (i.e., the set of candidate spreading
codes) for both a receiver and a jammer to demonstrate tlantae of a normal receiver over a jammer.

We consider jammers with four levels of computation cajitédst (1) real-time, (2) one-bit-delay, (3) two-or-
more-bit-delay, and (4) non-despreading jammers. Alldfjammers are reactive jammers that can synchronize
with the sender. The first three types of jammers performréesiing and online analysis to assist jamming,
which improves the jamming probability by reducing the nembf candidate spreading codes (i.e., possible
codes used by the sender).

As illustrated in Figure 5(a), a real-time jammer has intensomputation power to finish the analysis and
identify the spreading code used for bit 1 (represented lysch,), and can use this information to jam the
immediately following bit (represented by chifs). As shown in Figures 5(b) and 5(c), a one-bit-delay jammer
and a two-or-more-bit-delay jammer need additional tinggiivalent to the time for transmitting 1 bit and 2 or
more bits, respectively, to finish online analysis beforplgipg the result for jamming purposes. Thus, after
learning the spreading code for bit 1, a one-bit-delay jamane a two-or-more-bit-delay jammer can only jam
bit 3 (represented by chipB3) and bit 4 (represented by chigs,) or later, respectively. These jammers may
certainly perform the same analysis of every bit they rexeind use the analysis result to jam future bits. A
non-despreading jammer simply skips the despreading sttpseC. to jam the last bit of the seed and uSg
to jam the remaining part of the seed, as Figure 5(d) shows.

In the following, we prove Lemma 1 to assist the analysis.

Lemma 1. Givenk distinct subsets, the number of codes that can be used teedinése subsets by applying
function F is in the range ofk, min{2k,n? +n + 1}].

Proof. Since the output of functiof’ is evenly distributed when the inputs are evenly distriduter each subset,
there are two possible codes as inputs. For each code, tleetw@possible subsets as outputs. Thus, the lower



bound isk and the upper bound igin{2k, n? + n + 1}. O

Real-time Jammers: If a jammer can

Qde for B; Subsets for B; Code for Bj+q Subsets for Bj+q Code for Bj+z Subsets for B2
despread each bit in real-time (e.g., by u§ S ° ®
ing parallel computing devices), the jamme b oo

can know the code for despreadiffy once x ~contains— ~scontains—
the transmission aoB; is complete. As Fig-
ure 6 shows, the jammer can then identify all
n-+1 subsets that contain this code. By using 1 net [t 2(n+1)] [(n243n+2)/2, n2+n+1] [(12+3n+2)/2, nPn+1] ((n2+3n+2)/2, n2+n+1]

the inverse of function?’, the jammer can

also identify all possible codes i@, that Figure 6: Jammers’ view of spreading codes and subsets if#essu
were used to determine these subsets, whitle jammer just derived code x for Bit (chips B;))

were also used to spredd ; into B; 1. The

number of possible codes f@t;,; is in the range ofn + 1,2(n + 1)], according to Lemma 1. Thus, the jammer
can jam the transmission @, by randomly selecting a code from these codes (rather than d¥,). Since

the last bit of the seed is spread using codaSdnthe number of all possible codes for the jammer is thus in the
range offn + 1, min{2(n + 1), |C.|}].

In the worst case, a real-time jammer can despread all bitsec$eed except faB;, and jams all bits. The
jamming probability of the first bit is at mo%%, the jamming probability of the last bit is at maBty =
and the jamming probability aB; (2 < i <[, — 1) isat mostP,y = P,y =
of the seed is at most
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n+1 Thus, the jamming probability

Prealtime= 1 — (1 - ‘C_lp‘> (1- Ppo)ls_l-
By including an ECC that can tolerate 1 bit error, we can redhe maximum jamming probability to
Prea|_time: 1 - (1 - Pp(])ls_l - (lS — 1) <1 - ‘C_lp‘) PpO(l - PPO)IS_Q'
It is easy to see that the total search space for a real-timm¢ throughout all bits of the seed is at least

SSrealtime = |Cp| + (ls—2)(n+1)= n? + (Is —1)n+ (Is—1).

Non-real-time Jammers: The results for one-bit-delay, two-or-more-bit-delayd smon-despreading jammers
can be derived similarly. Due to the space limit, we do notstie details but list the final results for the jamming
probabilities and search spaces in Table 1 and Table 2,atsglg.

Table 1: Jamming probabilities for jammers with differeatiming capabilities|C,| = n2+n+1; C, = ﬂc—zﬂ :

_ 1. _ 2 . _ 2
Ppo = g P = n+1)(nt2)’ Per = Py = \c E Pp2 > (n+1)(n+2))
real time n?+ (s —Dn+ (s —1)
2 .
1 bit delay 1- (1 - ‘Clp‘) (1= Pp1)'* ™3 (1 = Pey))
gFT
¢ bits delay ¢ > 2) 1- (1 -2 ‘) (1 — Ppo)ls—072(1 — P.y)
d di 1- (1 L\ 1— 2
non-despreading - ( - & ( _ @)

real time, tolerate 1 bit errof 1 — (1 — Ppg)l —(Is = 1) (1 — ‘0—10 Ppo(1 — Pyo)ts—2
2 B
- ) (1= Pp)'s =31 = Pax) — 2 (1 - ﬁ) (1 — Ppy)le=3(1 — Puy) — (Is —
3 (1 - ﬁ) 1}11(1 = Pp1)'s (1 = Pex)
. q q
gbits delay ¢ > 2), tolerate | 1 (1 - ‘Clp‘) (1— Ppa)a=072 — (g + 1)1y (1 - ﬁ) (1= Ppo)ls=072(1 = Pag) — (Is —
1 bit error 1oyatH o3
q-2) (1_@\) Ppa(1 — Pp2)=797°(1 — Peg)

: =T ;=2
non-despreading, tolerate {1 1 — (1 - L‘) —(s—1)A (1 - ﬁ) (1 - \cl ‘)
bit error i ©

1 bit delay, tolerate 1 biter{ 1 — (1 -1
ror
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Comparison of Jamming Probabilities:

Figure 7 shows the maximum jamming proba- Table 2: Search spaces

bilities of the four types of jammers against the real time 1-(1- ) a- gt

random seed with reasonable parameters. Rel bitdelay 2(n? +n+ 1) + (1, — 42D

call that the size of’, is determined by param- [_abits delay ¢>2) [ (¢4 1D)(n> +n+1) + (I = 2(g + 1) 2

etern (i.e.,C, = n? +n + 1). Thus, we use
parameten as thez-axis in this figure. To better see the impact of ECC, we alstude the maximum jamming
probabilities assuming an ECC is used in the seed to tolérhieerror in Figure 7.

Figure 7 shows that the real-time jammer has the highest jaghprobability among all jammers. However,
we would like to point out that the real-time jammer is a sr@ssumption; such a jammer may have to use
special hardware (e.g., parallel computing devices) tainobthe despreading results. As the jammer has to
tolerate 1 or 2 bit delays, the maximum jamming probabilitggcretases significantly. Not surprisingly, the non-
despreading jammer has the lowest jamming probability.

Figure 7 also shows that increasimg(and thus

|C,|) can quickly reduce the maximum jamming prob- _ ,, & — ~o—realtime
ability for all types of jammers. Moreover, the appli : os 5 1bitdelay
cation of ECC can also reduce the jamming probabil—“E; o A 2bits delay

ity effectively, though it introduces additional compu- 3 o= T nondespreading
tational and communication overheads. For examples emabdme,
with an ECC tolerating just 1 bit error, we can redugef o2 O erate bt ervor
the real-time jammer's maximum jamming probability ~ ., | “M T lerse s error

——non-despreading,

from 0.31 to 0.05 whem = 169. Further increasing 4 8 16 32 6 128 tolerate 1 bit error
n or the number of bit errors the ECC can tolerate can "

quickly reduce the maximum jamming probability to

a negligible level. Figure 7: Maximum jamming probability against seed

Comparison of Search SpacesNow let us com- (n = 4,9,25,49,81,121,169; I, = = PC—Q”W)
pare the numbers of candidate spreading codes that a
normal receiver and a reactive jammer have to considerectisply. Such numbers represent the computational
costs they have to spend. Since a receiver buffers the ctemgied before despreading it, it can despread the
last bit of the seed first to leawid;,, and then infer the indexes of subsets for previous bitset#ed. The size
of total search space for a receiver is tlfis— 1)(n + 1) + |C.|. To show the advantage of a receiver over a
jammer, we compute functioddg = gs for real-time, one-bit-delay, two-or-more-bit-delay jarers, where
SS; andSS, are the sizes of the total search space for the jammer anddb®er, respectively. The largdrlg
is, the more advantage the receiver has over the jammer.

Figure 8 shows the advantage of a receiver over
the jammers. (The non-despreading jammer is not in-
cluded, since she does not despread at all.) All jam-
mers have larger search space than the receiver, and**°
the gap grows wider when increases. The real-time ot doy
jammer remains the most powerful jammer; it can re-" 1o 4 KX —a2bitsdelay

.

100.0

—o—real-time

Advanta,

duce the search space for the next bit dramatically by X receiver
despreading the current bit, and thus has the smallest ‘ ‘ ‘ ‘ ‘

search space among all jammers, which is close tothe ¢ 8 1 32 5 128

receiver’'s search space. Nevertheless, Figure 8 con-
siders the lower bound of the jammers’ search space.
Moreover, there is still observable difference betweéiigure 8: Advantage of receivers over jammeis £
the search spaces of the real-time jammer and the4&y 25 49, 81,121, 169; [, = 64; |C.| = Pcplb

ceiver. The search spaces of the one-bit-delay and

two-or-more-bit-delay jammers have almost the same sib&hare significantly larger than that of the receiver.
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5.4.2 Effectiveness against DoS Attacks

As discussed in Section 4.4, a jammer can transmit bogus sgaxen entire bogus messages. As long as the
communication channel is available to attackers, they t&aya inject bogus messages. Thus, in general, this
is an unavoidable problem in presence of compromised rexeiVWhen these bogus seeds are not concurrently
transmitted and do not overlap with the sender’s normal seegmission, a receiver can filter them out using
error detection coding and broadcast authentication, @gjtal signature). However, when the bogus seeds do
overlap with the normal seed, the receiver will have to adersall combinations of options for each bit of the
seed, thus suffering from serious DoS attacks.

The proposed content-based code subset selection scheneffexztively mitigate such situations by chain-
ing the codes used to spread different bits of the seed. Tousinate the effectiveness of this approach, we
show the number of candidate seeds when the jammer synzlgsowith a sender and transmits a bogus seed
(B11|Bs ||| B;,) to interfere with the transmission of the actual seBd|(Bz||...||B;,), as shown in Figure 9.

Intuition: During seed recovery, a receiver will attempt to recover

the seed starting with botB;, and B; . The number of seed candi- sender: [ 8, | w g'

dates is the number of paths starting fréin or Bz and ending aB;

or B,. In the basic DSD-DSSS, the receiver will try all possibléhga Attacker: w é‘
shown in Figure 9. However, the content-based code subisetise

scheme can constrain the paths between two seeds (dasgt®dtlim- Figure 9: Seed recovery in presence of
ing despreading. Intuitively, the jammer does not know Wwhiode bogus seed transmission

subset is used to spread each bit of the seed at the time odiits t

mission, and thus cannot select the right code, which wiltdresidered valid by a receiver during despreading.
If the code for thei-th bit (1 < ¢ < [,) of the bogus seed is not in the subset for #k bit of the good seed,
the receiver will not consider it for despreading thth bit of the bogus seed. As a result, the path from the good
seed to the bogus one (in black dashed lines) will not existil&ly, if the code fori-bit of the good seed is not
in the subset foi-th bit of the bogus seed, the receiver will not consideriitdfespreading théth bit of the good
seed. Thus, the path from the bogus seed to the good one (itasbed lines) will not exist.

During the analysis, we consideon-despreadingreal-time one-or-more-bit-delayammers to see the best-
case scenarios for the jammers when they can benefit fromikgaavpart of the seed and spreading codes.
The capability of these jammers is the same as discussdadraduting the analysis of jamming probabilities.
However, the objective of these jammers now is to triggerréaeiver to have more seed candidates during
despreading by injecting bogus seeds. We assume these jarare perform despreading and transmitting
operations at the same time, though they can only use theadelipg results of each bit for later bits.

Non-despreading Jammersif the jammer follows the sender’s procedure to send the,sbegrobability of
having a path from froni; , to B; (red dashed line) and the probability of having a path froomfi3; , ; to B;
(black dashed line) are botla—+, because any pair of codes only exist in exactly one subggy. dde among
then? 4+ n + 1 subsets can despread thth bit of both the bogus and the good seeds. The expectedaruwhb
seed candidates is thagl + |C—1€‘)(1 + ﬁ)ls—z according to Theorem 4. The proof of Theorem 4 is omitted
due to the space limit.

Theorem 4. When there is a non-despreading jammer launching the DafRlatigainst seed disclosure, the
expected number of seed candidate®(is+ p1)(1 + p2)'=~2. Among them(1 + p;)(1 + p2)!=~2 paths end at
By, and(1 + p1)(1 + po)'s~2 paths end a3}, wherep; = |C | andp; = ‘C—lp‘

Real-time and one-or-more-bit-delay Jammers:Similar to the analysis for non-despreading jammer, we
analyze the expected number of seed candidates caused/iyneand one-or-more-bit-delay jammers. Due
to the space limit, we simply list results and omit proofs.e'léxpected number of seed candidates caused by
real-time jammer is smaller thax1 + e ‘)(1 + (n+1) -)'~2, and that caused by one-or-more-bit-delay jammer

is smaller thar(l + 2p2)(1 —|—p2)E3 + (p4 + 2p2)( —|—p2)E§, where

ls—3 ls—3
_ ps  (Zps—A2)(1-A77) pa . (a—2ps)(1-AS ")
Es =14 5=5; T—x D YEw - ;
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/_ 2p5—Xa yls—3, M—2ps y\ls—3 1 _ 2 __ 2n(n+3) _ 14pst/(14p5)2—4(1—pa)ps
By =300 AR A TR = g PA T i P T e M A2 = 2 :

Comparison: Figure 10 shows the expected
numbers of seed candidates caused by nON- 1000
despreading, real-time, and one-bit-delay jammers
when they launch DoS attacks against seed disc
sure. The more seed candidates the receiver has,
more computational cost the receiver has to spe
receiving a message. Among three of them, the re
time jammer has the highest impact. However, it jis A
still limited whenn is reasonably large. The num 1 :
ber of seed candidates is belaw for all jammers s e o
whenn > 49. The non-despreading jammer and the
one-bit-delay jammers do not introduce much over-
head to the receiver. The expected number of sddgure 10: Expected number of seed candidates for nor-
candidates by the non_despreading jammer is be|6W| receiver under DoS attacks againSt seed disclosure
4 whenn > 9. The expected number of seed candin = 4,9, 25,49,81,121,169; Is = 64; |C.| = PC—;’W)
dates by the one-bit-delay jammer is below 1.5 when
n > 9. Whenn = 169, the expected number of seed
candidates of non-despreading, real-time, and one-kitfdammers are only 2, 2.87, and 1.01, respectively.
Note that the lines shown in Figure 10 are conservative astismshowing the upper bound of the expected
impact these jammers can introduce.

Compared with the basic DSD-DSSS scheme, in which the jansareintroduce2’s seed candidates (e.g.,
264 seed candidates using the same parameters in Figure 10pritemt-based code subset selection scheme has
significantly reduced the impact of the DoS attacks agaiestl glisclosure. Thus, it provides effective defense
against such DoS attacks.

10000

= O
SN umber of
dfBates

Seed Can

1000

—o—non-despreading

>

100 —B—real-time

BExpec

o

—A—1 or more bits delay
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6 Experimental Evaluation

We have implemented a prototype of DSD-DSSS based on GNUoRaHusing Universal Software Radio
Peripherals (USRPs) with XCVR2450 daughter boards [11}. i@plementation includes both the basic DSD-
DSSS scheme (named DSD-DSSS BASIC) and the enhanced DSB-BiScontent-based code subset selec-
tion (hamed DSD-DSSS SUBSET). We have also implemented DE3®d UDSSS [13] as references in our
experimental evaluation.

In our experiments, we used two USRPs with XCVR2450 dauditards, one as the sender, and the other
as the receiver. The sender was connected to a laptop (Iotel ZDuo @ 2.6GHz), while the receiver was
connected to a desktop PC (Intel Pentium 4 @ 3.2GHz), botlugfir 480 Mbps USB 2.0 links. Both the laptop
and the desktop ran Ubuntu 9.04 and GnuRadio 3.2. The pagiaadn spreading/despreading module was
configured to be 256, 512, or 1024 bhits. We measured the exteaverage despreading time of a message for
200 rounds. Since messages were sent consecutively, thieeddig of all messages after the first message was
automatically synchronized (i.e., knowing the startingpabf each message). For DSD-DSSS, we set the seed
size as 64 bits and used SAS v9.1.3 [15] to generate BIBD &1b5€,,. We used SHA-1 to as the pseudorandom
number generator for both DSD-DSSS and UDSSS schemes.

Figure 11(a) shows the average despreading time of a meksdd8D-DSSS BASIC, DSD-DSSS SUBSET,

UDSSS, and DSSS schemes when using different size of codE®eDSD-DSSS|C,| = n? +n+ 1, |Ce| =

|C2—”| , Wheren € [2,20]. For UDSSS, the number of code sequences is the same as themuiroodes inCy|.
As Figure 11(a) shows, DSSS is the most efficient scheme beaaly one code sequence is used to despread

messages. UDSSS is slower than DSSS since it has to checkstrentie of all code sequences.
UDSSS is more efficient than DSD-DSSS because DSD-DSSS bhst&64 - |C.| = 64 - P"%%*ﬂ codes
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Figure 11: Comparision between DSSS, UDSSS, and DSD-DSSS
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for BASIC sch 63 1) + |C.| = 63 1) + | 2£n+1| codes for SUBSET sch hil

UDSSS only needs to che¢k',| = n? + n + 1 codes. DSD-DSSS BASIC always has the largest number of
codes to check. DSD-DSSS SUBSET scheme has larger numbedes to check than UDSSS when< 126
(i.e.,|Cp| < 16003). Whenn > 126, DSD-DSSS SUBSET scheme would be even more efficient thanS$DS
However, we cannot run the evaluation for> 126 due to the large computational power requirement.

Figure 11(b) shows the average despreading time of a me&saliferent code lengthd & 24, 32, 40, 48, 56).
It is obvious that all DSD-DSSS, UDSSS, and DSSS need moeettirdespread messages when the code length
is increased. The despreading time of DSD-DSSS BASIC iseemuch faster than that of other schemes due to
the much larger search space of codes. DSSS is still the fffiogmt scheme, and UDSSS is more efficient than
DSD-DSSS. Although UDSSS is faster than DSD-DSSS in bothrEid1(a) and Figure 11(b), UDSSS suffers
from the reactive jamming attack [13] while DSD-DSSS doeis no

7 Related Work

Spread spectrum wireless communication technigues,dmguDSSS and FH, have been commonly used for
anti-jamming communication [6]. However, as discussetieratraditional spread spectrum techniques all re-
quire pre-shared secret keys, and are not suitable for tasadommunication where there may be compromised
or malicious receivers. We have discussed most closelterklaorks in the introduction, including UFH and its
variations [7,16-18], UDSSS [13], and BBC [2, 3]. We do nqiaat them here.

There are other related work, including approaches forctiatg jamming attacks [21], identifying insider
jammers [4, 5], mitigating jamming of control channels [9],jamming avoidance and evasion [2, 20, 22], and
mitigating jamming in sensor networks [10, 20]. Our teclids complementary to these techniques.

8 Conclusion

In this paper, we proposed DSD-DSSS, an efficient anti-jamgrbroadcast communication scheme; it achieves
anti-jamming capability through randomly generating tipeeading code sequence for a broadcast message
through a random seed and delaying the disclosure of theatetbd end of the message. We also developed
an effective protection for the disclosure of the randondgeeough content-based code subset selection. Our
analysis in this paper demonstrated that this suite of igales can effectively defeat jamming attacks in wireless
broadcast communication. Our implementation and evalnathows the feasibility of DSD-DSSS in real world.

In our future work, we will explore optimization techniquies DSD-DSSS and further evaluate its properties
through experiments.
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