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Abstract—A fundamental assumption of link signature based
security mechanisms is that the wireless signals received at two
locations separated by more than half a wavelength are essentially
uncorrelated. However, it has been observed that in certain
circumstances (e.g., with poor scattering and/or a strong lineof-sight (LOS) component), this assumption is invalid. In this
paper, a Correlation ATtack (CAT) is proposed to demonstrate
the potential vulnerability of the link signature based security
mechanisms in such circumstances. Based on statistical inference,
CAT explicitly exploits the spatial correlations to reconstruct
the legitimate link signature from the observations of multiple
adversary receivers deployed in vicinity. Our findings are verified
through theoretical analysis, well-known channel correlation
models, and experiments on USRP platforms and GNURadio.

I. I NTRODUCTION
Link signature based wireless security mechanisms exploit the
radio channel characteristics between two wireless devices
to provide security protection complementary to traditional
cryptographic approaches. The success of these schemes relies
crucially on the uniqueness of link signatures resulting from
the assumed fast spatial decorrelation of wireless channels;
in particular, it is widely accepted that half a wavelength
separation is sufficient for security assurance. Built upon this
optimistic assumption, various secret key extraction and signal
authentication techniques have been developed based on link
signatures (e.g., [1–8]).
However, two critical questions remain unclear. First, does
the common “half-wavelength decorrelation” assumption hold
in all circumstances? As pointed out in [9–11], the spatial
channel correlation is significantly influenced by the angular
spread (AS) of the incoming signal. When two receivers
are surrounded by rich scatterers, their corresponding AS is
usually large and the half-wavelength decorrelation conclusion
holds. But when a line-of-sight (LOS) component exists or
the waveguide propagation effect dominates, the AS is small
and will induce high spatial channel correlation. In fact, high
spatial channel correlations have already been observed in realworld experiments [12]. Second, when the half-wavelength
decorrelation assumption is violated, is the current link signature technique still able to provide security protection to
wireless applications? This question attracts research interest
very recently (e.g., [13, 14]). However, to the best of our
knowledge, none of the existing literatures answers it in
quantifiable measures based on a solid analysis.
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Motivated by the above questions, a Correlation ATtack
(CAT) is presented in this work to show the potential vulnerability of link signatures and associated security schemes.
In particular, CAT adopts statistical inference techniques to
recover the legitimate link signature from observations of
multiple adversary receivers in the vicinity, by taking advantage of the spatial correlations between their channels. The
contributions of this work are: 1) the proposed CAT shows that
the adversary can exploit the spatial channel correlation more
effectively, through both collaborative sensing and statistical
inference, to estimate the legitimate link signature in much
higher accuracy than pure observation; 2) the effectiveness of
CAT is verified both through theoretical analysis and wellknown wireless channel models; 3) practical experiments using
USRP platforms and GNURadio are conducted to support
the theoretical analysis, and the corresponding results shed
lights on the environment characteristics that may lead to link
signature vulnerability.
II. P OTENTIAL V ULNERABILITY
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A. Spatial Channel Correlation Models
Wireless channel modeling has been extensively studied in
literature [15, 16]. Here we introduce two widely adopted ones,
the Durgin-Rappaport’s model [9] and the one-ring model
[17]. Throughout this work, we will focus on narrowband
fading channels [18] and mainly consider the fading envelope
|h|, which is a common practice in literature (e.g., [6, 7, 13]).
Our study can be naturally extended to the more general link
signatures. The envelope correlation coefficient between two
channels is defined as
ρenv
1,2 ,

E [|h1 ||h2 |] − E [|h1 |] E [|h2 |]
p
.
Var(|h1 |)Var(|h2 |)

(1)

In the Durgin-Rappaport’s model, the angular spread (AS)
∆, which describes how spread out in the angular domain
the receive power is, is an important factor characterizing the
channel correlation. The AS itself is determined by the distribution of the power azimuth spectrum (PAS) p(θ). For example, the AS corresponding to a uniform p
PAS spreading out in
an angular range of φ is given by ∆ = φ2 − 2 + 2 cos φ/φ
[9]. In particular, Durgin and Rappaport model the channel
envelope correlation coefficient ρenv
1,2 of two receivers aligned
in direction θ as a function of receiver spatial separation δd
parameterized by the AS ∆ in the following form:
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cannot do so if it is spatially restricted beyond half a wavelength from the legitimate receiver. However, as shown in the
above subsection, both well-known channel models and realworld experiments indicate that this benign half-wavelength
decorrelation assumption is not always valid. Furthermore, as
will be shown in the next section, with the collaboration of
multiple adversaries, better estimation can be obtained with
even larger spatial separation. This may post severe threats to
the link signature based security mechanisms.
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(b) The one-ring model

Channel envelope correlation v.s. receiver separation.
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ρenv
∆ [1 + γ cos(2(θ − θmax ))]
1,2 (δd, θ) ≈ exp −
4−π



δd
λ

2 #

A. Theoretical Analysis

In the proposed CAT, multiple adversary receivers deployed in
the vicinity of the legitimate receiver first measure their own
(2) channels |h |’s, based on which they construct an estimate
t,ai
|
ĥ
|
of
|h
t,r
t,r | through linear minimum mean square error
where γ and θmax are the angular constriction and the
(LMMSE)
estimation
[20] for link signature forging.
azimuthal direction of maximum fading, respectively [9].
Proposition
1:
(a)
The
LMMSE estimate of the legitimate
Fig. 1(a) shows how this correlation varies with the receiver
receiver
channel
based
on
multiple
(n ≥ 2) adversary channels
separation (normalized with respect to (w.r.t.) the wavelength
T
|]
is given by
|,
...,
|h
|,
|h
|h
|
=
[|h
t,a
t,a
t,a
t,a
n
2
1
λ) for different angular spreads for a uniform PAS when
θ = θmax + π/2.
|ĥt,r | = E[|ht,r |] + B T C −1 (|ht,a | − E[|ht,a |]),
(4)
Another well-known model for channel correlation is the
one-ring model [17, 19], which represents the scenario where where Bn×1 , Cov(|ht,r |, |ht,a |) = [bi ]ni=1 is the correlaone communication end is surrounded by rich scatterers while tion vector between the legitimate receiver channel and the
the other end experiences much less diffusion. The channel en- adversary channels, Cn×n , Cov(|ht,a |, |ht,a |) = [ci,j ]ni,j=1
velope correlation coefficient between two receivers separated is the symmetric correlation matrix of the adversary channels.
by δd and aligned in the x-direction (i.e., Θ = 90◦ in [17]), (b) This estimator is always no worse than that based on any
when the scatterer ring is on the transmitter side, is given by: subset of {|ht,a1 |, ..., |ht,an |} with k(< n) adversary channels,
in the MSE sense.


φ2 δd
env
2
Proof: Please see [21].
,
(3)
ρ1,2 (δd) ≈ J0 2π
16 λ
Remark: A direct consequence of Proposition 1 is that the
where J0 () is the zeroth order first kind Bessel function. estimator based on multiple (n > 1) adversary channels is
Fig. 1(b) shows how this correlation varies with the receiver always no worse than that based on any single adversary
separation for different angular spreads.
channel (k = 1) among them.
As shown in Fig. 1, both the Durgin-Rappaport’s model
Proposition 2: The MSE of the LMMSE
 estimate |ĥt,r |

and the one-ring model indicate that strong channel correlation is given by det (Γ) , where Γ = A B T and A1×1 ,
det (C)
B C
exists even when the receivers are separated well beyond half a Cov(|h |, |h |) = V ar(|h |) is the variance of the legitit,r
t,r
t,r
wavelength. The experiments in [12] also verifies the existence mate receiver channel.
of high spatial channel correlations.
Proof: Please see [21].
The above propositions are general as no further knowledge
B. Potential Vulnerability of Link Signature
about the correlation matrix structure is assumed. A special
theoretical
model is considered in the following to show how
Most existing link signature schemes rely on the assumption
that the channel between the legitimate transmitter (t) and the mutual correlations between the legitimate receiver channel
the adversary receiver (a), |ht,a |, is not the same as |ht,r |, and adversary channels affect the inference quality, and that in
the channel between the legitimate transmitter and receiver some circumstances the adversary is even capable of obtaining
(r). In particular, the legitimate transmitter and receiver can a perfect inference.
Corollary 1: Assume that the correlation between any adconstruct a common secret s(|ht,r |) based on the shared
reciprocal channel |ht,r |, while the adversary cannot obtain versary channel and the legitimate receiver channel is b, and
this secret because s(|ht,a |) 6= s(|ht,r |) when |ht,a | 6= |ht,r |. the correlation between any two adversary channels is a. Then,
of deploying n adversary receivers is
However, if the adversary can construct an estimate |ĥt,r | of the corresponding MSE
1+(n−1)a−nb2 1
|ht,r | based on channel measurement |ht,a | with sufficient given by 1+(n−1)a .
precision, all existing physical layer authentication and key
extraction schemes that solely rely on wireless link signature
1 The covariance matrix Γ exists (or it is non-negative-definite) iff 1 + (n −
will fail. A common optimistic belief is that the adversary 1)a − nb2 ≥ 0.
,
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Fig. 3. Two deployment patterns of the adversary receivers. (T : legitimate
transmitter, R: legitimate receiver, A1 − An : adversary receivers, l: transmission distance, δd: receiver separation, r: radius of the ring.)

Corollary 2: If a < b2 , then ∃ n = b1−a
2 −a , s.t. the MSE of
deploying n adversary receivers is zero. If a ≥ b2 , the limit
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Fig. 4. Achievable normalized MSE of n adversary receivers aligned in a
line (based on the one-ring model).
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B. Potential Attacks Based on Channel Correlation Models
In this subsection, we propose two potential attacks based on
the two well-known channel correlation models discussed in
II-A.
In the first attack, we consider the one-ring model and the
line placement of adversary receivers (Fig. 3(a)). The corresponding achievable normalized MSE is plotted numerically
in Fig. 4 according to Proposition 2 and the one-ring model.
As shown in Fig. 4, when the AS is small (φ = 20◦ ), a single
adversary receiver placed around 5 wavelengths away from
the legitimate receiver is able to achieve a target normalized
MSE 0.05. If the adversary has two collaborative receivers,
both of them may be put at least 10 wavelengths away, and
for eight adversary receivers the target is still achieved even
if the legitimate receiver has a guard zone of 20 wavelengths.
In the second attack, the Durgin-Rappaport’s model is
considered, and the adversary receivers are uniformly deployed
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ample, when a = 0.8, b =
receivers.
0.9, n = 20 collaborative
adversary receivers can achieve perfect inference in theory.
We also conduct 10000 Monte Carlo simulations in which
|ht,r | and |ht,a | are Rayleigh distributed with the above given
correlations. Fig. 2 shows the average MSE (denoted by
circle) as well as the 90% confidence interval of the simulated
results (denoted by cross). It is found that the average MSE
of the simulation matches well with the theoretical results.
However the instantaneous MSE exhibits large deviation for
single and a small number of adversary receivers, which
favorably decreases with the increase of n. In this scenario, 8
to 10 adversary receivers will result in satisfactory estimation
quality, which in turn severely degrades the security of link
signature based mechanisms.
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Fig. 5. Achievable normalized MSE of n adversary receivers placed on a
ring (based on the Durgin-Rappaport’s model).

on a ring with radius r (Fig. 3(b)). As shown in Fig. 5
(plotted according to Corollary 3 of [21] and the DurginRappaport’s model), for small AS (φ = 20◦ ), as few as 4
adversary receivers, which may be confined 15 wavelengths
away from the legitimate receiver, are capable of achieving a
target normalized MSE 0.05.
The above analysis indicates that collaborative adversary receivers placed much further away than the commonly believed
safe distance, e.g., half a wavelength, may still be capable
of inferring the legitimate channel with high accuracy, which
reveals the potential threat to existing wireless link signature
schemes.
IV. E XPERIMENT R ESULTS
In this section, experiments using Univer1
3
sal Software Radio Ped
ripheral (USRP) platforms and GNURadio
2
Reflector
are conducted to supFig. 6. The experiment setting for n = 4. port analytical results
(T : legitimate transmitter, R: legitimate reand demonstrate the poceiver, A1 –A4 : four adversary receivers, H:
tential vulnerability of
adversary helper, l: transmission distance.)
the link signature based
security mechanisms. The carrier frequency is 2.4 GHz with
the corresponding wavelength λ = 12.5 cm. Two experiments
are conducted indoor and a strong LOS component exists.
(More experiments can be found in [21].) In experiment I,
4

l

d

d

4

n = 2 adversary receivers are placed δd = 2λ away from the
legitimate receiver, while n = 4 and δd = 6λ in experiment
II. Fig. 6 gives the experiment setting for experiment II, and
that for experiment I is similar with A1 and A2 only.

TABLE I
C OMPARISON OF THE SPATIAL CHANNEL CORRELATION COEFFICIENTS .
ρ̂A1 ,R
ρ̂A2 ,R
ρ̂A3 ,R
ρ̂A4 ,R
ρ̂A1 ,H
Exp. I
0.88
0.84
/
/
0.79
Exp. II
0.76
0.69
0.70
0.88
/
TABLE II
T HE NORMALIZED ( W. R . T. THE MEAN ) RMSE.

A. Measuring Channel Correlation

In this subsection, it is assumed that all the required statistics,
i.e., C the correlation matrix of adversary channel envelopes,
B the correlation vector between adversary channel envelopes
and the legitimate receiver channel envelope, and E[|ht,r |]
the mean of the legitimate receiver channel envelope, are
available for the adversary. This assumption is reasonable for
certain practical situations. For example, the adversary party
can deploy the transceivers in a similar environment to obtain
estimates of these statistics (and build databases), or they can
infer from specific physical models, e.g., [9, 17], when these
models are known to match the environment of interest well.
In Fig. 7–8, the link signatures of the legitimate receiver
channel, the adversary channels, and the adversary collaboratively estimated channel are shown. For each experiment,
K = 30 samples are recorded per channel where the variations of channels are caused by the random rotations of
the reflector. The corresponding results are summarized in
Table I and Table II, where ρ̂Ai ,R denotes the estimated
envelope correlation coefficient between the channels of the
adversary receiver Ai and the legitimate receiver R. Several
observations are in order. 1) Strong correlations exist between
the adversary channels and the legitimate receiver channel even
though the spatial separation δd is significantly larger than half
a wavelength, as shown in Table I. 2) When channel statistics
are known a priori, the adversary can launch CAT and obtain
a link signature estimate with normalized RMSE about 10%,
as shown in Table II. 3) When the adversaries are confined
further away, they can maintain a similar estimation accuracy
by increasing the number of adversary receivers. For example,
in experiment II where δd is increased to 6λ, when only two
adversary receivers A1 and A2 are used, the corresponding
normalized RMSE is around 17% (not shown in Table II); if
2 In the experiments, undesired temporal variation and measurement noise
(k)
are eliminated by averaging over 100 channel samples per hi , as suggested
in literature [12].
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Fig. 7. Forged and true link signatures in experiment I (n = 2 and δd ≈ 2λ).
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For the indoor environment, if both the transmitter and receiver
are static, the channel is quasi-static, and thus small environment disturbances are required to randomize the channels
for the correlation measurement [12]. In our experiments,
a flat reflector is deployed nearby, and is randomly rotated
to randomize the channels. After K rotations, K pairs of
(k)
(k)
2
channel samples {|h1 |, |h2 |}K
k=1 are recorded. Then, the
estimate of the channel envelope correlation coefficient bePK
(k)
tween two receivers can be evaluated as ρ̂env
1,2 =
k=1 (|h1 |−
PK
(k)
(k)
µ̂1 )(|h2 | − µ̂2 )/K σ̂1 σ̂2 , where µ̂i =
k=1 |hi |/K and
PK
(k)
σ̂i2 = k=1 (|hi | − µ̂i )2 /K. Further, the least square (LS)
method is used to obtain the channel estimates [13].
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Fig. 8. Forged and true link signatures in experiment II (n = 4 and δd ≈ 6λ).

C. Unknown Statistics
In the following, it is shown that a simple approximation
approach may work for the adversary to launch CAT in
certain circumstances even though the statistics are unknown,
which is based on two interesting properties observed in the
first experiment (conducted in an office): 1) The correlation
coefficients ρ̂Ai ,R ’s are similar, as shown in Table I. In addition, the correlation coefficient ρ̂A1 ,H between the channels
of A1 and an adversary helper (H), which is placed at an
equal distance (δd) away from A1 as the legitimate receiver
(Fig. 6), is also close to ρ̂Ai ,R ’s. This implies that, in this
experiment, the spatial correlation between two receivers is
mainly determined by their spatial separation δd but not

5

TABLE III
C OMPARISON OF THE SAMPLE MEAN OF CHANNEL ENVELOPES .
µ̂|hA |
µ̂|hA |
µ̂|hA |
µ̂|hA |
µ̂|hR |
1
2
3
4
Exp. I
0.31
0.30
/
/
0.31
Exp. II
0.29
0.29
0.30
0.31
0.29
TABLE IV
T HE PERCENTAGE OF CORRECTLY INFERRED SECRET BITS .
A1
A2
A3
A4
Est.known
Est.unknown
Exp. I
82%
87%
/
/
97%
97%
Exp. II
70%
78%
73%
90%
97%
/

sensitive to their absolute positions, which conforms to the
two channel models discussed in II-A for fixed AS and to
the observations in [12] as well. 2) The sample mean of the
legitimate receiver channel envelopes (µ̂|hR | ) is close to those
of the adversary receivers (µ̂|hAi | ), as shown in Table III.
In environments with the above two properties, the
adversary party can Papproximate the unknown statistics
n
as E[|hR |] ≈ n1 i=1 µ̂|hAi | and B ≈ ρ̂A1 ,H ×
2
2
, ..., σ̂|h
]T to launch CAT.3 With these approxima[σ̂|h
An |
A1 |
tions, the estimated link signature is also shown in Fig. 7
(denoted by star). As summarized in Table II, the estimation
accuracy degrades only slightly (1 percentage).
However, it should be admitted that these properties are
not universal. As observed in the second experiment that is
conducted in a corridor, the correlations are not sufficiently
close for different adversary receivers, which, we conjecture,
is due to the physical environment asymmetry (but not the
increase of δd [21]). In such circumstances, the adversary
may rely on the two approaches mentioned in Section IV-B to
compute the correlation, and the success of CAT will depend
on how accurate the physical correlation model or the database
is.
D. Secret Key Extraction
The adversary can effectively reproduce the secret key based
on the forged link signature if the estimation is sufficiently
accurate. In our experiments, a proof-of-concept 2-bit quantization key extractor is used. Table IV shows the percentage
of correctly inferred secret bits for the two experiments,
respectively, where each receiver extracts 60 secret bits based
on its own 30 channel samples and the adversary party
will further extract secret bits based on their collaboratively
estimated link signature. As can be seen, when high spatial
channel correlation exists, even a single adversary is capable
of correctly inferring the secret bits with a significant accuracy.
By adopting CAT, the adversary party successfully recover
around 97% of the secret bits.
V. C ONCLUSIONS
A correlation attack, which explicitly exploits the channel correlations to recover the legitimate link signature, is proposed
to demonstrate the potential vulnerability of the link signature
3 The adversaries can always measure the correlation matrix C through
collaboration.

based security mechanisms. Through theoretical analysis and
verification with well-known wireless channel models, it is
shown that a close replication of the legitimate link signature
is possible, even if the adversary receivers are deployed
well beyond what is commonly believed as a safe distance.
Experiments conducted on USRP platforms support the theoretical analysis and lead to two conclusions: 1) significant
spatial channel correlation exists and can be exploited by the
adversary to forge the legitimate link signature; 2) a physical
environment where the spatial correlation is high and not
sensitive to position shift is especially unsafe for wireless
applications solely relying on link signature based security
mechanisms.
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