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Abstract—We propose a jamming-resistant collaborative (FH), have been commonly adopted to counteract jamming
broadpast scheme for ereless networks, whllch utilizes the Un- [7]. One key vulnerability for these conventional anti-jamming
coordinated Frequency Hopping (UFH) technique to counteract ocpniques is the requirement of pre-shared secrete keys (such

jamming without pre-shared keys, and exploits node cooperation . - .
to achieve higher communication efficiency and stronger jam- as spreading codes in DSSS or frequency hopping pattern

ming resistance. In this scheme, nodes that already obtain the in FH) at the senders and legitimate receivers [3], [4], [8],
broadcast message serve as relays to help forward it to other [9]. This requirement suffers from scalability concerns due to
nodes. Relying on the sheer number of relay nodes, our schemethe need to distribute pre-shared secret, and may not even be

provides a new angle for jamming counter-measure, which not feagiple in the face of network dynamics and compromised
only significantly enhances the performance of jamming-resistant -
receivers [10]-[13].

broadcast, but can readily be combined with other existing or .

emerging anti-jamming approaches in various applications. There have been several recent efforts to address this
We present the collaborative broadcast protocol, and analyze problem, providing anti-jamming spread spectrum communi-

its successful packet reception rate and the corresponding co- cation without pre-shared keys [3]-[6], [9]-[11], [13]-[16].

operation gain for both synchronous and asynchronous relays : ; ;
for a snapshot scenario. We also investigate the full broadcast In particular, Uncoordinated Frequency Hopping (UFH) [3]

process based on a Markov chain model and derive a closed-form and its v_arigtions _[10]' [14]_' [15] achieve frequency hopping
expression of the average broadcast delay. Simulation results in COmmunication without using any pre-defined hopping pat-
both single-hop and multi-hop networks indicate that our scheme terns. In these schemes, a broadcast message is divided into

is a promising anti-jamming technique in wireless networks. multiple short packets, and each packet is transmitted over a
Index Terms—Anti-jamming communication, collaborative Selected channel only known to the sender. Such rapid channel
broadcast, frequency hopping, wireless networks. switching over a large frequency range effectively thwarts the
jamming attempts.
|. INTRODUCTION In this paper, we propose a Collaborative UFH-based Broad-

Because of the broadcast nature of radio propagatioCr?St (CUB) schemg to gch|eve_ higher comm_ur.ncafuon e_fﬂ-
wireless networks are highly vulnerable to jamming attackg‘.Iéncy and stronger jamming resistance than existing jamming-
& sistant broadcast schemes. The main idea is to allow the set

where jammers aim at interrupting the ongoing legitima :
information exchange by injecting replayed or faked signa?g nodes that already receive the message to help broadcast,
all the nodes are expecting the same broadcast message.

into wireless media [1], [2]. Jamming-resistant broadcast 15 .
is process may start slowly, but as more and more nodes

not only important for many safety-critical applications such as. . :
emergency alert broadcast and navigation signal disseminatijc?r,] the relaying, the broadcast process accelerates much like
but also critical for the distribution of important network?” avalanche.
information such as the public key and control informatio
in wireless systems [3]-[6].

Jamming attacks are easily launched for wireless com

This scheme exploits the node cooperation to enhance both
H1e efficiency and the security. Unless all the channels are
mﬂ'multaneously blocked (assumed impossible for a fairly large

nications, and cannot be fully addressed through conventio Breadmg ratio), it is alwa_ys possible for some nodes to obtain
message through unjammed channels. These nodes then

cryptography. Spread spectrum techniques, including Diré it h Is 10 i th te of
Sequence Spread Spectrum (DSSS) and Frequency Hopﬂ <§e~y It across more channels 1o Increase the success rate o
reception. With time on its side, our scheme is fundamentally
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regarding energy consumption and broadcast delay are gig®omutation and multiple code sequences to defend against
provided for both single-hop and multi-hop networks. Notpossible DoS attacks [16]. Delayed key UDSSS and RD-DSSS
that our approach is not restricted to UFH, and can be readilge delayed disclosure of certain data to determine the code
combined with other jamming counter measures in varioggquence used for spreading. In DSD-DSSS [13], a content-
applications; we provide an illustrative example, collaboratiieased subset selection technique was proposed to protect the
uncoordinated DSSS (UDSSS) at the end of this paper. delayed disclosure of seed (key) against powerful intelligent
The remainder of this paper is organized as follows. Weal-time reactive jammers. Another scheme TREKS was
review related work in Section Il and introduce the networRroposed in [14] to use gradual disclosure of bits in a key
model and jamming model in Section Ill. We then investigat® enable DSSS communication without pre-shared keys. The
some key issues in the collaborative UFH-based broadcastlmve DSSS based anti-jamming communication techniques
Section 1V, and present the broadcast protocol in Section &.e complementary to the research presented in this paper.
Next, we analyze its performance in a snapshot scenario irAnother line of works [8], [12], [17] is worth mentioning,
Section VI, and investigate the whole broadcast processvithich addresses the same topic, jamming-resilient communi-
Section VII. Simulation results are provided in Section Vllications in single-hop multi-channel wireless networks without
Finally, we discuss the collaborative UDSSS in Section IX amate-shared secrets, from a computation-theoretic perspective.
conclude in Section X. Relaying is considered in these works to facilitate message dis-
tribution. In [12] the authenticated pairwise message exchange
problem is investigated, while in [8], [17] the gossip problem
(where all nodes like to get initial values of all others) is
Recently, there is a series of promising research efforts geated. A common assumption of the above works is that the
anti-jamming communication without pre-shared keys, inclugrumber of nodes is (much) larger than the number of channels.
ing UFH [3], [10], [14], [15], UDSSS [9], [13], [16], and BBC The computation-theoretic protocols of these works are mainly
[4]. evaluated by their running time (the number of synchronous
In [3], the UFH approach was proposed to counteract jamuns) in the order sense. Other related work includes anti-
ming based on rapid channel switching over a large frequerjgynming study in wireless sensor networks and 802.11-based
range. On the down side, each packet has to be sent multipdeworks [18]-[22] and approaches to identify insider jammers
times, due to the low communication efficiency resulting frorfp3]-[26].
the uncoordinated channel selection between the sender and
legitimate receivers. To this end, a BMA scheme was proposed m
to improve the communication efficiency, incorporating error
control coding and one-way authenticator [10]. In BMAA. Network Model
the erasure coding combined with a one-way authenticatorWe assume that a source node intends to transmit a message
based on bilinear maps can also efficiently address false d@taV nodes in a wireless network by best efforts. Our dis-
injection attacks by jammers. Some additional efficient packeission will mainly be focused on the the single-hop setting,
verification methods were proposed in [14]. which is more amenable to analysis and allows us to better
In spite of all these efforts, the UFH-based techniqueeveal the potential of our new approach. Nonetheless, this
still suffer from low communication efficiency. The relativecollaborative broadcast scheme can be readily extended to the
throughput of the original UFH compared with coordinatechultihop setting with suitable modifications, and we provide
FH is only on the order ofi0—3 for a spreading ratio of some relevant results in Section VIII. The broadcast message
200 [3], and the approaches in [10] only reduce the cons divided into M short packets of the same length, each of
munication latency up to one-half. To address this problemvhich can be sent during one slot (frequency hop) duration
in [15], the USD-FH scheme was proposed to further improvg. These packets are broadcast periodically by the source
the efficiency and robustness, where the hopping patternnisde and relay nodes. For simplicity, each node (including
conveyed through UFH to allow message transmission throutie source) is assumed to send or receive a packet over one
coordinated FH. channel at a time. Our results can be easily extended to the
The UDSSS technique provides anti-jamming broadcasiulti-radio case.
mechanism for DSSS-based systems, where each sender ai@ur Collaborative UFH-based Broadcast (CUB) approach is
receiver independently and randomly selects a spreading cagleextension of the previous pair-wise UFH schemes [3]. To
sequence out of a large code set to transmit or receive [Bistinguish CUB from the straightforward extension of UFH
Though UDSSS removes the need to have a pre-shared keyhe broadcast scenario without node cooperation, we refer
between the sender and receivers, it is still vulnerable tothe latter as Non-cooperative UFH-based Broadcast (NUB).
intelligent reactive jammers. The UDSSS scheme was lat@pecifically, in NUB, each node selects one outothannels
extended to delayed key UDSSS by generating the spreadeach time slot to receive a packet, and repeats this process
ing code sequence using a key disclosed at the end of tirgil obtaining the whole broadcast message. NUB does not
message transmission, and was also integrated with UFH ihtave relay nodes in the broadcast process. It is intuitive that the
a hybrid UFH-UDSSS scheme [11]. With a similar strateggon-collaborative broadcast to multiple receivers takes longer
to disclose index codes at the end of message transmisdiome than the pairwise transmission to a single receiver; this
to indicate selected code sequence, RD-DSSS further uisealso verified by our simulation results in Section VIII.

II. RELATED WORK

. PROBLEM FORMULATION



Number of packets in the message

Wireless networks are prone to attacks in various aspe tS.N Number of nodes to receive the message

Message authenticity and confidentiality can generally be ¢ Number of channels in the system
achieved on the application layer [11]; the latter is also » Number of relay nodes at a given time
generally not a concern for broadcast applications. Efficients ™ | Sstggcszigltigﬁcggbféﬁg'?rgr;a}]ea\?i'r\:gr@?rg?;; ® des
packet verification and reassembly techniques for UFH have ; Number of jammers

already been discussed in literature (e.g., [10], [14]). Our ps Probability for a channel to be jammed
study thus mainly considers the message availability issue,’ '\,il“urmeerrcgfcchhinn”nee'lssCC%”nCCUJ:fenrﬂf;tggﬁz‘;g Ezzﬁrnmg
and focuses on the jamming attacks, which have been shaown, , Number of jamming cycles in a slot

more detrimental than other types of attacks (such as insertions Number of sensing cycles in a slot

and overwriting) [3], [10]. The reader is referred to relevant TABLE |

literature in Section Il for existing counter-measures of other SUMMARY OF SYMBOLS AND NOTATIONS.

attacks. The jammers make their best efforts to disrupt the
legitimate communications: they desire to block as many

receivers as possible, delay the broadcast process as long

as possible, and incur as much energy consumption of t‘ﬁge main idea of CUB is to allow nodes that have successfully
legitimate né)des as they can. received the whole message to help relay it over multiple chan-

nels for a duration determined by both the acknowledgement
_ (ACK) signals and a time-out mechanism.

B. Jamming Model In CUB, each node first enters the receiving mode, adopting

As in [3], [10], we consider omniscient jammers withone of the receiving channel selection strategies discussed in
bounded computation and transmission capability, each traig-B. When successfully obtaining all the packets, a node then
mitting on a channel for at leas} time to effectively jam a relays the packets to the remaining nodes, through one of the
packet. The jamming attacks are usually categorized into naftannel selection strategies discussed in the following.
responsive and responsive ones, based on whether a jammer
attempts to detect the ongoing transmission before jamming. )

We assume that a non-responsive jammer can btggk A Relay Channel Selection

channels simultaneously, and neeglsime to switch jamming e propose three relay channel selection strategies: Ran-
channels. Since it takes ondy time to jam a channel, it is in dom Relay Channel selection (RRC), Sweep Relay Channel
the interest of a jammer to block as many channels as possigiection (SWRC) and Static Relay Channel selection (StRC).
in each hop duration. The best she can achieve is jammiRYRRC, each relay node randomly and independently selects
n;C; channels in one slot, where; = ‘7, through the one out of theC' channels for the transmission of each
so-called sweep strategy [3]. packet, similar to the source node. This strategy is amenable

We also assume a responsive jammer can sehsiannels to distributed implementation and has good scalability, while
simultaneously, taking, time to switch sensing channels. Sgometimes some relay nodes (as well as the source node) may
in one hop duration, she can sense upJ0’; channels, where happen to select the same channel, leading to collision and
ns = -+——7, accounting for the number of sensing cyclesilure of transmission. Even with perfect synchronization and
in a time slot. collaboration among the source and the relays such that the

In our study, we consider the most powerful jammingame packet is broadcast by all relays and the source at the
[3], [10], responsive-sweep, where a jammer conducts batme time, such overlap still leads to waste of energy and
non-responsive and responsive jamming independently agduced opportunity.

simultaneously. The corresponding jamming probability for a To evaluate the theoretical maximum of RRC, we also

single source (without relay) is given by consider its idealized version SWRC. The relays with SWRC
nsCs +nyCy take non-overlapping channels for each packet transmission:
Pr=—"""" (1) the 1st relay node randomly selects one fréhthannels, the

where( is the total number of orthogonal channels in the UF nd relay node randomly chopses one out of the remaining
— 1 channels, and so on. This approach is proposed mainly

system (as_sumed a sufficiently Ia_rge numbe_r n our StUd. s an alternative for RRC to facilitate the discussion on the
The analysis based on the responsive-sweep jamming provige

a lower bound for the broadcast performance. For ease of eoff between performance and complexity (the protocol
P : overhead for coordination). The SWRC strategy can avoid the

reference, the commonly used notations are summarized In_ . L . ! . .
Table 1. possible collision incurred in RRC, but. requires mformanon
exchange among local nodes to determine the non-overlapping
channel ID in the broadcast.
In contrast to RRC and SWRC where relay channels change
We propose a Collaborative UFH-based Broadcast (CUB3ndomly from one transmission to the other, the relays in the
scheme for anti-jamming broadcast without preshared ke$tRC strategy takdixed non-overlapping channels through
in wireless networks. The source node performs the URHe message broadcast process. We assume that the nodes
approach: it sequentially and repeatedly sendsithpackets, have pre-assigned unique IDs, which, together with a suitable
each of which is transmitted over a randomly selected chanraorithm (see, e.g., [17]), guarantees that the probability of

IV. COLLABORATIVE UFH-BASED BROADCAST



channel collision is negligiblé Each node is assumed to knowHowever, instead of continuously jamming the static relay
the IDs of the nodes within its communication distance, araghannels, jammers may just spend enough energy to spoof
hence the IDs of all potential relay channels in its area, whithe receivers away, and hence a smart receiver is allowed to
constitute its initial relay channel list. Since a fixed set of relagheck for such scenarios and come back to relay channels.
channels are employed during the whole message broadcaSmart jammers (insiders) may also open fake relay channels
process, it is reasonable to assume that the relay channelstaréure the receivers and take advantage of them. Packet
(after some time) known to both the yet-to-inform receivengerification techniques [10], [14] and message authentication
and jammers. techniques on the application layer [11] can be employed
At a first glance, the StRC strategy seems to be a durtth identify such fake channels, and remove them from the
approach: the jammers will go ahead to block these relagtive relay list. The relay channel list is continuously updated
channels (even without sensing), so the hope of the receiviough the broadcast process, and the dual-mode operation
still lies in the UFH-based source node transmission. ActualppARxC and RRxC) achieves a good balance between efficiency
this approach captures the essence of collaborative broadcastl security.
As long as all the channels are not blocked simultaneously, the
number of relays will increase with time. When the turning:  control of Transmission Duration

point is reached so that the jammers can no longer block all .. . .
d In its simplistic form, relays in our scheme could keep on

rel hannels, th mmunication efficiency will . - .
elay channels, the communication efficiency be bOOSt%roadcastlng for a sufficiently long time as the source does;

dramatically. : . S R
An altenative view is that, as the UFH-based sourdd practice, this will lead to significant energy waste. In CUB,

node already provides uncertainty in its channel selection (?8Ch transmitter, either the source node or a relay node, stops

counteract jamming, the StRC strategy introduces certaintyﬁﬁndIng packets once receving ACKs from a.” gf Its ne|g.hbor—
ing nodes or reaching the maximum transmission duration

the relay selection to improve the communication efficienc jhichever comes first. The limit on the transmission duration

Furthermore, the StRC strategy is also easy to implement: ) ) .
it saves the efforts of channel switching, and requires i set to deal with the possible loss of ACK signals due to

- Lo . 8hannel imperfection, packet collision or security attacks.
tle communication overhead for coordination. While for th Each ACK sianal. including the message ID. receiver D
StRC strategy, the source node could also avoid known rela gnal, 9 9 '

channels to improve efficiency, we assume that the soufd d time stamp, is sent on a fixed and known channel by a

rode mploysth same UrH sstegy for i comparison % "6 S el v o peckel Ve
different relay strategies. 9

to prevent the spoofing from jammers. Local interference
(including intentional jamming) on this common channel can
B. Receiving Channel Selection be detected, and further actions can be taken accordingly. If the
We mainly adopt a Random Receiving Channel selectiddCK mechanism fails, we resort to the time-out mechanism
(RRxC) scheme similar to that in UFH [3]. Each receiver witto control the transmission duration, in whick is a key
the RRxC strategy hops randomly and independently over tparameter. We propose to set this parameter based on an
C channels. For the StRC relay strategy, we also devise @gtimate of average broadcast delay with the RRxC strategy.
Adaptive Receiving Channel selection (ARXC) strategy. As Assume that one transmitter periodically broadcasts
mentioned, each node is assumed to know the initial relgpckets tol nodes within its communication range. It is
channel list. We also assume that, after listening to a potentidgar that the probability for all theseindependent receivers
relay channel for a sufficient time, a node can determiie obtain all the M packets during the firsin slots is
whether the channel is clear, active (relaying packets), &fm] = (1 — (1 — p,)™)*!, wherep, = (1 —p,)/C is the
jammed. Each receiver with the ARXC strategy first contirsuccessful packet reception rate of a receiver. Following the
uously sweeps its relay channel list, one at a time, in an ordaralysis in [3], the average broadcast delay in terms of time
only known to itself. When it encounters an active channed|ots can be approximately estimated as

it receives a packet there. Once finding out that all the relay oo 0o
channels are jammed, it switches to the RRxC mode. Whﬂgﬁj’gp = E (1 —P[m])mM =M E {1 —(1-=Q=p)™) .
in the RRXC mode, when coming across a clear or active m=0 m=0

relay channel, it restricts itself to the relay channels agaify  single-hop networki = N. In a multihop setting with
This process repeats until a receiver successfully obtains giform node placement, average number of the nodes within
packets. the reach of one hop is given by= D?N/R?, where D is

In essence, a receiver taking the ARXC strategy first ake signal coverage radius artlis the radius of the network.

tempts to take advantage of the available relay channgisnally, the transmission duratioh can be set as
However, these relay channels are also known to the jammers,

and it is definitely in the jammers’ interest to first block A _ phor — s i {1 —(1-(1-p )m)Ml @)
them. In the face of strong jamming such that all known relay “va — “ ’

channels are blocked, a receiver then switches back to RRxC.
2The reception of ACK signals at the relays can be implemented through
1For simplicity, we assume that (< C) nodes in the network are indexed frequency division duplex (i.e., transmitting and receiving at different fre-
with 1, 2,..., N, and assign theé-th channel to node. quency bands) or time division duplex techniques.



where the constant can be fine tuned in practice. It should while The node has not received all packets yetio

be noted thatA depends on the jamming probability, which ChID = an integer randomly selected from 1, ;
could potentially be exploited by intelligent jammers. Herdce Listen to theChl D-th channel;

should (ideally) be updated during the broadcast process, anénd

this issue deserves further study. It is found through simulationSend ACK ( Message ID, Node ID, Time Stamp);

that the system performance is not sensitive to the choice ofA «— Eq. (2) ;

A, and in practice the parametemay be adjusted according for i < 1 to A do

to the need (e.g., set to a larger value if jamming is particularly | if has not received ACKs from all its neighbors yet

a concern). then
ChID = an integer randomly selected in (7], ;
V. BROADCAST PROTOCOL Send a packet sequentially on t6& I D-th
Having discussed some key issues in CUB, we now present channel;
two major anti-jamming collaborative broadcast protocols for elsesto the transmission immediatel
wireless networks. The first one is based on RRC relay and e‘nd P y

RRXC receiving strategies, and the second is based on th%n d

SIRC relay and ARxC (dual-mode) receiving strategies. Othe g qrithm 1: RRC version of the anti-amming collaborative
cases can be readily derived from these two. Both protocols aff o qcast protocol

distributed: each node can execute Algorithm 1 or 2 with the
knowledge of unique IDs of nodes within its communication

range, to receive the message and then serve as a relay. _ .
to the checking results of recently received packets. When

A. RRC-based Broadcast working on the relay channels, the receiver changes the flag

to be false, if failing to receive all the recerit, packets,

In the RRC-based protocol, each node other than the SOUG& -, means that all these relay channels are very likely to
node first enters the receiving mode, in which a node '”dep%jammed The parameta, can be set as the actual number
dently and randomly selects one out@fchannels and listens, of neighboring nodes, or the average number of neighboring

and switches to another randomly selected channel after on,gge it the former is unknown. When coming across a clear
several time slots to counteract jamming. This process repeai “channel. the node sets the flag to be true and focuses
until the node successfully receives alf packets. Next, the ,, o rejay channels again. After receiving all the packets,
node informs its neighbors about this information with a,o 1de sends an ACK signal to its neighbors and enters to
ACK signal, which contains the message ID, node ID angle yansmission mode. Then the node sends the packets on

time stamp, and is sent on a fixed and known channel. a fixed channel corresponding to its pre-assigned unique node

. The transmission mode of different n_odes starts at d|ffere|rf5_ The transmission duration is also controlled by a timer of
time (e.g., the source node enters this mode from the V%YmgthA

beginning while a node at the edge of the network may never
enter the transmission mode). In the transmission mode, each
node randomly selects a channel out of thiechannels and

sends a packet. In order to deal with the possible loss of

ACK signals due to channel imperfection or jamming, each In this and the next section, we will provide some perfor-

tran;rmssmn stops aftek ,SIOIS’ given by Eq. (2), even ‘_N'thommance analysis for our collaborative broadcast protocols. Then
receiving enough AC.K signals. The n_o_de repeats this Procezsection VI, we further evaluate our protocols through sim-
t(.) send allMf packe_ts In sequence, until it receives all _the AC lations. In this section, we consider a single-hop network and
signals from its neighbors, ok time slots elapse, Wh'CheverevaIuate our proposed CUB scheme in a simplified snapshot
comes first. scenario against responsive-sweep jamming. More specifically,
we compute the successful reception rate of each receiver,
B. StRC-based Broadcast pa(n), defined as the probability that a receiver successfully
In the StRC-based protocol, after having successfully reeceives a packet at a given time slot, in the presence of a
ceived allM packets, each node relays the message on a fixalrce node, a jammer with jamming probabily and n
channel, assumed to be distinctly related to its unique nodsday nodes for various strategies in CUB. We first analyze
ID. Each node is assumed to know the relay channels thatjitgn) under the assumption of perfect relay synchronization
neighbors may use. In order to counteract a smart jamming,VI.A, and provide the corresponding cooperation gain in
each node has two receiving modes, based on whether &iyB. Then we investigate the impact of synchronization error
relay channel is not blocked: If that is true, the node i@mong transmitters in VI.C, which turns out to be marginal for
focused on the relay channels by randomly selecting one afairly large number of available channéls Finally in VI.D,
the potential relay channels in the neighborhood; otherwisajmerical results are provided to better illustrate the above
the node randomly selects one out of all tiechannels. results. Receivers are assumed to hop at a much slower speed
Correspondingly, the StRC protocol uses a status flag tlsat that the synchronization error between the transmitters and
is set to be true at the beginning, and updates it accordiregeivers is not a concern.

VI. SNAPSHOTSCENARIO ANALYSIS



FlgClearRelayChannel=True; synchronization, the receiver can obtain the packet, if working

while The node has not received all packets yetlo on a channel that is clear from jamming with probability of
if FlgClearRelayChannel=True then 1 — py, and is selected by at least one of these transmitters
‘ ChlD=an integer randomly selected from the  (with probability of (1 — (1 — &)"""). Hence the successful
relay channel set in its neighborhood; n+1
clse packet reception rate il — (1 — &) (1—py). [
ChID = an integer randomly selected from Lemma 6.2:With SWRC and RRxC strategies, the success-
[1,C]; ful packet reception rate is given by
end 1 n
Listen to theChID-th channel; pa " (n) = (1 - (1 - C) (1 - O)) (I-=ps). @
if FlgClearRelayChannel=True then
if All recent R, packets are jammethen Proof: The relay nodes with SWRC strategy work over
\ FlgClearRelayChannel=False; a set ofn non-overlapping channels randomly selected out of
end C channels. Hence the probability that the receiver misses all
else thesen + 1 transmitters ig1 — &) (1— ). The following part
if The ChlD-th channel is a unblocked relay of the proof is similar to that for Lemma 6.1. [ ]
channelthen Lemma 6.3:To maximize the average number of blocked
| FlgClearRelayChannel=True; packets, the best strategy for a jammer knowing that relay
end nodes perform the StRC strategy, is to first block as many
end relay channels as possible, and then continue to attack the
end non-relay channels, if at all possible.
Send ACK ( Message ID, Node ID, Time Stamp); Proof: By using the StRC strategy, one copy of the packet
A —Eq. (2); is sent by a relay node on each of theelay channels, while
ChID = an integer derived from its Node ID ; only the source node can access the remaifilrg: channels.
for i —1to A do Without loss of generality, suppose that the firsthannels are

if_has not received ACKs from all its neighbors yet  rg|ay channels, and let denote the number a&lay channels

then that the jammer blocks in one time slot. We have< = <
| Send a packet on th€hID-th channel; min{n, C's;}, whereCs is the total number of channels that
else o . a jammer can block within one time slot. The jammer may also
| Stop the transmission immediately block in each time sloCs; — = non-relay channels, each of
endend which carries a packet with probability C'. Thus the average
Algorithm 2: StRC version of the anti-jamming coIIaboratlvenumber of blocked packets is
broadcast protocol 1

E[Njammed(x)] =+ (CSJ - l‘)g (5)

As C > 1, E[Njammed(z)] monotonically increases with,

A. Ideally Synchronous Relay and hence is maximized when = min{n,Cs;}, i.e., the
We first evaluate the successful reception rate for variojsmmer first blocks as many relay channels as possible, and

strategies in CUB, assuming perfect timing and content sygentinues to attack the non-relay channels if at all possille.

chronization, where alh + 1 transmitters are synchronized so Lemma 6.4:With StRC and RRxC strategies, the successful

that the same packet is sent in the same hop. In this idealizgttket reception rate is given by

case, a receiver can obtain the packet even when multiple . .

nodes simultaneously transmit over that channel, i.e., multipjetRC.RRzC () { g(” -nyCr+l-%), n> nCy

transmissions on the same channel do not incur conflicts. == otherwise

Our results about the successful packet reception rates for (6)

different relay and receiving channel selection strategies are Proof: According to Lemma 6.3, when knowing that the

given below. ith q , h ¢ ?Iay nodes perform the StRC strategy, the jammer first blocks
Lemma 6.1:With RRC and RRxC strategies, the successfyy nany relay channels as possible. The sensing capability

packet reception rate is given by of the jammer does not help to block these static known
RRC 1\t relay channels, and the jamming probability against the relay
pe - (n)={1- (1 - C> (1-ps) (3) channels is solely determined by the maximal transmission
power and the blocking capability of the jammer. Therefore,
Proof: The probability for a source or relay node tahe turning point happens at= n;C;.
transmit over a specific channelligC. With RRC and RRxC  In the casen > n;C}, the jammer can effectively block
strategies, theses + 1 nodes randomly and independentlyup to n;C; channels there. All the non-relay channels and
choose their transmission channels. Hence the probability-n ;C; relay channels are clear from jamming. The receiver
for none of them picks the same channel with the receivean obtain the packet, if listening to either an unblocked relay
(1 — —) . Assuming perfect relay timing and contenthannel, or a non-relay channel selected by the source node.



Sincen out of C channels provide relay packets and the jam- For RRC and SwRC, by Eqg. (3) and (4), the cooperation
mer blocksn ;C; of these relay channels, the probability thagiains for sufficiently largeC’ under perfect synchronization
the receiver obtains a copy of the packet from an unblockedn be approximated by

relay channel i (1— %). Besides, the receiver can obtain

RRC (1 ~ (¥SWRC (1)) A
a copy of the packet sent by the source node over the non-relay G~ G m AL ©®
channels with the probabilityl — 2)%. Thus, For the case of StRGy,(0) = (1 — p,y)/C, and by Eq. (6)
) n or n 1 and (7), the cooperation gain for RRxC and ARxC are given
pItRORR2C (1)y 5( - )+ (11— 5)5 respectively by
1 n ! &
== (n-n;Cr+1-=). stre oy _ [ 125 (n=naCot1-%), n>n,Cy
c ( C’) GRrzc(n) = { " otherwise ’

In the casen < n;Cj, the jammers can block all the relay
channels ang;C' — n non-relay channels (the channel sen&"
ing function does help when attacking non-relay channels). GStRC Yy (1- ”’7—?’), n>n;Cy 9
Each receiver randomly selects one out(fchannels, and Akzc (1) = 1, otherwise ©)
can get the packet if that channel is a non-relay channel,
selected by the source node, and free from jamming. HenceRemark 2 In contrast to RRC and SWRC where the

Pa = (1— %)%(1 —p}), wherep/, = n,scsgLJcJ—n is the Cooperation gain grows roughly linearly with the number of

probability that a non-relay channel is jamrﬁ%d, obtained téglays, the cooperation gain for the StR(_: strategy is dic_:hoto—
ous: below the threshola;C;, there is no cooperation

replacin Cy with n;Cy; —n and C with C —n in (2).
Thpus fO?nTZJCJJ> n V\T,le‘] héve " nin (1) gain; once the number of relay nodes passes the threshold,
- the cooperation gain rises dramatically, especially for the

pStRORR2C (ny — (1 — ﬁ)l(l _ nsCs +nyCy — ”) ARXC receivers. For instance, givefi = 256, p;=0.2 and
c°c C—n n;C; = n,Cy, the cooperation gain with = 40 relay nodes
=(1- ﬁ)l(c —nsCs — ”JOJ) is 115.2 for StRC with the adaptive receiver, approximately 2.9
¢’ c C-n times greater than RRC or SWRC; meanwhile, it is as small
_ C—n 1 C—-Cpy _ 1 — P as 19 for StRC with the RRxC receiver.
c C C-n C
| ] . .
Lemma 6.5:With StRC and ARXC strategies, the successc:" Impact of Synchronlzanor-l Error _
ful packet reception rate is given by _ We now rela_tx the assumptl(_)n_on perfe_ct relay synchroniza-
" tion, aqd gonS|der a more realistic scenario where two or more
pStRCAREC (1)) — { 11__ o > “{CJ ~(7) transmissions on the same channel always lead to a failure
¢ =2, otherwise in reception (due to difference in arrival time or transmitted

Proof: In the case: < n;C;, ARXC and RRxC strategies pagketg). We revisit the results p,j(n) fqr various st_rategies,
behave the same, implying that(n) also equals td—Tle For taking into account r_elay synchronization error. First, for_the
the casen > n,;C;, a receiver adopting the ARXC strateg)RRC strategy, a receiver can suqcessjully obtain a packet in the
will focus on the known relay channels that always car yn_chronous scenario, when listening to a channel selected
copies of the packet. According to Lemma 6.3, the probabiliz; either the source node or exactly one relay, and thus
for a jammer to block a given relay channelfis%. Since RROA 1 n
the operations of the jammer and receiver are independent, the P~ °"(n) = (n+ 1)5 (1 - C) (I-ps). (10
successful packet reception rate is equivalent to the probability
that a randomly selected relay channel is unblockeg2.E . Proof: Each source or relay node under the RRC strategy

" m (ransmits over a given channel with a probabilityC'. Hence
Remark 1: Comparing (6) and (7), we can see that thEe probability for exactly one out of these+ 1 transmitters
advantage of ARXC lies in the first branch, when the nunt Work on a given channel (i.e., one node selects that ch{;mnel
ber of relays overpowers the (hard) jamming capability, i.€2nd all the other. nodnes choose other channels) can pe written
n > n;C,. This is indeed the scenario when the gain throug (? + 1)& (1= )" Without perfect synchronization, the
cooperation becomes significant: as seen from (7), as fi§é€iver can obtain the packet, if working on a channel that is
number of relay nodes increases framC'; to n;C; +1, the clear from jamming with probability of —p;, and is selected

Successfu' packet reception rate rises fréfgl to 1 by eXaCtIy one Of thm + 1 transmitters. Thus the Successful
nyCy;+1° . . . 1 1\
packet reception rate is given oy +1)& (1 — )" (1—py).
|

B. Cooperation Gain As shown in (10), the successful packet reception rate in the

After the derivation of the successful packet reception rafgrC strategy is proportional to: + 1), because more packet
pa(n) with n relay nodes for various strategies, we evaluate thi@pies are provided to the receiver by more relay nodes. On
corresponding cooperation gain for perfect relay synchronizge other hand, the factc(r — %)" decreases with, which
tion, defined asz(n) 2 pa(n)/pa(0), where the benchmark accounts for more channel collision happening with more relay
performance of NUBp, (0), can be obtained by taking= 0. nodes.



Next, for the case of SWRC, as the relay channels are non-
overlapping, the successful packet reception rate becomes

= (20-2) (-2) ow P

(1) 8
c
Finally, in the StRC strategy, relay nodes always send signal 2 0
on fixed non-overlapping relay channels, and never interfereg g ? a%| e RRORF00
with the source node over the non-relay channels, we haveg /. ;.| ——SwRCp,=0.01
ptRCAsyn (n) = =22 for n;C; > n. On the other hand, g 4 —6— SIRC,ARXC, p, =0.01
when n;C; < n, the successful packet may be influenced = - I —6— SIRC,RRxC, p, =0.01
when the source node interferes with one of the spare relay"@ n - ¢ -RRCp,=04
channels. For the receiver with the RRxC strategy, we have & . - + - SWRC, p,=0.4
o ) ) % - @ - StRCARXC,p, =0.4
StRC Asyn n njLyg n _
=2(1- 1— — 1— =)=, - & - SIRC,RRXC,p, =0.4
pRRxC,a (n) C( n )( C) + ( C) C 107 ; J
(12) 0 50 100 150
Number of relay nodes, n
And for the receiver with the ARXC strategy, we have (a) Ideally synchronous relay withy — 0.01 or py — 0.4
StRCA nsCy 1 0
pAch,iy”(n) =(1- " )1 — 5) (13) 10 OO0 =9 ==8 =0 0= '/‘&.5
. . . . el e ©

Remark 3: Comparison with the results in Section VI-A & ARt SR 2ot T e

shows that, wher(' is large, there is little degradation in g .| =T

the broadcast performance due to small synchronization erro
which will be confirmed in Fig. 1 (c). Another observation
is that, the successful packet reception rate for the proposed ok
CUB scheme mostly increases with the number of relay 8

—8— RRC,n=2

—+— SWRC,n=2
—6— StRC,ARXC,n=2
—@— StRC,RRxC,n=2

n=2 relay nodes

Q
n=100 relay nodes/ ;%i* ]
. . . N . . »\ N
Ry
)
L4

recept

nodes, as verified below. By (10), we haygplficAsyn — > V99—l _ & = RRC,n=100

SO =P = &)L+ (o Dn(L = &) > 0, unless g \n_o -+ -SWRCHZI0 )

n > mng = (~1/In(l — &) — 1), which is very large for & 10 i :::ggggii@:igﬁ “Hg
C > 1. For example, we have, = 127 for C = 128, @ NonCoop \
indicating that the successful packet reception rate for RRC . : ‘1
increases witm, unlessn > 128. For SWRC, by (11), we have 07 o 0
2 pIwRCAsyn — (1 — 2)(1 —p;)& > 0. Finally, for StRC, Jamming probability, p;

by (13), we havea%pgﬁ%f‘jy" > 0 always holds. Numerical

results in Fig. 1 (c) show that the increasing rate is comparable
to that in the synchronous case. 10

(b) Ideally synchronous relay with = 2 or 100 relay nodes

0

D. Numerical Evaluation

To better illustrate the properties of CUB as given in Eq.
(3)-(13), some numerical evaluations are provided in Fig. 1
for C = 256, assuming a responsive-sweep jammer with
equal sensing capability and blocking ability, i.e,Cs =
nyCy; = Cpy/2. As shown in Fig. 1 (a), the cooperation

Successful packet reception rate

. . . ) . 107 : : —+—RRC,syn
gain with RRC or SwRC is approximately proportional to ' —&— SWRCsyn
n, and SWRC only slightly outperforms RRC. Intuitively, the _—f—_gfgi’”n
probability of channel conflict is negligible for a largg. ‘ ’ _>_5wR¢,aySyn
Thus the coordination overhead of SwWRC is not justified, . ‘ = © - StRCasyn

and RRC is generally preferred over SWRC in practice. The 0 20 10 %0 80 00 120 140
: . . . Number of relay nodes, n

advantage of StRC is obvious under weak jamming (small
py) or large-scale cooperation (largg, and the superiority (¢) ps = 0.01, ARXC for StRC

f th ive receivin r ARXC over RRxC is al
of the adapt € rece g strategy C ove Cis aslﬁ% 1. The probability for a node with either the default RRxC strategy or
clearly demonStré_‘ted- Each of the StRC performance curvgs arxc strategy (only for StRC) to successfully receive a packet during
has a turning point, e.gn = 51 for p; = 0.4 andn = 2 a time slot, in the collaborative broadcast using the RRC, SWRC or StRC
for p; = 0.01 in Fig. 1 (a), actually corresponding torelay strategies ove€ = 256 channels in the UFH system, against one

’ i T responsive-sweep jammer with jamming probabifity.

n=ny;C; = Cp;/2 as discussed in Remark 1.

Fig. 1 (b) is complementary to Fig. 1 (a), demonstrating

performance with respect to the jamming probability. It is



success probability equalsg(n) given by (3)-(7) for various
scenarios. Thus the transition probability can be rewritten as

p R () = pa(m)]V T, m<n <N
e 0, otherwise
(14)

9

whereC,_"" is the binomial coefficient.
Lemma 7.1:The average broadcast timéto N nodes is
given by

Fig. 2. The transition diagram of the finite Markov chain for the broadcast N
process toN nodes, where each state represents the number of relay nodes T — (M) (15)
in the network and all nodes receive the message at the absorbing\Vstate L

=1
where (M), ; is the element of matriM in (16) on the first

row and/th column.
seen that the performance of both RRC and SWRC degrades p )« The stateN of the Markov chain in Fig. 2 is

gracefully with the jamming strength, and RRC is more robu Bsorbing, and all the other states are transient. Hence the
than StRC against strong jamming. Similar to Fig. 1 (

. ; _ undamental matrix of the Markov chain [27] is given by
there is also a turning point for the StRC performance at

ps = 2n/C, e.g.,p; = 0.016 for n = 2. We also observe M= (I-W) =

the boost .of performance by orders of magnitude through our | Poo  —Pyy - CPyn1

collaborative broadcast. 0 1- P’l Lo _Pl,N—l
Finally, the impact of synchronization error on the perfor- T o

mance is illustrated in Fig. 1 (c). Conforming to our discussion 0 0

in Remark 3, all three relay strategies are robust against

synchronization error, either in time or in packet content. ThighereI is the identity matrix, and

-1

, (16)

1—Py_1,n—1

robustness against synchronization error is highly desirable for Poo Poi Pon_1
practical implementation. In the remaining part of the paper, 0 P1,1 Pl’N—l
we thus assume synchronous relay for simplicity. W=

0 0 -+ Pyoin-1

VIl. FULL BROADCAST PROCESSANALYSIS is the transition probability matrix for the transient states. The

In this section, we give some quantitative analysis on tifpected time to absorption from the nonrecurrent state O can
whole broadcast process in synchronous single-hop netwobigs interpreted as the average broadcast time. Following the
through Markov chain modeling. In particular, the full procesanalysis in Chapter 15.5.2 [27], we hafe = >V, M,
of the broadcast t&V nodes can be modeled as a homogenoudiere M, ; is the element of matri®M on the first row and
finite Markov chain with N + 1 states. As illustrated in [th column. [ ]

Fig. 2, each stateX € {0,---,N} represents the number Corollary 7.2: For N = 2 nodes, the average broadcast
of relay nodes at a given time. At the beginning of thdelay for the RRC strategy is aboit(3 — 1.5/C) of that in
broadcast process, there is no relay node. Hence the initfs¢ noncollaborative scheme.
state probability vector for théV + 1 states in the Markov Proof: For the Markov chain with 3 states, by (14) we
chain isps(0) = [1,0,---,0]”. The number of relay nodeshave Poy = (1 — pa(0))?, Po1 = 2pa(0)(1 — pa(0)) and
increases as more nodes successfully obtain the message. Rhe= 1 — p.(1). Then by (15), the average broadcast delay
broadcast completes when &l nodes obtain the messagegan be written as
indicating that the stat&’ is the absorbing state in the Markov 1 Py
chain. I_:or simplicity, we assum_M = 1 in the foIIowi_ng T = 1— Py + (1—Poo)(1—Pry)
discussion. The broadcast delay is defined as the duration from B
O : , : _ 2pa(0)(1 = pa(0)) + pa(1)
the beginning of broadcast till the time when all nodes in the (0)pa(1)(2 — pa(0))
network successfully receive the whole message. Pal)Pa Pa
In this process, the one-step transition probabilRy, ., For the RRC strategy with perfect synchronization, by (3),
L ’ _ _ _ _ 1
represents the probability that the number of relay nodé§ havep,(0) = (1-P;)/C andp.(1) = (1-P;)(2—5)/C.
changes fromm to n after one time slot. As the numberThus (17) can be further simplified into
of relay nodes increases with time, we haf® ,, = 0 4C' -3+ 2py
for n > m3. All receivers are assumed to have the same Torre = (1—p,)2— L)z — ey (18)
reception performance. Consequently, the broadcaat ton by . ¢
receivers with exactly: relay nodes during one time slot can For the NUB scheme without relay, the above formulas

be modelled as a binomial distribution witfi—n trials, whose can still be applied, with the understanding that each state
of the Markov chain denotes the number of nodes that have

3For simplicity, we ignore the timeout mechanism in this section. successfully received the whole message in the network. In

17)
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this case, we have,(0) = p,(1) = (1 — P;)/C, and thus VIII. SIMULATION RESULTS

(17) can be simplified into In this section, we evaluate the performance of our collabo-
3C —2(1—py) rative broadcast scheme (CUB) (see Section V) and compare it
— . a9 . . . .
(2 — 1%)(1 —py) with that of NUB through simulations. Assuming synchronous

relays, we consider the broadcast for both the single-hop
By (18) and (19), we havébrro ~ 2T2NUB/(3_ 1.5/0), . . . .
asC>1>py > 0. and multi-hop networks, and investigate the corresponding

[ | S .
Remark 4: For athree-nodenetwork scenario, where a?roadc;\st dﬁlay d(from :Ee bet\gj\;nnllng of br?atldcast t.'" t{]he
source node attempts to broadcast the messag¥ te 2 e WNen all nodes in the network successiully receive the

nodes, the above result shows that the collaborative broadé’%’@? le me:sagge) alrllctihthe e(ljﬂerg.y ct;)]nsur?ptlols t("e" tt(wje er(ljetrgy
scheme can reduce the broadcast delay by about 33%. Forgiasumption for afl the nodes in the network 1o send and to
broadcast taV = 3 nodes, CUB can save nearly 49% of th&eceIve packet; 'durmg the'who'le broadpast process).
transmission time. These results match the statement in Sectio}ajnliSS ZpeC|Iée4dft?eM|iei "1 t]r\}e S'?UIat'oné Te12ségource
VI that the performance gain increases with the number gpae Toa cas ﬂ* packels 1o/v nodes overt’ = _
nodes in the network. Hence the proposed scheme is expe(fijgﬂrmte S'_ ?gamsc r_eslpcgsnle—lsvxt/ee_p 4j§mmerztw@g5 -

to significantly improve the communication efficiency in % pS, by = 1ops, R pS, andip = ous
large network. thusns = ny; = 2)*. The energy consumption for a node to

Remark 5: Similarly to Corollary 7.2, the average broadcas'iend ar_1d to receive a packet are sefps= 1 and £, = 0.1,
delay for the SWRC strategy can be obtained by replaciﬁﬁSpeCt'Vely'
pa(n) in (17) with (4) for givenn. Since SWRC is equivalent
to RRC with zero or one relay node, they have the sapie) A. Single-Hop Networks
and p,(1), and hence the same broadcast performance withThe advantage of a RRC-based CUB protocol over NUB
N =2, i.e,, Taswrc = Tarrc- As to the StRC strategy, thejs clearly demonstrated in Fig. 3. For example, compared
average delay can be obtained by using (6) or (7) to replage NUB, CUB takes only 14% of time to complete the
pa In (17). After simplification, we have the average broadcagtoadcast, and saves 36% of the energy, with= 20

TonuB =

delay of StRC to 2 nodes as jammers andV = 100 nodes. While it is expected that CUB
217%(1 _ 17%) +i@2-4- %) will significantly facilitate the broadcast process, it is less
TostrRC,RRzC = Ipr g L_ CpJ)(Q ERETIN intuitive that the total energy cost is also reduced. This may
¢ c ¢ 2 ¢ (20) be explained as follows. First, the CUB strategy consumes

less energy than NUB to receive packets due to significantly
) —p Cp reduced broadcast delay. Meanwhile, even though the number
—PJ J . . .
cl-—p)A-=)+1-7F (21) Of transmit nodes increases in CUB, the total number of
(1 - %)(2 - Lpsy 7 transmitted packets in CUB actually decreases, again due to
under weak jamming. much shorter communication time.

By (18)-(21), the average broadcast delay to 2 nodes isMoreover, Fig..3(a). shows an interesting phenomenon that,
192 slots, 128 slots and 65 slots, respectively, for NUBS the network siz&v increases, NUB requirdsnger broad-
CUB with the RRC/SWRC strategy, and CUB with the StREaSt latency while CUB actually incushorter delay. Hence,
strategy, withC' = 128 and p; = 0. These results have beerthe saving in br(_)adcast time by replacing NUB with CUB is
verified by simulation. However, (15) is not easy to evaluaf@0r® prominentin a larger network. For example, with- 20
in general, especially for a large number of nodéswe will Jammers, CUB can save 59% of the broadcast latency needed
further resort to simulation for performance evaluation in tH@" NUB with N = 10 nodes, which increases to 86% &S
following section. rises to 100. ' '

Lemma 7.3:Given that the transmission time is sufficiently Let us further examine why CUB requires shorter latency as
long and the jamming probability; < 1, all the nodes in the N rises. Two main reasons account for this seemingly counter-

network can receive the broadcast message with probabilfjuitive phenomenon. First, in a larger network, the probabil-
one. ity that a packet is received by at least one receiver is higher.

Proof: The probability for all N nodes to receive the Take the case with one transmitter (the source node)édnd
message after sufficiently long time is actually the absorbiffgdependent receivers as an example: the 1F’fjgth’ibl|l'fy for at
probability from state 0 in the Markov chain. If the jammindeast one receiver to obtain the packetlis (1—-7)™)(1-py),
probability p;, < 1, the transition probability from state: Which goes from=2* to (1 — p;) as N goes to infinity.
to staten, P,, > 0 for al N > n > m > 0. In Secondly, as mentioned before, nodes that already receive the
this case, the Markov chain has finite transient states af@ssage turn into relays to continue their contribution in an-
exactly one absorbing state. Following [27], the absorbir@her domain. Therefore, both the increased multiuser diversity
probability P,yccessne = Ziil M; P, y = 1 in this finite- and spectral diversity account for the shorter broadcast in a
state absorbing Markov chain. Therefore, if the jamminigrger network.
probability p; < 1, the system will stay in the absorbing , _ . , _ _

. " . For single-hop networks, it is equivalent to a powerful jammer with
state Wlth probability one, and all the_nOdeS In .t_he net\No@ﬁmbined capability ofCs = J and C'; = J. Our simulation may also
can receive the broadcast message with probability on® incorporate a scenario where normal nodes are compromised.

or

T55tRC,ARzC =



14000

—6—J=0,CUB
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a common communication rang®. In our simulation, we

consider a network density = N/R? = 50 and J jammers
12000f] = $ 7 Z0NUB e A with normalized jamming power = (D./D)” = 2, whereD..
- o - J=5NUB o Ak--mmTTTT is the jamming radius and the path-loss exponest 3.8. The
10000 7 —+—J=10,CUB 1 energy consumption for a node to send a packet is modelled as
=+ =J=10,NUB . . .
—a— J=20.CUB emmmmm - + E, = D7, while E, is still set as 0.1. We evaluate the average
000M -A-g=20NUBE =TT L ) performance over 100 realizations for each network setting.

-
-

b=

Overall broadcast delay (Slot)

————————

i i i
10 20 30 40

i
50

i i
60 70

i i
80 90 100

Number of nodes in the network, N

(a) Broadcast delay

Figure 4 presents the RRC performance in solid curves and
the StRC performance in dashed curves, agaihst 0 to
20 responsive-sweep jammers described in different colors.
In comparison with Fig. 3, it is shown that our collaborative
broadcast schemes continue to achieve significant performance
gain in multi-hop networks. These results also confirm that the
StRC strategy outperforms the RRC in most cases, by provid-
ing some degree of certainty in the relay channel selection.

In addition, Fig. 4 (a) shows a similar phenomenon as in the
single-hop setting that the broadcast ded@greasesvith the

x10"

® o— 1=0.CUB 1 network sizeN, for a given node density. For example, the
- ¢ -J=0NUB e average broadcast delay of the RRC strateggucesfrom

e JCa 2000 slots to 1600 slots as the total number of nodés
—— J=10,CUB -7 increasedrom 50 to 120, forJ = 20. Similar observation also

41 =+ -J=10,NUB .7 - holds for the StRC strategy, especially with a large number of
—A— J=20,CUB . .- : : e :

- - jammers. This phenomenon can be similarly explained through

- A -J=20,NUB

Finally, as expected, Fig. 4 (b) shows that the overall energy
consumption rises with the size of the network, as the number
of receivers and the relay nodes increases.

IX. COLLABORATIVE UDSSS

Our collaborative scheme is complementary to existing and
emerging jamming counter measures. We have shown its ef-
fectiveness with the UFH approach above. As a concept proof,
we further discuss its application to UDSSS techniques in this
section [9], [11]. Without loss of generality, consider an ideally
Fig. 3. Performance of the collaborative broadcast (CUB) and noncooperatj i _ ;
broadcast (NUB), as a source node sendiig= 7 packets toN nodes Wncmonous single-hop wwgless network, where the. source
over C' = 128 channels, withC; = 1, Cs = 1, ¢, = 40us, t, = 5us, randomly selects one §prfaad|ng sequence from a public set for
t; = 15us, andts = 10us (thusns = n; = 2), assuming the energy each message transmission. In this collaborative UDSSS, each
consumption for a node to send (or receive) a packgtis= 1 (or £, = 0.1),  node that has successfully decoded the message transmits it to
and the RRC strategy is applied to counterdctesponsive-sweep jammers . .
that are equivalent to a powerful jammer with combined capabilitgpt= 7  the other nOde_s with a spreading sequence _randomly selected
andCy = J. from the public sequence set. Most techniques in UDSSS

can be directly applied here, such as message verification, bit
interleaving, and packet encoding approaches [9], [11].

It is known from [10] that approximately 2000 slots are Experimental results have shown that the despreading of
needed for BMA to send a message of 7 packets to2aMmessage in a trial-and-error manner is one of the most
single node in the pairwise communication even withode-consuming operations in UDSSS. Once recording the
jamming. Clearly, the broadcast delay of the BMA-base_kEfoadcaSt message, each receiver randomly selects a spread-
non-cooperative broadcast is even longer than that, let aldig@ Séquence from the public sequence set to despread the
jamming attacks. In contrast, our simulation shows that it takB4ssage, and can succeed if choosing the same synchronized
about 1000 slots for CUB to broadcast such a message to S§guence as one of the transmitters. It is intuitive that the

nodes against 5 independent sweep-responsive jammers, Skgessful despreading probability increases with the number
with jamming probability of 0.03. of transmitters. Therefore, collaborative UDSSS exploits node

cooperation to provide code diversity to facilitate despreading
) and hence reduce the broadcast delay. The cooperation gain
B. Multi-Hop Networks for UDSSS systems is clearly demonstrated in Fig. 5, which
In this sub-section, we evaluate the performance of thecreases with the number of nodes in the network, similar to
proposed CUB protocols in a multi-hop network. Without losthat in UFH. This is due to the increased multiuser and code
of generality, the source node is assumed to be located at diversity, already observed in Section VIII.
center of a disk area of radiu, broadcasting a message to It is worth mentioning that FH and DSSS are two different
N identical randomly located nodes, each of which emplogpread-spectrum techniques; the former realizes its immunity

N
T

I
b
: increased multiuser, spectral, and spatial diversities.
b
b

Overall broadcast energy
w

10 20 30 40 50 60 70 80 90 100
Number of nodes in the network, N

(b) Energy consumption
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4000 to interference and security attacks through escape and avoid-

—— J=O.RRC ance, while the latter relies on the large spreading gain to
35001 :jiibngc | mitigate. This difference reflects in several aspects for UFH
=) —A— J=20 RRC and UDSSS, and for their collaborative versions. First, in
@ 3000} - -J=0,StRC | UFH a receiver can not guarantee to obtain the packet in
g IRy each hop, but once tuning to the right channel, the decoding
v 2500 - A - J=20,StRC || effort is minimum. In contract, UDSSS has a more predictable
bl 200 transmission delay but requires significantly more decoding
£ efforts. Therefore, collaborative schemes help UFH more on
g 15004 the transmission side, and UDSSS more on the reception side.
3 : N It should be noted that collaborative UDSSS also introduces
10000 _ 4w - ;: - :; oe ; pha R higher interference level to receivers. Due to their inherent
difference, the performance of UFH and collaborative UFH
0 e 7 8 s 10 10 120 is mainly limited by the hardware capability (such as sensing
Number of nodesin the network,N and switching) and available power of legitimate nodes and
(a) Average broadcast delay jammers, while that of UDSSS and collaborative UDSSS,
s | | among others, is mainly restricted by the computing power.
—6—J=0,RRC
af —e—J=1RRC 4 X. CONCLUSION
—+— J=10,RRC )
> a5l —&— J=20,RRC || We have proposed a collaborative broadcast scheme that
% :f:j:ggﬁg L utilizes cooperative communication technique and exploits
§ 3r -+ - J=10.SIRC|] frequgncy (channel), spatial an_d m_uIt|usclar.d|verS|t|es to re§|st
5. - A -J=20,StRC jamming and enhance communication efficiency. Collaborative
g 2 broadcast protocols based on RRC and StRC relay strategies
= | have been presented, explicitly considering ACK and time-out
g . mechanisms for transmission control. We have analyzed their
' cooperation gain in terms of the successful packet reception
rate in single-hop wireless networks. It has been found that
RRC can provide a cooperation gain proportional to the

50 © %g . sbd _ 9;3 wo o number of relay nodes, and is amenable to simple distributed
umber of nodes i the network, implementation. On the other hand, the StRC strategy sub-
(b) Average energy consumption stantially further improves the cooperation gain under weak

. . ) jamming relative to the collaboration scale. In addition, our
Fig. 4. Broadcast performance with= N/R* = 50, for the broadcast .
of M = 7 packets toN nodes with changing network radius and signal broadcas_t sgheme has been shown to be_rObU5t against relay
coverage radiu® = 1, againstJ responsive-sweep jammers. synchronization error. We have further provided a closed-form
expression of the average broadcast delay for the full broadcast
process based on Markov chain modeling.
‘ R v === We have verified the merits of collaborative broadcast in
R St ; +CUDSSSp =0 S - . - .
a- - UDSSS b 2 terms of communication efficiency and jamming resistance for
-|=e- Py both single-hop and multi-hop networks. Simulation results
—e— CUDSSS,p =0.2 . . . L .
] o -UDSSSp o indicate significant performance gain of the proposed scheme
O over the non-collaborative UFH-based broadcast scheme in

10° 15_ A :
: —+— CUDSSS,p,=0.5 .
-+ -UDSSSp 205 wireless networks.

—— CUDSSS,pJ:O.B
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