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I. SPAM:  The problem

A. The huge volume of Spam threatens the utility of email.  

1. So much junk piles into email that wanted email ends up being discarded with the Spam.

2. It is estimated that Spam costs business in the billions.

3. A lot of Spam is fraudulent, both in terms of the “From” line as well as the “Subject” line.  

4. A lot of Spam has been associated with distribution of viruses.

5. And of course, there are personal annoyance costs as well as exposure of children the inappropriate material.

B. Recognizing the problem, Spam victims have struck back.

1. The initial reaction to Spam in cyberspace was vigilantism.  Later various means of self-regulation have been tried.

2. There has been a long line of lawsuits, mainly by ISPs.  Recently there have been lawsuits initiated by ISPs such as MSN, Earthlink, and AOL against Spammers and in some case substantial monetary damages are being awarded.  

3. Several bills have been introduced into Congress and state legislatures.  At this writing 30 states have anti-spam laws and more are most certainly on the way to being enacted.  To date there is no federal legislation that regulates spam.

4. In 2002 the EU enacted the Privacy and Electronic Communications Directive, which adopts a soft opt-in requirement for dealing with spammers.  

II.
Even defining Spam is a problem.

A. The term unsolicited commercial email (UCE), which is often used to define spam, is subject to controversy because the definition of “commercial” is subject to debate.

B. The French National Commission of Information and Liberties defines Spam as:

The practice of sending unsolicited emails, most frequently of a commercial nature, in large numbers and repeatedly to individuals with whom the sender has no previous contact, and whose email address may be found in a public space on the Internet, such as newsgroups, mailing lists, directory or website.  

II.
Vigilantism and Self-Regulation
A. Back in the age of innocence, say the early 1990s, among Internet users there was an amorphous ethical system.  Among the early netizens (citizens of cyberspace) it was clear that spamming was unethical and should be combated, not by crying to the government, but by trying to sabotage the computers of senders.  

B. As time went on, however, vigilantism gave way to attempts at self-regulation.  Various groups took it upon themselves to compile lists of spammers and ISPs who did not take sufficient steps to combat spamming among their subscribers.  

C. Problems with self-regulation arose because these private groups such as Mail Abuse Prevention System (MAPS) that began labeling various ISPs and others as spammers or enablers but there was little accountability and no room for appeals.  

D. Private attempts to create “do not email” lists that were circulated to supposedly ethical advertisers have floundered.

E. The next stage in the spam wars was waged by ISPs through technological means, principally filtering software.  

1. Again the problem is that wanted email is often filtered out with unwanted email.  Spammers are adept at adapting their tactics so as to outwit the filtering email.  

2. In a recent article (June 23, 2003) by Bill Gates that was published in the Wall Street Journal, entitled, “Why I Hate Spam”, Gates contended that, “…a single company can’t stem the tide of spam alone.  So we are working with other leaders such as AOL, Yahoo! and Earthlink on a range of joint initiatives.”   

II. A number of ISPs and others have filed private actions against spammers, with limited success until recently.  Most of these suits have been essentially to enforce agreements all subscribers have to sign with the ISPs in order to get an email account.  

A. In Compuserve v. Cyber Promotions, 962 F. Supp. 1015 (S.D. Ohio 1997), the plaintiff/Compuserve sued to enforce its contractual prohibition against mass electronic mailings.  The defendant continued to spam even after being warned not to.  Plaintiff sued under the theory of trespass to personal property, intermeddling, and was successful before a judge.  

1. The decision, though positive for ISPs, has not stopped one-time spammers or spammers who resurface under different business names. 

2. Tracking down spammers in cyberspace is always a challenge.

B. In other suits, plaintiffs, mainly ISPs have used trademark infringement and false designation of origin as legal theories of liability (see e.g., AOL v. LCGM, 46 F. Supp. 2d 444 (E.D. Va. 1998).

1. Breach of contract—Hotmail Corp. v. Van$ Money Pie, Inc., 47 U.S.P.Q. 2d (BNA) 1020 (N.D. Cal. 1998).

C. ISPs have been able to get injunctions against some spammers but the effort to obtain monetary damages has been more difficult.  Advertisers who use spammers typically sub out the spamming function to third parties.  

1. If these third parties are independent contractors then the torts of the independent contractors cannot be attributed to the advertisers.  

2. Spammers have been able to insulate themselves from liability by using independent contractors to do the actual spamming. 

D. Some states have responded with statutes that specifically address the principal/agent issue by making the advertisers liable for spam even though the actual spamming occurred through a third party, independent contractor.  [Among the states using this technique is Utah, see Utah Code Ann. § 13-36-103  (2003).  

E. Recently some very heavy hitters have sued spammers.

1. On April 15 of 2003 AOL announced that it was filing five separate lawsuits against more than dozen different companies and individuals.  The papers were filed in U.S. District Court in Eastern District of Virginia.  

2. AOL is seeking damages of at least $10 million and court orders to halt unsolicited messaging from these defendants.  

3. AOL had recently installed a “Report Spam” option on its email service and received more than 8 million customer complaints.  

4. According to the lawsuits, the defendants used a variety of techniques to evade AOL’s anti-spam mechanisms, including false emails addresses and took actions to circumvent AOL’s spam filters and ignored AOL’s “Unsolicited Bulk Email Policy.”

5. The subject matter of the spam ranged from male organ growth and porn to home mortgages refinancing and computer software.  

6. These lawsuits were the first that AOL has taken since May 2001, when it filed more than 20 lawsuits against over 100 individual and corporate defendants.  

F. Also Microsoft has launched a number of suits against spammers.

1. Microsoft is suing on behalf of Microsoft Network (MSN) and Hotmail.

2. Twelve of the 20 cases were filed in Superior Court in the state of Washington.  

a. Most of the defendants are U.S. firms.

b. Another case was filed in California and two were filed in U.K. courts.  

3. The substance of the suits are based on deception of customers in the form of:

a. Password stealing

b. The Nigerian money scam

c. “Free” credit reports

d. Viruses that poses as Microsoft email

e. Online auctions

4. Also according to the lawsuit, there are now 2.7 trillion spam messages sent each year, or 2,200 emails for each wired customer.

5. In a Wall Street Journal article June 23, 2003 Bill Gates authored an article, “Why I Hate Spam”.  

a. Gates contends that the volume of spam threatens the utility of email.

b. Gates says that in addition to the lawsuits, he is stepping up technological measures to combat spam.  

c. Gates claims that his company is developing smart systems that can learn over time how to combat spam.

d. Gates contends that a single company cannot do the job alone so he is linking up with AOL, Earthlink and Yahoo! on joint anti-spam initiatives.  

e. Gates also contends that there are legitimate commercial interests involved and that there must be a way of separating responsible companies from the spammers.

f. Gates proposes an FTC-approved self-regulatory body that would require the use of ADV, which stands for advertisement.

IV. Proposed Federal Legislation:

A. CAN-SPAM—Controlling the Assault of Non-Solicited Pornography and Marketing Act (S.877).

1. CAN-SPAM has been introduced in the 108th Congress after previous, unsuccessful attempts were made in the two previous Congresses.

2. The focus is upon Unsolicited Commercial Electronic Mail messages, which are labeled UCE’s.

a. A UCE takes place when an email is sent to someone who has not consented to the sending of the message and who has not given prior consent.  

3. If CAN-SPAM is enacted into law, it will be illegal to send an UCE that has a false or misleading heading or origination information.

a. Having a functioning return message capability is key because CAN-SPAM makes it illegal to send additional UCE’s to anyone who has indicated that they do not want to receive future messages from the sender.

b. Effectively CAN-SPAM is an opt-out system.

c. Alternatively, CAN-SPAM allows senders to provide “opt-in” to receiving certain kinds of email.  

d. CAN-SPAM also requires that senders of UCE’s must have a physical postal address listed in its email.

B. CAN-SPAM authorizes the FTC and state attorney generals to enforce the act.

1. The FTC is entitled to treat violations of CAN-SPAM as unfair and deceptive trade practices.

2. State attorney generals are entitled to file for injunctions and for damages for violations of CAN-SPAM.

3. Also CAN-SPAM makes it illegal to contravene the stated policy of an ISP with respect to the harvesting of email addresses.

a. CAN-SPAM provides a cause of action for ISP’s who have posted notices stating that the web site or ISP does not store or transfer email addresses to any other party for UCE purposes.

C.
Violations of the CAN-SPAM are equal to actual damages or statutory damages, which are up to $10 per improper transmission if the violation is willful, knowing or negligent.    Damages are capped at $500,000, except where the defendant’s actions are willful, in which case, damages can be increased to $1.5 million.

D.
Other proposed legislation includes COBill—the Computer Owner’s Bill of Rights (S. 563).

1. Under COBill, any computer owner not wanting to receive UCE’s could contact a national registry at the FTC.

a. After registering with the FTC, it would be illegal to contact a registrant.

b. COBill would impose civil remedies for violators up to $10,000 per offense.  The FTC would be initiating these suits.

c. Each day under COBill is an additional offense so that it is apparent that damages under COBill are much greater than CAN-SPAM.

2. In the House a bill was introduced entitled Wireless Telephone SPAM Protection Act that would amend the Communications Act and prohibit unsolicited commercial messages on wireless phone text and image messaging systems.

V. Anti-Spam Legislation at the State Level

A. Since Nevada enacted the first anti-spam statute in 1997, 30 states have passed such laws.

B. Many of the state laws prohibit what would be fraud in offline transactions:

1. False routing information

2. Use of a third party’s domain name without permission, and

3. False subject lines.

C. Many states require that porn messages be accompanied by ADV in the designation line.

D. Most states have opt-out provisions.

E. Some states allow ISPs to sue spammers for violating their anti-spam policies.

F. For obvious reasons states have concocted various bases for asserting jurisdiction over out-of-state spammers.

G. In at least two cases, lower courts have ruled that state anti-spam legislation is unconstitutional under the Commerce Clause.  In State of Washington v. Heckel, No. 98-2-25480-7 SEA (Wash. Sup. Ct. 2000) the state of Washington’s anti-spam law was struck down under the Commerce Clause but that decision was reversed by Washington State Supreme Court, 143 Wn.2d 824; 24 P.3d 404 (2001).  Basically the same thing occurred in Ferguson v. Friendfinders, Inc., 94 Cal. App. 4th 1255; 115 Cal. Rptr. 2d 258 (2002) when a trial court decision that California’s anti-spam law was ruled unconstitutional under the Commerce Clause, that decision was reversed on to the Court of Appeal.  The California Supreme Court affirmed the decision of the Court of Appeal without issuing an opinion, 2002 Cal. LEXIS 2378.    

VI. International Legal Developments

A. The European approach has been one of legislating at the EU level.  It is in stark contrast to the U.S. approach which heretofore has relied on private civil actions and industry self-regulatory approaches.  

B. Once the European Commission approves a Directive, member nations are then required to enact consistent national legislation.

C. European Approaches to Spam

1. Note that the 1995 Information Directive makes no reference to spam or UCEs. 

2. On the other hand, if the email address, such as David_Baumer@ncsu.edu, provides PII, which brings in protection of the 1995 Directive.  

3. Note further that the 1995 Information Directive considers some PII, such as religious affiliation, ethnicity, and other information as “special” and has more severe restrictions for the processing of such information.  Email addresses which reveal that information could be brought to bear on the processing of such information by spammers.  

4. The 1995 Directive implicitly requires an opt-out procedure to deal with spammers.   

i. Creation of an opt-out register could lead to abuse.  It is potentially a great source of email addresses.  

ii. Other EU laws require opt-in before automated dialing or fax machines are used.  

D. EU recently passed the EU Privacy and Electronic Communications Directive (2002/55/EC).  The terms of this directive require its implementation through national legislation by October of 2003.

E. The EU approach is centered on the issue of whether it should be based on “opt-in” or “opt-out”.  

1. Opt-in is basically permission marketing which is not objectionable according to most commentators in the U.S.

2. The opt-in approach seems consistent with other EU laws, such as the 1995 Information Directive, but could leave the EU out in the cold as far as e-commerce is concerned.  

3. Another problem with the legislative approach to spam is that by legislating, spam is in some sense legitimated.  

F. The E-Commerce Directive (2000/31/EC) was the first EU Directive to mention email.  

i. Requires that member states pass legislation that UCE’s must be clearly and unequivocally identifiable as such as soon as it is received by recipients.  This is equivalent to legislation in some states that requires spammers to identify their messages by using ADV to indicate that it is advertising.

ii. Opt-out registers did not exist at the time of the Directive and were not forthcoming as a result of the legislation.  

iii. There has been massive non-enforcement of any opt-out regime. 

iv. This directive is directed towards protection of privacy online. 

v. The directive calls for opt-in with exceptions to deal with UCE’s  

1. The first exception is that if a person contacts a vendor online to buy something, that vendor can send additional UCEs.

2. There is another exception that only applies to companies, which says that member states could simply require opt-out for companies rather than opt-in.  

vi. The 2002 Directive essentially requires a soft opt-in with some major exceptions.  

vii. It remains to be seen whether the opt-out approach for business to business spam will be workable, or whether this spam will be just as annoying and costly as spam to non-business users has been.  

VII. Overall, spam is now at the stage that its benefits are very nebulous and its costs are very apparent and growing.  

A. The viability of this wonderful tool, email, is being threatened.  

B. The interest level in spam is zero for most people.  

C. The content of spam messages if filled with the most horrific and salacious material.  

D. The technological measures used by ISPs that offer email service have not been sufficiently discriminating.  For users and subscribers who use software screens there is a fear that valuable and wanted email is also being screened.  

E. Seemingly every advance in technology in screening spam is met by advances by the spammers in evading the screening.  

F. Proposed U.S. laws call for opt-out registers and stiff penalties for spammers who continue to send spam after a user indicates that they want to opt-out.  

G. Under these proposed laws, enforcement would take place through the FTC, state attorney generals, and private rights of action by ISPs.  

H. State laws focus on truth in advertising by requiring accurate return addresses and subject matter lines.  So far state laws have withstood  constitutional challenges to their exercise of jurisdiction over out-of-state web sites and challenges based on the Commerce Clause.

I. The EU approach as called for by the 2002 Privacy and Electronic Communications Directive calls for a soft opt-in, which allows vendors who have a relationship of some kind with users to send UCEs, but provides for opt-outs for users and business recipients of spam.  

VIII. Other Spam-related Issues:

A.
eBay was successful in its suit against Bidder’s Edge, claiming that aggregators trespassed to chattel.   (eBay v. Bidder’s Edge, Inc., 100 F. Supp. 2d 1058 (2000)).    In the Bidder’s Edge case, the plaintiff was able to claim that the defendant’s software agents crawled through infrastructure created by the plaintiff, that the software agents of the defendants undermined that infrastructure because of the amount of space it occupied and that the defendant was warned not to continue its actions.  Could the same rationale be applied to spammers?  

1.
In Verizon Online Services, Inc. v. Ralsky, 203 F. Supp. 2d 601 (2002), the court placed the defendant in the same categories as the defendant in the Bidder’s Edge case.  

2.
The plaintiff was entitled to sue for trespass to chattel.  Defendant had been warned and defendant’s actions made use of the plaintiff’s infrastructure and the spamming compromised its ability to function.  

B. Mouse trapping—the spammer takes place when special programming prevents visitors from leaving the web site.  

1. Every time the visitor attempts to leave a new pop-up banner appears.  

2. The spammer is obstructing users from going where they want to go in cyberspace.  

3. The FTC has filed suit against the perpetrator of this technique, FTC v. Zuccarini, 2002 U.S. Dist. Lexis 13324 (2002).   The court granted an injunction against the defendant for this technique.

C. Screen scrapers and the CFAA—

1. The CFAA prohibits hacking or exceeding authorization of a protected computer.

2. It could be argued that screen scrapers are doing that when they collect information from the screen displays of other firms.  

3. Court held in EF Cultural Travel BV v. Zefer Corporation, 318 F.3d 58 (2003) that screen scraping was a violation of the CFAA, but in this case is of limited value because the screen scraping was accomplished by ex-employees of the plaintiff who used trade secrets illegally.  
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