Can Regulation of Distribution of Pharmaceutical Products 

Coexist with Advances in Information Technology 
by 
David L. Baumer, Julie B. Earp, and J.C. Poindexter(
Abstract: The ongoing progression of innovation in information technology (IT) and its internet application has created and continues to reinforce stresses in the efforts of government(s) to maintain regulation of the distribution of prescription drugs.  Hence, there is a growing gap between what is technically feasible and commercially attractive on the one hand and what is legal in the distribution of pharmaceutical products on the other.  With fast, user-friendly, and seemingly secure internet access to websites that offer prescription drugs, there is now a large and rapidly growing market niche in which patients, rather than medical professionals, can make medical decisions about the medications they ingest.  Typically, the modus operandi of these websites is a cyber medical examination in the form of online questionnaire, where it is alleged that a physician examines the survey answers, nearly always resulting in follow-up sales of prescription drugs.  The result, not surprisingly, is a very large and rapidly expanding “out-of-state” and “out-of-national-boundary” market (so-called “grey” or even “black” market) for pharmaceutical drugs.  This problem is compounded by the existence of lucrative arbitrage opportunities that exist due to the wide differential between the “controlled” costs of drugs available in Canada and comparable drugs in the U.S.  
Distribution of pharmaceutical products in the U.S. has traditionally been tightly regulated through state licensing laws of physicians and pharmacists.  Although states continue to strive to strictly control prescription drug distribution, there is a growing parallel universe in which websites provide patients with largely unfettered choices for accessing prescriptions with minimal physician involvement.  State licensing boards and the Food and Drug Administration (FDA) have raised legal obstacles to the growing volume of internet pharmacies.  Remedies in the form of statutes are appearing at the federal level.
I.  Introduction
The Internet has created significant challenges to enforcement of laws in a number of sectors.
 Perhaps the most widely recognized challenge posed by the Internet to enforcement of a major branch of law is the opportunities that the Internet affords those willing to violate copyright laws.
  Although copyright laws have been augmented by new legislation and court opinions that have led to shutdowns of companies whose business plans were based on violations of copyright laws, widespread illegal downloading of records, movies, and software continues.
   Other areas of law whose enforcement have been undermined by the Internet include: the challenge to trademark law posed by domain names, privacy laws and identity theft, pornography laws, wagering laws, and several other less visible, but significant branches of law.  To this list, another entry must be added: widespread and continuing violations of drug laws, mainly laws that regulate distribution of prescription drugs and controlled substances.

Unlike many other Internet-facilitated crimes, violations of drug regulation laws can have serious and even fatal consequences.  Explicit violations of drug distribution laws were highlighted in the book “Dangerous Doses”, which identified the introduction of “up-labeled” drugs and counterfeit products by secondary wholesalers in Florida.
  This led to several near-deaths of cancer patients taking Epogen and other expensive drugs that were counterfeited, leading to pressure on the FDA to develop a formal pedigree requirement for drug distribution.
 On the other hand, there are surprisingly few bona fide episodes of medical malpractice that begin with an order to an Internet pharmacy.
 In the few cases involving Internet pharmacies that have gone to trial, several have been dismissed because of a failure of the plaintiffs to show that they were harmed in any way.
  
Currently, enforcement of drug laws is being threatened by drug websites that openly offer paying customers prescription drugs without requiring prescriptions.
  Of course websites are heterogeneous and there are degrees of illegality among websites.
  Some are completely legal and comply with all relevant state and federal drug laws.
  Others have a colorable claim of legality, though their procedures are sometimes contrary to the requirements of state licensing authorities and therefore federal law.
  Grey market websites offer prescription drugs, and prescriptions for those in need, based on online questionnaires.  Although many websites featuring drugs use online questionnaires as a fig leaf, black market drug websites dispense with online questionnaires entirely.
  
The main contention advanced in this paper is that the Internet threatens the entire regulatory apparatus of drug regulation in the U.S.  Although there were exceptions, at one time in the not too distant past, drug customers (patients) had to obtain a prescription from a physician, who often exercised considerable discretion over whether a person received the prescription.
  Pharmaceutical companies now advertise direct to customers (DTC) and if their family physician does not agree with the patient, the Internet is a fall back option.  For those unwilling to defer to their physicians, obtaining the drugs they want is as close as is their access to the Internet.
  By simply typing in the name of the desired drug, Internet browsers are directed towards hundreds of websites offering their drug of choice.  In recent articles legal scholars writing about drug regulation in the presence of the Internet make apocalyptical statements such as, “our current system of prescription drug regulation to protect the health of consumers may well breakdown…”
and “[M]aintaining the status quo is simply untenable.  The current drug regulation regime has grown obsolete in light of the burgeoning online prescription drug industry, and does not reflect the reality of e-commerce.”

In Part II of this paper, we state and examine laws that regulate distribution of drugs in the U.S. and show how Internet pharmacies that offer prescription drugs threaten the existing regulatory structure.  Recently written law review articles are virtually unanimous in their dire predictions of the impact of internet technology on drug regulation.  In Section III we review and discuss what recent polls reveal about the attitude of the U.S. public towards drug regulation.  Although U.S. residents continue to voice (to survey staff) their support for the core principles of U.S. drug regulation, that support is tepid.  Many are willing to trust their own medical judgments and ignore U.S. drug laws.  In Section IV we look at various Congressional proposals.  Although there are some state initiatives, the proposals with any realistic potential of regulating online drug sales are federal.  In fact, many of the bills currently being examined at the Congressional level necessitate significant preemption of state laws.  In Section V we discuss some realistic goals for regulation of prescription drug distribution in light of the availability of Canadian arbitrage and continued advances in information technology.  Our conclusions appear in Section VI.  
Section II.  Government Regulation of Distribution of Pharmaceutical Drugs    
In one sentence, without mentioning a lot of qualifiers, the foundation of U.S. regulation of prescription drugs is that medical professionals, not patients, should make the medical decisions as to what drugs are appropriate for patients.
  Medical professionals, who are legally entitled to write prescriptions, are licensed by states, based on education, internships, and the results of competency tests.
 Advances in information technology paved the way for creation of the Internet, which provides a forum for websites that offer drug patients the drugs they want without the intervention of medical professionals.  Although two recent surveys suggest that the current number of online purchasers is small, less than 5 percent of the respondents in a telephone survey conducted by the Pew Foundation indicated that they had purchased drugs online from a website,
 that number is growing and 63 percent of the drugs purchased online occurred at non-traditional websites.
  In addition, lack of adherence by citizens to the basic principles of drug regulation is affecting politicians, as an increasing number of state Governors are facilitating arguably illegal reimportation of prescription drugs by price-conscious citizens of their states.
    
Another basic objective of drug regulation is ensuring that patients receive what they order and are not victims of counterfeit or adulterated drugs.
  Again, drug websites compromise this goal because tracking and tracing the origin of their inventory is impossible for purchasers, though there is a good deal of evidence that Food and Drug Administration (FDA) standards are not adhered to by many drug websites.
  Since these drug websites are illegal according to U.S. law, their procurement, storage, and distribution practices are unregulated.  There is no way that the FDA would certify the manufacture and storage of a drug that is being illegally distributed under state law.  Ironically, in some respects, the Internet has brought back a situation similar to the fabled days of “Dr. Feelgood” and his mysterious elixirs, which were sold by day with great fanfare, but often followed by surreptitious night flights, leaving patients to fend for themselves.      
A.  State Licensure of Physicians and Pharmacists

Although the FDA is responsible for approving (or not approving) new drug applications (NDAs),
 much of the regulation of distribution of pharmaceutical products has traditionally been based on state licensing laws.
  In short, access to prescription drugs required a prescription written by a physician licensed in the state where he or she practiced medicine and dispensed by a state-licensed pharmacist.  Armed with inherent police powers to protect citizens of their jurisdictions, states began licensing physicians and pharmacists in the 1870s as public dissatisfaction (interspersed with various outrageous anecdotes) about the negative consequences of quacks and price gouging became more evident.
 As a result of state licensing statutes, those practicing medicine in a state had to obtain a license based on education, experience (internships) and competency as demonstrated by test performances.  Similar criteria soon developed for pharmacists.  Faced with common issues, state licensing boards formed national associations and federations.  The National Association of Boards of Pharmacy, which represents pharmacists in all 50 states and several U.S. territories, is over 100 years old, while the Federation of State Medical Boards for physicians will celebrate its 94th annual meeting in August, 2006.
  
Among regulatory schemes, regulating distribution of prescription drugs through state licensing of doctors and pharmacists is relatively old.  In a number of other industries, state regulatory schemes have been abandoned after it became apparent that state regulation did little but disguise economic protectionism.
 More recently online retailers have challenged state licensing requirements in the casket industry and wine sales with mixed results.
  Although there are some splits among the Federal Circuits, the latest decision of the U.S. Supreme Court in Granholm v. Heald was that a Michigan state statute, which outlawed direct sales to Michigan residents by out-of-state wineries while permitting same for in-state wineries, was unconstitutional under the dormant Commerce Clause.
 Also declared unconstitutional in the same case was a New York licensing scheme for wine sales.  Although no state medical or pharmaceutical licensing statute has been successfully challenged under the Commerce Clause, the possibility of constitutional challenge has been raised by a number of recent commentators.
   
Throughout the 20th Century, even before the Internet was a gleam in Al Gore’s eyes, increased mobility of doctors, pharmacists, and patients placed stress on state regulation of doctors and pharmacists through licensing laws.   Fitfully, state licensing boards for doctors and pharmacists dealt with issues of reciprocity and nationally uniform standards, or national licensing.  In the main, states have delegated licensing decisions to medical professionals.  State licensing laws allow doctors and pharmacists to construct laws to protect the public from practices that threaten public health, but those laws could also be used to insulate the licensed professionals from competition from practitioners located in other states.  There is abundant evidence that state licensing authorities are hostile to interstate practices of medicine for a variety of reasons.
  Most commentators contend that state licensing authorities are anti-technology (technophobic), especially medical use of the Internet.
  These commentators also contend that there is abundant evidence that licensing regulations have been used to insulate in-state practitioners from competition from out-of-state operations.
  The contention that licensed professionals would use licensing authority to insulate themselves from competition is utterly predictable to most economists.  Although the primary goal of state licensing statutes, protection of public health, was and is laudable, at least one recent commentator offered the opinion that, “Contemporary state licensure justifies local professional fiefdoms, perpetuates parochialism, and encourages anti-competitive protectionism.”

Increased mobility affects not only medical professionals, but also patients.  The traditional transaction that resulted in the writing of a prescription occurred when a doctor physically examined a patient, wrote the prescription, gave it to the patient who handed it to a pharmacist, who filled the prescription.  On the other hand, exceptional circumstances sometimes occurred that made face-to-face examinations very inconvenient and inefficient.  The practice of telephone-based prescriptions emerged (and was tolerated by state licensing authorities) if (1) the patient was in an existing doctor-patient relationship and (2) the physician agreed to “call in” the prescription without a new face-to-face encounter.
    
At its core, state licensing of medical professionals is licensing based on geography, but the Internet fundamentally challenges laws that are based on geography.  For many of who have examined the issue, the continuing rationale for state regulation of medical professionals through licensing boards is not evident.
  By and large, medical knowledge, malpractice principles, and other aspects of the practice of medicine are not state specific.  Most patients are unfamiliar with differences in state laws with regard to prescriptions that are ordered via telephone, are the result of a telemedicine consultation, or take place through online questionnaires.  The rationale for differing legal protections based on state residency is not clear.   On the other hand, the demise of state regulatory apparati in other industries through Commerce Clause challenges is not a new story.
        

B.  Telemedicine  

Telemedicine is another example of overcoming geography through communications technology.  When doctor and patient are physically separated, often the efficient solution is telemedicine.  The Heritage Dictionary definition of telemedicine is:

The use of telecommunications technology to provide, enhance, or expedite health care services, as by accessing off-site databases, linking clinics or physicians’ offices to central hospitals, or transmitting x-ray or other diagnostic images for examination at another site.
  
According to many commentators, telemedicine has the potential to dramatically raise the level of health care to those who are, “living in rural, remote, and economically depressed areas…”
  Although telemedicine predates the Internet, “telemedicine is in a stage of ‘giddy adolescence’ with the volume of services growing every year,…”
  Among the most common applications, there are “three broad categories of programs: store and forward technology, interactive video conferencing, and remote surgery.”
 Store and forward technology allows medical images to be scanned and forwarded anywhere in the world, facilitating electronic diagnoses.  A dynamic application of telemedicine takes place when interactive video is used to link health care workers in an emergency room with specialists in another area, especially when large disasters take place in less developed areas of the country or world.  Remote surgery is still in its infancy, but it essentially relies on the same principles as video games, where a surgeon in one location manipulates tools in another location, generally aided by visual magnification.
 Some commentators contend that eventually we will all have computer chips which will enable us to receive near real time diagnoses via the Internet.

There is abundant evidence that telemedicine results in improved quality of care as well as significant cost savings.
 Ultimately, particularly in poor countries where the availability of health care is limited, raising quality of care is a cost savings because as quality of care rises, there are fewer patients and they recover faster.  In less developed areas of the country and world, fewer experts are needed if that expertise can be more widely distributed via telemedicine.  Costs savings are likely to increase once the Internet becomes “the preferred platform for delivery of all telemedicine services, since it provides affordable, external architecture that can be used for transfer of voice, data, and video images.”

In order to realize the potential financial and qualitative gains from telemedicine, startup costs are required, though these costs can be moderate, depending on the range of telemedicine operations.
  To pay for the substantial startup costs associated with telemedicine the volume of business must be significant and regular.
  Ultimately, the telemedicine industry requires realization of economies of scale, which means that legal barriers must be held to a minimum.  Telemedicine became a legal, as opposed to medical, issue when the consulting medical professionals straddled state borders.
  Initially, much telemedicine did not raise legal issues because most of it was intrastate or because it did not really involve the practice of medicine when one physician consults with another across state lines.  On the other hand, when a physician was licensed and located in one state and the patient in another, a (perhaps inevitable) clash emerged between medical practitioners of telemedicine and state licensing authorities.
 
When telemedicine allows a physician in one state to examine a patient in another state, not accompanied by an in-state physician, it can and has been considered by state licensing authorities as the practice of medicine.
  If the out-of-state physician is not licensed in the state of the patient, it has been viewed by state authorities as practicing medicine without a proper license.
  On a number of points relevant to this issue, there are significant state-by-state variations, including what constitutes the practice of medicine.
  A partial compromise has taken place in that states have generally allowed “limited licenses” or “special purpose licenses” that embrace emergencies and irregular or infrequent medical events.
  Telemedicine has also been victimized by anti-Internet laws that prohibit real time or near real time medical consultations between doctors in one state and patients in other states.
 The legal retardation of the growth of telemedicine at the state level in the U.S. is accentuated at the international level because of national sovereignty.  
XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
Consider Deleting

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

Ignoring significant qualifications, in order to practice medicine across state lines, practitioners have to be licensed in both states, or be able to qualify for some exception based on a special purpose license.  A point repeatedly made by commentators on the issue is that although license requirements protect the public from those unqualified to practice medicine, licensing creates a monopoly for licensees and can be used to enhance income of licensed professionals to the detriment of patients and the general public.  In a well-known scenario, medical (and other) professionals have convinced legislatures that they (the medical professionals) have the integrity and expertise to regulate themselves.
 Although many of the licensing criteria are designed to enhance quality of health care, other licensing criteria appear to needlessly create and maintain barriers to entry and raise revenue of physicians.  Licensed professionals, such as doctors, form organizations to lobby on their behalf and do research on the revenue impact of various regulations.  Licensing authorities tend to hold expansive definitions of the “practice of medicine” in ways that limit massage therapist, psychologists, physician assistants, and those involved in telemedicine.   
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Typically the decision as to the licensing of out-of-state physicians for consulting events takes place on a case by case basis (pro hac vice).
 For a medical technique that depends on a large volume of business, application pro hac vice procedures retard adoption of telemedicine technology.  “Consultation exceptions are limited in duration and scope, making them inconvenient for regular use.”
 State-by-state licensing differences and exceptions also retard adoption of telemedicine technology.  To date there has not been a national agreement among state medical boards for telemedicine exceptions.  On the other hand, the American Telemedicine Association (ATA) now claims to represent a portfolio of special interest groups, such as “home telehealth, ocular telehealth, teledermatology, telemental health, telenursing, telepathology, and telerehabilitation.” and it is unlikely that such an agreement will take place.”     

C.  Regulation of Mail Order Prescription Drug Sales

Increasingly, dispensing drug websites are merging with mail order operations and it is difficult to distinguish between Internet pharmacies and mail order drug depots because virtually every mail order operation has a website.   

D.  Distribution of Pharmaceutical Drugs Using the Internet 

Internet pharmacies are subject to a blizzard of federal and state laws.  Rather than examine a tediously long list of state and federal laws, it is perhaps more efficient to focus on various transactions and discuss possible legal liabilities.  A number of commentators have noted that there are three types of Internet websites: (1) those that merely dispense pharmaceutical drugs, once the patient produces a bona fide prescription, (2) websites that sell pharmaceutical drugs and will supply online prescriptions, and (3) rogue websites that sell pharmaceutical drugs without a prescription.  The least controversial drug websites are those that dispense (or sell) prescription drugs, but the patient is required to produce a valid, bona fide prescription.  Type (1) drug websites are distinguished from Type (2) in that Type (1) websites fulfill prescriptions, but do not supply them.  Type (3) websites are often called “rogue” or “pill mill” websites because they sell prescription drugs, and other substances, and do not attempt to comply with drug regulation requirements.   
E.  Regulation of Internet Drug Sales 

In order for Internet pharmacies to fully comply with state and federal drug laws, they are subject to a number (some would say blizzard) of legal constraints.
  The foundation of a legal sale of a prescription drug by an Internet website is that the drug has been approved for specific uses by the FDA and that the drug has been appropriately labeled.  Beyond the hurdle of an approved New Drug Application (NDA), pharmacies cannot legally sell a prescription drug to a patient unless the customer has a bona fide, legal prescription.
 Legal prescriptions are the main choke point that state licensing authorities rely upon to attack drug sales by Internet websites.  The essence of the legal attack on online sales of prescription drugs is that online prescriptions that are the product of online questionnaires are not legal and therefore a website that relies on online questionnaires is selling a prescription drug without a prescription.
  
The requirements for a legal prescription are increasingly detailed, and some would say contoured to make online prescriptions illegal.  According to the Federation of State Medical Boards (FSMB) in its discussion Internet prescribing issues, two medical professionals must be licensed and available at Internet websites that sell prescription drugs: pharmacists and doctors.
  According to FSMB guidelines, prescribing medications is part of the practice of medicine, even though there is a trend towards allowing an increasing number of medical professionals besides physicians to write prescriptions for prescription drugs.
In order to be legal, a prescription must be written by a physician who is licensed in the state where the patient lives.  The license of the physician writing the prescription may either be unrestricted, or a telemedicine license, but the prescribing physician must be licensed in the patient’s state.  Linkage between the licensure of the prescribing physician and the patient’s home state creates a regulatory barrier to entry that makes drug websites that have not reached a certain size opt either to go bankrupt or operate illegally.  The FSMB encourages readers to contact the licensing boards in any state where the physician is licensed if the physician is unlicensed in the state where the patient resides.

According to the FSMB, “Prescriptions issued on the basis of an online questionnaire do not meet acceptable standards of care and are outside the bounds of professional medical conduct.”
  In order to be legal, “…the prescribing physician must demonstrate: 
· a bona fide physician/patient relationship

· the prescription is being written pursuant to a course of individualized treatment for a legitimate medical purpose
· an appropriate medical record

· a follow-up and treatment outcome evaluation.”

Some jurisdictions go further and make explicit that a bona fide physician/patient relationship requires physical interaction.
  

It has been pointed out by several commentators, that the FSMB requirements seem designed to make online prescriptions illegal even though similar transactions take place offline.
  Most states allow mall-based, “doc in a box” practices, where a person suffering from a cold can get a prescription even though the bona fide doctor/patient relationship began five minutes previously.  Virtually every state allows physicians to phone in prescriptions without physical contact for “their” patients.  It has been noted by more than commentator that most offline, traditional prescriptions of Viagra® do not involve physical examinations, but rather the patient fills out a questionnaire and hands it to a physician who generally returns with a prescription.
  In spite of the similarities to other remote contact scenarios, the following statement appears at the FSMB website, “Consequently, a prescription written based on an online questionnaire would not be a valid prescription.”

Drug regulation contains more layers.  To prescribe controlled substances, the physician must be federally registered with the Drug Enforcement Agency (DEA) and controlled substances cannot be dispensed without a valid prescription.  If the prescription for a controlled substance is deemed invalid, the drug website is potentially liable for violations of the Controlled Substances Act.
  In addition, drug websites are potentially liable under the Federal Trade Commission Act for statements made by the website about products sold if those statements are unfair or misleading.
  In addition to prescription drugs, websites are liable for violating FDA and FTC regulations if they make health claims about non-prescription drugs, which are often labeled dietary supplements.  In general, the FDA closely regulates prescription drug labels and advertising claims.  

There are also requirements for prescription drugs to be handled in ways that prevent contamination or misuse.  The FDCA prohibits sales of adulterated, misbranded, expired, counterfeit, unapproved or otherwise illegal drugs and Internet websites are bound by the same laws that apply to bricks and mortar companies.
  The same constraints apply to drugs shipped from outside the U.S., even if the drugs are being “reimported.”  The FSMB contends that it is illegal to import drugs that are not approved by the FDA and manufactured in an FDA-approved facility.  The FDA has taken the position that it is unlikely that reimported drugs, which have to comply with the regulatory regimes of other countries, fully comply with U.S. requirements and therefore does not approve of reimportation.
   
It is clear from the discussion immediately supra that all Types 2 and 3 drug websites are violating U.S. drug laws when they sell prescription drugs.  It is illegal under U.S. law to sell prescription drugs without a bona fide prescription and thus Type 3 drug websites are all illegal.  Following the contentions made by the FSMB, Type 2 drug websites are illegal because online prescriptions do not satisfy minimum standards for the practice of medicine.  Heretofore, most, but not all, courts have agreed that online prescriptions do not pass legal muster.  Of the three types, only Type 1 drug websites are possibly legal and even these websites are illegal unless the prescribing doctor is licensed in the state where the patient resides and there is a licensed (in some state) pharmacist available to answer questions.  The prevailing modes of prescription on the Internet are all illegal according to medical authorities currently enforcing U.S. drug laws, with the exception of drug dispensing websites that have a sufficient number of licensed professionals on their staff.  Currently, 40 state pharmacy boards license or register out-of-state pharmacies that provide services to residents in their respective states.   Note that many states prohibit faxed prescriptions unless the fax originates from the physician. 
F. Certification of Internet Pharmacies

There are a number of Internet pharmacies that seek to fully comply with state licensing laws and have a nationally registered certification mark to prove there adherence to state laws.  VIPPS (Verified Internet Pharmacy Practice Sites) is an organization that attempts to comply with state licensing laws and allows its logo to be displayed by websites that comply with its requirements.  VIPPS is a registered certification mark provided by the National Association of Boards of Pharmacists (NABP).   According to VIPPS website, “In response to public concern of the safety of pharmacy practices on the Internet, the association NABP developed the Verified Internet Pharmacy Practice Sites™ (VIPPS) program in the spring of 1999.”  To be VIPPS certified, “a pharmacy must comply with the licensing and inspection requirements of their state and each state to which they dispense pharmaceuticals. In addition, pharmacies displaying the VIPPS seal have demonstrated to the NABP compliance with VIPPS criteria including patient rights to privacy, authentication and security of prescription orders, adherence to a recognized quality assurance policy, and provision of meaningful consultation between patients and pharmacists.” 
VIPPS criteria are onerous because, to date, there are precisely 12 VIPPS certified Internet pharmacies listed at the VIPPS website.  The pharmaceutical webpages for Kmart and Walmart do not display the VIPPS mark.
  At one time there were 15 VIPPS certified Internet pharmacies, but that number has declined by 20 percent.  As noted above, the doctor who wrote the prescription would have to be licensed in the state where the patient was located.  Further, if an Internet pharmacist had reason to know that the doctor writing the prescription for the patient did not comply with that state’s prescribing laws, the Internet pharmacist could lose her license.  Many internet pharmacies that do not comply with state licensing laws have been spared prosecution because state enforcement resources are limited.   
A result of state antipathy towards drug websites is that most are illegal mainly because the prescriptions are not the product of a proper doctor-patient relationship according to state laws.  This illegality extends to websites that merely prescribe drugs but do not fulfill the orders, subcontracting through third parties dispensing operations, which may be mail order operations.  Many rogue websites claim that U.S. drug prices are too high and advertise that they procure generic versions of over-priced U.S. drugs from a variety of countries under safe and unadulterated conditions.  Since these websites are illegal, it is not clear whether they are safe, but it is clear that they are unregulated and that conditions of caveat emptor apply.  

G.  Prescription Drug Marketing Act

The Prescription Drug Marketing Act (PDMA) of 1988

III. Consumer Attitudes toward Drug Purchases Online 
Ultimately, the effectiveness of regulation of distribution of drugs in the U.S. depends on support of consumers because Internet pharmacies are difficult to locate and may be owned by foreign entities not subject to the jurisdiction of U.S. courts.  Recent surveys discussed below indicate tepid support for the core principles of U.S. drug regulation.  Those who have dealt with illegal websites do not exhibit remorse, or even awareness that they are violating U.S. law.  Most customers of Internet pharmacies are happy with the service they receive and with the sharply lower prices for many drugs.  More than half of U.S. consumers who have purchased drugs online dealt with non-traditional websites, meaning websites that do not require prescriptions.  We are near the point where patients, not medical professionals, make medical decisions about the drugs they use.      

Although nearly all consumers are aware of the availability of prescription drugs online, to date, only a small percentage of consumers have ever purchased drugs online.
 However, for some groups the percentage of those who have purchased prescription drugs online, such as those being treated for drug addictions and the elderly, are significantly higher.
 In October 2004 the Pew Internet and American Life Project reported results of a telephone survey of 2,200 adults that had a 30% response rate.
  Among the highlights of the Pew Project, 64% of Americans are regular consumers of prescription drugs, but only 4% have ever purchased drugs online.  The Pew Project also reported that more than half of Americans do not fully trust online pharmacies, but for those who use them, convenience and price were cited as the top reasons for online purchases.  Most purchasers of online products had chronic conditions such as arthritis, but about one-fourth purchased life-style drugs such sexual performance enhancers or weight loss products.  

According to the Pew Project, sixty-eight percent of Americans agree with the following statement: “Some argue that allowing people to purchase prescription drugs online makes it too easy to obtain drugs illegally, without a prescription.” Seventy-one percent of Americans agree with a second statement: “Others argue that people should not be allowed to purchase prescription drugs online because not all pharmacies are licensed in the United States, and there’s no way to guarantee the safety of drugs that come from other countries.”  Although these results indicate majority support for the core principle of U.S. drug regulation and awareness of the dangers of counterfeit drugs, large minorities disagree.
  When asked about the last time they purchased prescription drugs online, the vast majority of prescription drug purchasers in the Pew Project say the site required a prescription and a near majority of prescription drug purchasers say they had a prescription from their doctor. Similarly, most of the respondents in the Pew Project poll, who had purchased drugs online, visited a site that was based in the United States; a few visited a site based in another country and a few do not know where the site is based.
The Pew Project reports that most prescription drug purchasers were satisfied with their last contact with an online pharmacy and plan to order prescription drugs online in the future. The quality of the drugs purchased online garnered the most positive feedback – most prescription drug purchasers said they were “very satisfied” with the quality. A large majority of prescription drug purchasers were “very satisfied” with the customer service they received and about half were “very satisfied” with the price they paid.  Nine in ten prescription drug purchasers plan to go online to fill a prescription in the future. A small group of prescription drug purchasers, however, reported a bad experience ordering prescription drugs online. Most had to do with shipping problems – packages lost in the mail or routed to the wrong address.
A March 2004 survey by Harris Interactive® yields results similar to those recorded in the Pew Project.
  Harris Interactive® took a cross section of U.S. residents based on a survey of 2,527 adults, age 18 and over, adjusted for demographic factors and respondents’ online propensities.  As with Pew Project survey, according to the Harris Interactive® results, six million U.S. adults have purchased drugs online, which is slightly more than 3% of the adult U.S. population.  Sixty-one percent of the respondents in this poll say that drug purchases online are more dangerous than purchasing from a bricks and mortar pharmacy.  Seventy percent of those who had purchased online had a bona fide prescription from their physicians and less than 10% were dissatisfied with the service they received online relative to traditional (offline) pharmacies.  According to Humphrey Taylor, chairman of The Harris Poll® at Harris Interactive®, “These satisfaction numbers suggest that online drug purchasing will grow, but widespread fears about safety—whether the drugs are what they say they are and uncertainty about where they are coming from—will inhibit that growth.”  Among the drugs purchased most often by respondents were Lipitor (13%), Viagra (7%), and Celebrex (6%).  

Overall, the results of the Pew Project and Harris Interactive® indicate majority support for the core principles of American drug regulation as well as a healthy suspicion of the safety and reliability of drug websites, albeit with significantly large minorities disagreeing.  The results of some other recent polls are less supportive of U.S. drug regulation.  Note that the Pew Project made use of a telephone survey and is not restricted to Internet users.  The Harris Interactive® survey was weighted to adjust for online propensities.  A survey by comScore Networks focused on the behavior of online pharmacy users and self-reported attitudes of online visitors to drug websites.
  Self-reported information was collected via a survey of visitors to both traditional pharmacy Web sites (e.g. Walgreens.com and Drugstore.com) and non-traditional pharmacy Web sites (i.e. those that do not require an existing prescription).  The comScore Networks results, which were projections based on an analysis of the traffic at more than 3,000 traditional and non-traditional websites, indicated that 17.4 million people visited these websites in the fourth quarter of 2004.  According to comScore Networks the fourth quarter 2004 traffic represents a 14 percent increase over the third quarter of 2004.  Of the traffic measured in the poll, 63 percent of the visits were to non-traditional websites.  The willingness of over 10 million American consumers to visit non-traditional websites reveals how tenuous the adherence of consumers is to drug regulation.  Furthermore, there is a conflict between comScore Networks data and the results reported by the Pew Project and Harris Interactive®, which suggests that a substantial number of online drug purchasers are aware that they are participating illegal transactions.
   

Among the other relevant results reported by the comScore Networks poll is that 54% of those polled agree with the following statement, “I am very concerned about the safety of drugs available online.”
 On the other hand, 66% agree with the statement, “I believe that online pharmacies are providing healthy competition to regular pharmacies.”  Fifty-one percent of respondents visiting online websites agreed that, “The FDA should regulate all drugs that are consumed in the U.S.,” but 30% disagreed with the statement.  Thirty-eight percent agree with the statement, “If I could buy drugs online that are not FDA approved but work for me, I would,” while 45% disagreed with the statement.  It can be inferred from these statements that sizeable minorities do not buy into the core principles of FDA drug regulation and are willing to trust their own judgment, rather than deferring to medical professionals. Further evidence of the lack of deference of patients to medical professionals is revealed by the fact that 61% of the respondents in the comScore Networks poll claimed they did not reveal to their physicians their last online purchases of prescription drugs.  Respondents cited price and convenience as the main reasons that they used online pharmacies and nearly half reported that they went to online pharmacies after comparing prices with offline pharmacies.  Nearly two-thirds of online pharmaceutical purchasers reported that they made online purchases to save money.  

A serious breach in drug regulation occurs when drug abusers are able to obtain drugs for recreational purposes or to maintain their addictions.  The title of a March 21, 2005 article entitled, “Waismann Method Survey Indicates that Drug Dependencies are often Supported via the Internet,” illustrates an increasingly serious consequence of drug websites.
  The Waismann Method is a world renowned opiate treatment program.  Waismann patients surveyed as part of their treatment revealed that 25% of those addicted to painkillers used the Internet to support their habit.  Several painkillers are based on opiates including Vicodin, OxyContin, and Lortab.  According Dr. Clifford Bernstein, director for the Waismann method, drug addicts no longer have to cruise dodgy areas of town to feed their habits.  “The number of Internet pharmacies continues to grow, providing an easy way for people who cannot physically stop taking their drug to feed their dependencies,” said Dr. Bernstein.  According to Dr. Bernstein many Waismann patients were able to obtain opiates without supplying proof of prescriptions to the online websites.  Additionally, a recovering addict notes that prior customers are bombarded by spam offering more drugs.  Apparently computers and cyberspace are occasions of temptations that should be avoided recovering drug addicts.  

The National Consumer League released a report on July 20, 2004 that investigated consumer awareness of counterfeit drugs.
  Among the main findings of this online survey was the finding that four percent of those polled believed that they had purchased prescription drugs that they suspected were counterfeit.  Nearly 70 percent of those who thought they had received counterfeit drugs reported their concerns to pharmacists, but 30 percent did not register a complaint.  Ignorance of the basics of drug distribution channels is ubiquitous among consumers; most thought that pharmacies ordered drugs directly from manufacturers.  Most respondents said that they had no way of knowing if the drugs they ordered online were genuine, but nearly half indicated that they were satisfied with the pedigree of the product they ordered if either the website guaranteed the legitimacy of the drug or the pills looked like the same as those purchased in the local pharmacy.  Most respondents were concerned about the possibility of receiving counterfeit drugs and three-fourths favored government identification of legitimate websites.  

Interestingly, but consistent with the results of other polls, older people (55 and older) were more likely than younger people to have ordered prescriptions online.  Among all respondents in the National Consumer League survey, 15% reported that they had purchased prescription drugs online, but 26% of those above 55 responded that they had done so.  Eighty-three percent said that they always had prescriptions from doctors, while another six percent claimed that they nearly always had prescriptions.  Twelve percent of respondents claimed that they purchased drugs online without prescriptions.  Of those who purchased drugs online, 34% indicated that they received a prescription online based on a questionnaire.  Nearly a third of respondents indicated that most of the time they purchased drugs online, a prescription was not requested by the website.  

At the time of the survey, most online drug purchasers were ignorant of the basic laws that govern distribution of pharmaceutical drugs.  Although nearly all states required those selling drugs to be licensed, 41% agreed with the statement, “All online drug sellers are required to be licensed in my state.”  Twenty-one percent agreed with the statement that, “A VIPPS seal guarantees that the drug is not counterfeit,” which is an untrue statement.  A VIPPS seal guarantees that the website adheres to all state licensing laws, but not guarantee the pedigree of the drugs sold.  Consumers did much better when asked whether they thought the FDA checked all drugs sold online; only twelve percent agreed with that statement, which of course is false.  On the other hand, 68% of those surveyed believed drug manufacturers were obligated by law to report suspected cases of counterfeit drugs to the FDA, which is not true.  Respondents stated by a large margin (84%) that they could detect illegal drug websites by the fact that drugs were offered for sale without requiring a prescription.  The second greatest indicator of illegality, according to respondents, was the absence of a pharmacist available to answer questions.  

Pharmacychecker.com is a website that investigates websites that make drugs available online.
  According to PharmacyChecker.com only 50 percent of the pharmacy websites that dispense prescription drugs are properly licensed.  Additionally, one-third of the pharmacy websites lack a privacy policy that adequately protects personal information.  Also according to PharmacyChecker.com 17% of the drug websites lack the security commonly used to protect financial transactions, 42% lack a physical address or telephone number and 33% do not require an original prescription.  

Finally, most drug websites do not comply with HIPAA-required privacy notices, according to a survey conducted by Mark Hochhauser and the Privacy Rights Clearinghouse.
  In a survey of 50 online pharmacy websites, only 11 included HIPAA privacy notices as required by regulations issued by the Department of Health and Human Services.  Of the 50 websites surveyed, 28 had privacy policies, which means that nearly half of these websites had neither HIPAA notices nor privacy policies.  Four of the websites surveyed were VIPPS certified.  

Overall, there appears to be a general awareness among prescription drug customers that the Internet makes available prescription drugs, with or without prescriptions.  Customers are aware of the core concepts underlying drug regulation, namely that medical professionals, rather than patients, should prescribe appropriate drugs, but many patients choose to make their own decisions.  Patients are generally aware that buying from drug websites involve greater risks of receiving counterfeit products, but the prices at drug websites are generally lower and for many elderly customers, the lower prices are worth the risks.  Respondents in the surveys above want the government to specify which drug websites are safe and legal, but there seems to be little enthusiasm for eliminating drug websites among consumers.            

IV. Congressional Proposals

Recent survey data does not allow for unambiguous statements about what U.S. consumers want or what risks they are willing incur to obtain their drugs of choice.   Probably the number one request by consumers is for identification of “safe” internet pharmacies.  There seems to be little enthusiasm for use of law enforcement resources to be used to extirpate all drug websites that do not fully comply with all drug distribution laws.    
There is growing recognition that effective drug regulation is being threatened by Internet pharmacies.  In response, recent Congresses have considered several bills that are directed at distribution of prescription drugs through Internet pharmacies.  

1.  Internet Pharmacy Consumer Protection Act
   

Growing recognition of the chaos of drug distribution regulation has led to three recent bills in the 108th and 109th Congresses.
  In March of 2004, Representatives Tom Davis and Henry Waxman sponsored H.R. 3880 entitled the Internet Pharmacy Consumer Protection Act (IPCPA).  The bill would amend Chapter 5 of the Federal Food, Drug and Cosmetic Act by inserting section Section 503B after section 503 A.
  Basically Section 503B of the IPCPA would prohibit any person from dispensing a prescription drug through an Internet site pursuant to a sale if such person did not meet all of the following requirements:
(A) Each page of the site shall include either the following information or link to a page that provides the following information:
(i) The name of such person, the address of the principal place of business of that person and the telephone number of such principal place of business.  
(ii) Each state in which the person is authorized by law to dispense prescription drugs.
(iii) The name of the person of each individual who serves as a pharmacist for purposes of the site and each State in which the individual is authorized by law to dispense prescription drugs.
(iv) The name of each person who provides online prescriptions, if the site supplies same and each state in which the individual is licensed to provide consultations or prescriptions and the types of health professions for which the individual holds such licenses or other authorizations.  

(B) In general, a person may not dispense a prescription drug, or sell such a drug, if

(i) for purposes of such dispensing or sale, the purchaser communicated with the person through the Internet;

(ii) the patient for whom the drug was dispensed or sold did not, when such communication began, have a prescription for the drug that is valid in the United States;

(iii) pursuant to the communications, the website (person) provided involvement of a medical practitioner and the practitioner issued a prescription for the drug that was purchased;

(iv) the person knew, or had reason to know, that the practitioner did not, at the time of the issuance of the prescription, have a qualifying medical relationship; and

(v) the person received money for the dispensing or sale of the drug.  

(C) According to this act, a qualifying medical relationship, for purposes of writing a prescription, 
(i) In general, a practitioner must have had at least one in-person medical evaluation, conducted by the practitioner.

(ii) In the medical evaluation by the practitioner, the patient must be in the physical presence of the practitioner.  

The main thrust of the proposed new section seems clear, which is that the sale of prescription drugs is illegal if the prescription is issued on the basis of an online questionnaire.  In addition, Internet pharmacies are required to identify the medical professionals who are licensed to dispense drugs in the home state of the purchaser.  

There are other provisions of the proposed new Section 503B.  Subsection (e) of the proposed act exempts interactive computer service companies and advertisers (the pharmaceutical companies) from liability for violating Section 503B as long as they do not own or control the drug dispensing website, which is the target of this legislation.    Also this act authorizes suits against drug websites by state attorney generals on behalf of their citizens to enforce the act and allows for recovery of reasonable attorney fees.  The act also authorizes the Secretary of HHS to intervene in any action initiated by state attorney generals.  The proposed new section requires the Secretary of HHS to fund a National Clearinghouse on Internet Prescribing, which shall be operated by the Federation of State Medical Boards (FSMB).  The purpose of the National Clearinghouse is to identify the Internet sites that appear to be in violation of state or federal laws concerning the dispensing of drugs and reporting violators to state medical and pharmaceutical boards.  
2.  Safe Import Act of 2005

The Safe Import Act (SIA) of 2005 is much more comprehensive than the Internet Pharmacy Consumer Protection Act.  The SIA is a proposed amendment of Chapter VIII of the Food Drug and Cosmetic Act, but does not include controlled substances, biological products, infused drugs, and generally drugs that must be kept under carefully controlled conditions.  There are three basic provisions of the Safe Import Act: Personal Importation, Wholesaler and Internet Importers, and Additional Insurance that the Products Are Safe.
A.  Personal Importation

For the first time, individuals will be able to legally import prescription drugs for their personal use.  Individuals with prescriptions can import drugs from Canada, or from 15 “permitted” (members of the EU in December of 2003) countries.  Individuals will be able to import up to a 90-day supply of FDA-approved prescription drugs.  The drugs have to be purchased from a licensed pharmacy in Canada or the permitted countries.  There is also a compassionate use exemption for importation of unapproved products that would interfere with existing treatment if not allowed.  
B.  Wholesaler and Internet Importers

Internet pharmacies and wholesalers are allowed to import commercial quantities of prescription drugs so long as these entities are federally licensed and accountable.  This portion of the proposed new law allegedly protects U.S. consumers from rogue Internet pharmacies by establishing federal licensing requirements and penalties for all unlicensed importers that solicit business in the U.S.  In order to be licensed, Internet pharmacies must demonstrate that they fully comply with all other federal, state and local regulations governing the practices of medicine and pharmacy.  The proposed Act establishes registration and pedigree requirements to ensure that imported prescription drugs are safe when sold to the U.S. public.  The new Act also establishes user fees so that the FDA will have sufficient resources to adequately monitor the quality and origin of imports.  

C.  Additional Insurance as to Safety of Imported Drugs

Essentially, importation is allowed if the products (drugs) are FDA approved and manufactured in FDA-approved facilities.  The FDA will have the same authority over imported drugs as the FDA has over imported food, including:

· Registration—foreign businesses in Canada and the other permitted countries will be required to register with the FDA.  
· Prior notice—importers are required to give the FDA prior notice that drugs are being shipped and the port of entry.  

· The FDA has the power to detain, suspend, and bar individual drugs, all drugs from companies that have a poor track record, and similarly for entire countries that do not have a good record of drug safety.

· The FDA will use its ability to impose pedigree requirements on importers, which means that all members of the supply chain have to have records as to who sole drugs to them and who they sold drugs to.  A prescription drug from Canada must be accompanied a pedigree that identifies all previous members of the supply chain.  

· All Canadian pharmacies and members of the supply chain will be required to submit to FDA inspections.  

· Authorizes the FDA to develop new guidelines for the sale and distribution of prescription drug to reduce the likelihood of counterfeit or unsafe drugs entering the marketing place.  

It seems clear that the intent of the SIA is to bring in the federal government to regulate international drug importation and provide a safe harbor for websites that agree to U.S. regulation.  Indeed, impetus for the SIA is the number of state and city governments who are engaged in reimportation.
  The FDA continues to churn out horror stories of associated with reimportation, online prescriptions and sales in spite of the fact that it admits that there have been few adverse events associated with online prescriptions and sales.
  The admission by the FDA that few consumers have been harmed by online sales suggests that perhaps the FDA should find a way to work with drug websites rather than labeling nearly all such transactions illegal.
3.  Pharmaceutical Market Access Act of 2005

The Pharmaceutical Market Access Act (PMAA) would permit importation of prescription drugs from 25 countries in addition to Canada.
  Additionally, the PMAA allows the Secretary of HHS to add to the list of countries eligible for importation to the U.S. if the country has a pharmaceutical infrastructure substantially equivalent or superior to that in the U.S.  Unlike current law which limits importation from Canada to pharmacists and wholesalers, the PMAA would allow individuals to import drugs.

A.  PMAA Incorporates many Provisions of Current Law
Many of the other provisions of the PMAA are similar to the proposed SIA, which retain many of the protections of current law.  As with current law, there are provisions for ensuring that imported drug products are not adulterated or misbranded.  The PMAA also authorizes the Secretary of HHS to impose additional requirements on drug imports that the Secretary finds needed either to protect public health or facilitate importation of drugs.  The PMAA retains the requirement that drug importers must be willing to furnish the Secretary with information about drug imports such that the FDA can track the origin and destination of the drug.  Of course, all drugs would have to be FDA approved, properly labeled and not adulterated, misbranded and labs records should be kept as to authenticity testing.  

B.  Apparent Counterfeit Resistant Technologies

The PMAA requires that imported drugs would have to incorporate would have to make use of overtly optical variable counterfeit resistant technologies, or use other technologies that are determined by the Secretary to have an equivalent function of security.   The PMAA indicates that the counterfeit resistant technologies on imported drugs must be visible to the naked eye and be manufactured and distributed in a highly secure, tightly controlled environment.  Also there should be additional layers of non-visible covert security measures including forensic capability.  These technologies should be incorporated into multiple elements of the physical packaging of the drugs including blister packs, shrink wrap, labels, seals, bottles and boxes.  If importers incorporate counterfeit resistant technologies sufficient to comply with the PMAA then they are not required to test these drugs and vice versa.  If testing of the drugs is required, the tests must take place at a qualified U.S. laboratory.  

C.  Registration of Foreign Sellers

The PMAA would require each foreign seller to register with the Secretary of HHS.  As a condition of registration, each foreign seller must agree to make its facilities available for on-site inspections and make its records available to the HHS without prior notice.  Registered exporters must agree to export only qualifying drugs to persons authorized to import the drugs and must agree to notify the Secretary if the drugs they are exporting were subject to a recall or withdrawal from the market in the home country of the exporters.  Also exporters must be willing to notify the Secretary of any change in conditions that pertain to the exporter’s registration with HHS.  

V.  Adapting Drug Laws to Advances in Information Technology

Recent calls for reforms in regulation of the distribution of prescription drugs are impelled by advances in information technology, principally the ecommerce that is facilitated by the PC and the Internet.  As discussed supra, the Internet provides a forum that creates a market niche for drug customers with apparently little risk of detection.  The “free trade” zone created by the Internet enables drug customers to make medical decisions about prescription drugs that previously required approval of medical professionals.  Since the sine qua non of current regulation is approval of physician (or other medical staff) most of the websites that facilitate these transactions are illegal and thus not subject to FDA supervision and inspection.  The Internet not only gives drug customers freedom of choice, but an additional cost of buying online from quasi-legal websites is reimposition of caveat emptor.  None of the regulatory apparatus of the FDA drug regulation, including inspections and testing, is useable on websites that are in violation with state and federal drug laws.  Fortunately, it appears that few drug customers have been victims of counterfeit drugs.  

A.  Recognizing a Fork in the Regulatory Road

It is possible that drug regulators can either reduce the incidence of illegal drug ecommerce or ensure that website drug ecommerce is safe, but they cannot accomplish both.  The Internet Pharmacy Consumer Protection Act represents an attempt to make most website drug transactions illegal.  If the IPCPA was enacted by Congress it would make it would be illegal under federal law to sell drugs online unless the seller complied with very stringent regulations.  In particular the IPCPA outlaws online questionnaires as a vehicle for obtaining prescriptions.  To date there are 12 online pharmacies authorized to display the VIPPS® trademark, all of which are high volume websites.  Customers of every website that sold drugs illegally under the IPCPA would have to rely on assurances of quality by sellers because it is certain that the FDA is not going to inspect the practices of illegal websites.  It is probable that making nearly all drug websites illegal under federal law would drive them offshore.  Short of abandoning respect for national sovereignty in a bunch of Caribbean countries and other nations it is not clear what the U.S. can do with foreign websites that offer online prescriptions and drugs.
On the other hand, drug regulators could recognize that drug ecommerce is an important part of cyberspace and cannot be totally eradicated.  At a minimum, those charged with enacting drug distribution laws should recognize that regulating drug distribution is a national issue far beyond the capabilities of state regulators to enforce.  A consensus of recent commentators on the issue have concluded that state drug distribution laws cannot be separated from economic issues, inevitably leading to protectionist laws that needlessly stifle competition.  The general anti-technology stands taken by state regulators are increasingly unrealistic in a society that regularly consults the Internet for travel plans, banking and bill paying, and other activities too numerous to recite.  

As discussed supra, polls reveal that consumers are aware and concerned about the possibility of counterfeit or adulterated drugs purchased online.  Many consumers prize the opportunity to purchase drugs online, but they want drugs that are safe and of course they have no way of testing.  Also high among the wishes of respondents is for the government to identify legitimate websites, which is the approach that is taken in both the ISA and the PMAA.  Each act requires foreign exporters and importers to register and agree to FDA inspections and other regulations.  
Not resolved by the ISA or PMAA is how to treat domestic websites that offer prescription drugs based on online questionnaires.  Several compromises are imaginable in the pharmaceutical grey market, but these compromises are not possible if state regulators are able to continue harassing websites that offer unadulterated and properly labeled drugs to customers, who may or may not have a prescription that meets all the state standards including a preexisting doctor-patient relationship.  As in many other areas, it may be time to preempt state laws that pertain to interstate commerce in prescription drugs.  If domestic websites that offered prescription drugs were required to register with the FDA and abide by the same rules that applied to foreign websites, then it would be possible to identify legitimate websites that do make use of pharmacists and doctors, but may not comply with the laws of each state where their customers are located.   
Suppose among the legal requirements for sales of online prescription drugs in the U.S. that websites had to have at least one physician and one pharmacist available to evaluate requests for prescriptions and advise customers about drug issues, such as possible interactions?  Smaller drug websites would not have to have physicians and pharmacists for each state in which they made sales.  Websites could act as one-stop shopping for pharmaceuticals rather than requiring customers to first visit a physician, or other health care professional, and then make a trip to a pharmacy.  Of course, upon providing proof of a bona fide prescription, customers can now contact a website and obtain their drugs without having to go to a pharmacy, so long as the website employs a pharmacist who is licensed to dispense drugs in the state of customer.        

It is to no one’s advantage in the long run to have most drug websites illegal under current law when there is every indication that they are willing to comply with most of the drug distribution laws.  By subjecting domestic drug websites to FDA registration, it would be possible to separate pill mills (sometimes labeled “rogue” websites), who are truly only interested in making drug sales, from the grey market of domestic websites that are willing to supply prescriptions based on online questionnaires and are willing to regulated by the FDA.  Of course there are a number of special interests aligned against making drug distribution a federal, rather than a state, legal issue.  
B.  Advances in IT to the Rescue

Technological advances are generally not synchronized to the convenience of legislators.  On the horizon, adopted and already in use in a number of industries, is Radio Frequency Identification (RFID) technology.  Although some conjure up a parade of potential privacy abuses of RFID technology, it can be used to track and trace pharmaceutical drugs from manufacturer to consumers, and more particularly from manufacturers to retailer websites.  According to a number of FDA sources, RFID is the magic bullet that the FDA intends to aim at drug counterfeiters because it is nearly fool proof.  In March of 2005, Lester Crawford, Acting Commissioner of the Food and Drug Administration said that, “RFID is the cornerstone technology in the fight against counterfeit drugs because of its ability to track, trace and authenticate packages of drugs.”
    

Interesting comments were also made by Robert Lutter co-chair of the FDA’s Counterfeit Drug Task Force.  In his speech Dr. Lutter made the comment that, “While we have no direct quantitative evidence about the prevalence of counterfeit drugs, because they so successfully mimic genuine products and by all accounts are rare, we are confident that the overwhelming majority of prescription drugs sold in the U.S. are products genuinely approved by the FDA.”
  Lutter also claimed that, “The high confidence that we and the public have about the integrity of the distribution system for U.S. drug products stems from an intricate web of federal and state laws.”
  
As with many regulatory systems, the FDA shares some characteristics with battleships in a small harbor; it is difficult to change directions.  Several federal statutes incorporate by reference State licensing laws.  In particular the Prescription Drug Marketing Act of 1987 requires minimum standards for State licensing of wholesale distributors of prescription drugs and also creates a category of unauthorized wholesalers.  In a hoary tale of regulatory minutiae the FDA enacted in 1999, and then stayed, regulations that require unauthorized wholesalers, such as drug websites, to be able to prove drug pedigree.  The stay on these regulations, which basically require drug wholesalers to make use of RFID technology, expires in 2006.  By 2007 all drug distributors will be required to establish electronic pedigree, which can be accomplished with RFID technology.  
Advances in supply chain management as well as RFID technology can be used to maintain the integrity of the drug supply chain, but not if a significant portion of drug distributors are outside the regulatory loop.  In the future, it can be expected that Internet technology will occupy an increasing market share in distribution and retail sales of prescription drugs.  It is time to turn the battleship around.  On the eve of required adoption of RFID technology it is time to more responsibility for regulating distribution of drugs in the U.S. from the states to the FDA.   
( Professor, Associate Professor, and Associate Professor, respectively, North Carolina State University, College of Management.
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