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ABSTRACT Bazaar[19], Eric Raymondieclaredi n u s dasL a w

Open source softwais often consideretb besecure One factor fiGiven a large enough betaster and caleveloper base,

in this @nfidence in the security of open source software lies in  almost every problem will be characterized quickly and the
leveraging large developer communities to find vulnerabilities in fix obvious to someorE19]

the code.Eric RaymonddeclaresL i nus & L a wugh Gi %Srhand Ssfatesio colloquiallly, AGiven

- e
.efY.eb?aéls,h all.ld BU?BUS;0’6~L$Vhahbe 'g“’ép ‘?‘gi\cs&éandiowv@.to Raymondos r e
infinitum? Or, canthe multitude otievelopers becontedo many of developerperspectives ought to be embraced, not avoided.

cooks 'n Causing ﬂpes yshe mo so swifer asuar | LI'ﬁ'erefore, more developenseanmore winerabilities found and
resul? In this study, we examine the security of an openrce fixed, or even prevented

project in the context of developer collaboration. By analyzing

version control 1logs, we quanBufi d@efoti #HS§O0otawiRakd vuBwadsi i
as the ftoo many c pankito dévelopar h e MaRy;develgpers, gsultjng ip igsecure software?

activity metrics We performed ma empirical case studyby One opposing force to Linusd Law
examiningcorrelations betweethe known security vulnerabilites  many cooks i nwhathas bekn calledraefotdsed o

in the open sourceRed Hat Enterprise Linux 4 kerneind contribution [17] in developer collaboration. @eider having

developer activity metrics Files developed by otherwise many people make meal: without enough coordination and

independentdeveloper groups were more likely to have a  communication, ingredients get skipped, added twice, or
vulnerability,sup p o r t i n g .However 8l&s with ahanges  significantstepsof therecipeare left out. The meal can suffer as a
from nineor moredevelopersvere16 times more likely to have a  result oftoo manypeople. Likewise, perhaps the security af

vulnerability than files changed by fewer than nine develapers softwareprojectcan sufferas a result ofinfocused contributicn
indicating that many developers changing code may have apy too many developers

detrimental effectoh he systemds securit .
y yAn analysis of the structure of open sourceleveloper

Categories and Subject Descriptors collaboration can helpthe community understandhow this
) ] L . structure impactsthe prevention or the injectionf securiy
D.2.8 [Software Engineerind: Metrics T process metrics,  yyinerabilities. @r research objectivehen,is to reduce security
product metrics vulnerabilities by providing actionable insightto the structural
nature of developer collaboration in open source software

General Terms We performed an empiricalanalysis byquantifying developer
MeasurementSecurity, Human Factors collaborationand unfocused contributions intdeveloper activity
metrics Weexanine the statisticatorrelationbetweerthe known
Keywords secuity vulnerabilities of the open sourceRed Hat Enterprise
Li nulsad, developer network, contribution network, Linux 4 kerneland developer activity metricsie usedversion
vulnerablity, metric control change logs toalculatefour developer activity metrics.
Forming social networks based on who workedadrich file, we
1. INTRODUCTION use nework analysis to form metrics of developer groups and
Open source softwares often considered to bsecure[7, 23] unfocused contributions.

One factor in this @enfidence in the security of open source
software lies in leveraging large ddeper communities to find
vulnerabilities in the code. In his essdihe Cathedral and the

The rest of this paper is organized as follows. Secicoves
background Sectios 3 and 4 describethe case study,and
derivationof the metrics themselves. Sectipresers the results
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2. BACKGROUND Optimally, IR is minimized but Precision,Recall and AUCare

Our empirical analysis involves quantifying measures of social Maximized. For example, an IR=10% and R=50% means that the
classifier found 50% of the known vulnerabilities in just 10% of
the files. A classifier with P=25% means thatf ¢the files
classified as wvulnerable, 25% were actually vulneratfe.
classifier with an AUC of 75% means that, giveme randomly

2.1 Network Analysis chosen neutral and vulnerable file, the classifier would choose the
In this paperwe use network analysis to quantify how developers correct file 75% of the time.

collaborate on projects. &/ use several terms from network

analysis[2] and define their meaning with respectdeveloper 3. CASE STUDY: LINUX KERNEL

networks and binary classificatiomn this sectio, we provide
background with regard to network analysis and binary
classification.

groups and unfocusezbntributionsin Section4. In this section, We performed a case study on the Linux kérraed it was
we define terms used in both analyses of developer groups andlistributed inthe Red Hat Enterprise Linux 4 (RHEL4) operating
unfocused contributions. systerﬁ. A summary of the RHEL4 kernel is found in Table 1

The entire project i®ver three million lines o2 and assembly

code The ®curity data is a labeling of whether or not a source

code file was patched with a pastease vulnerability
(Aivulnerabled or fAneutral o). The
%athered from version control change logs.

Network analysis is the study of characterizing and quantifying
network structures, represented by grap$. In network
analysis, vertices of a graph are called nodes, and edgeslled
connections. A sequence of noepeating, adjacent nodes is a
path, and a shortest path between two nodes is called a geodes

path (note that geodesic paths are not necessarily unique). In the Table 1: Summary of the RHEL4 Linux Kernel

case of weighted edges, the geodesic path ipatieof minimum -

wei ght . Informally, a geodesic 'Bo?ltn%mbqrgfflle[she ﬁsoci?a4r286distancec‘)
one node to another. Number of files change 10,454

Centrality metrics are used to quantify the locatiora @odeor (total studied)
edgerelative tothe rest ofthe network.n this study, we use the Percentage of files changed 73%
betweennessmetric to quantify the centrality of a node in a

network. The betweenned®] of noden is defined as the number Number of developers 557
of geodesic paths that include Similarly, the edge betweenness Development time 15 months
of edgee is defined as the number of geodesic paths which pass | Number of vulnerable files 205
throughe. A high betweennessieansa high centrality. .

] o Percentage othangedfiles 1.9%%
2.2 Binary Classification with vulneralilities
To study the security of a system, we use a nominal metric defined Total number of commits 9.946

over each filewhether or not a file is vulnerable or neutral. We
consider a file to be vulnerable if the file was found to have at
least one vulnerability that required a patch aftelease. A Gathering the security data involved tracing through the
vulnerability is fian i nst anc eevdldopmert artifadtsadlated tb eadh Bulnerabiifty repopte’i Gnithle i ¢ a
development, or configuration of software such that its Linux kernel. When members of the open source community
execution can violate an [implick r expl i ci t ] s Begommé dwhr¥ of R pbssibl€ securitynenbbility, members of the

[8]. We consider a file with ndnown vulnerabilities to be  Red Hat Security Response (RHSR) team perform the following

fineutralo. actions.

Since oursecurity metricis nominal, our analysis ibased on 1. Create a defect report in the Red Hat Bugzilla datdba@ke
binary classificationA binary classifier can make two possible majority of the subsequent artifacts can be found or linked to
types of errors: false positives (FP) and false negative}s é&-FP the new defect report.

is the classification of a neutral files aulnerable, and a FN is the
classification of a vulnerable file as neutriakewise, acorrectly
classified vulnerable file is a true positive (TP), and a correctly
classified neutral file is a true neg@ (TN). For evaluating
binary classification, we ugecall,inspection rateandarea under 3. Form patches to fix the problem as necessary. Sometimes an
the Receiver Operating Characteristic (RQsTyve upstream patch would ftér from the backportpatch since

the kernel is always evolving.

2. Confirm theexistence of the vulnerability in both the current
build of the kernel (also called thgpstream versior), and
the previous release of the kernel (also callbdckport).

1 Recall (R) is defined as the proportion of vulnerabilities

found: R=TP/(TP+FN) 4. Determine if the vulnerability is Bgression(a vulnerability
1 Inspection Rate (IR)is theproportion of total files that were introduced by a patch after release).

classified as vulnerabléR=(TP+FP) /(TP+TN+FP+FN) 5. Register the vulnerability in the National Vulnerability
1 Precision (P)is defined as the proportion of correctly Database (NVD) and the next &édat Security Advisory

predicted vulnerable file®=TP/(TP+FP).

M Area under the ROC Curve (AUC): represents the
proportion of the tira that a classifier ranks a vulnerable file
higher than a neutral file. AUC is calculated integrating a
ROC curve usually by a summation approximatifg].

2 http://kernel.org/
3 http:/Aww.redhat.com/rhel/
“ http://bugzilla.redhat.com/



(RHSA). The RHSR Team reports NVD and RHSA data on From asource cod@erspectivesome files are contributed to by
their security metrics webstte many developers who are also making contributions to many other

We collected our security data from the Bugzilla database, the! 1 | €s. Ot her fil esonaar@smalisusmbert i al |
NVD, and the RHSR security metrics database. Since each®fdevelopers.

vulnerability was handled ightly differently, we examined each  Both developers and files become organized into a network
defect report manually to ensure that the backport patch was, instructure with some developers/files being timidle of the
fact, neededSince we are only interested in vulnerabilities that network, in a cluster, or on the outside. In this section, we
existed at the time of release, we did not include regressions inquantify the structure of changes in the system using network
our data set. For vmerabilities that did not have all of the analysis to creatéour developer activity metricsWe define our
relevant artifacts (e.g. defect reports, backport patches), wesuite of developer activity metrics based on twawoeks:
consulted the director of the RHSR team to correct the data. Ourdeveloper networks and contribution networks, as will be
data set is a comprehensive list of reported, -megnession discussed in Sectionsldand 4.2, respectively.

vulnerabilities from RHEB 6 s rel ease i n Febpeafiods 42 %002 kein®ldedfe following example.
July 2008. We found 205 files to be vulnerable. patchedpost Suppose we are initially given the version control data in Table
release because of at least one vulnerahilithich wasl.96% of In our examplewe have six developers (Andy, Kelly, Phil, Lucas,

the 10,454files we studied Sarah, and Ben) and five files labeled A through E. The data in
For the version control dafeom which developer actiwitmetrics Table 2 denote who made changes to which fikore examples
were computedwe used the Linux kernel source repositofhe of the calculation of developer activity metrics can be found in
RHEL4 operating system is based on kernel version 2.6.9, so werelated work ¢, 11].

used all of the version control data from kernel version 2.6.0 to

2.6.9, which was approximately 15 months of develapnaand Table 2: Example version control data
maintenanceWe included in our analysis source code files that Developer Files Changed
had the followng file name extension:,.cS, and .hThe version (# commits)
control data containgecords of 557 developers and 9,946
commits over 10,454 sowecfiles. Most of the kernefiles Andy A1), B (2)
changed (73%) during those 15 months, including every Kelly B(1)
vulnerable file.Our study focused on the files that were changed Phil B2)
15 months prior toelease

Lucas A(1), C(2), D(2)
4. DEVELOPER ACTIVITY METRICS Sarah b@). ED)

In our case study, we used the version control loganialyze
development actity. As a project progreses developers make Ben C(2), E(1)
changes tosariousparts of the system. With many changes and A"symmary of the interpretation for eaohthe fourmetrics can

many developers, changes to files tend to overfapitiple be found in Table3. We empirically evaluate these metrics as
developersnayend up working on the same files around the same ngicators of vulnerable files in Sectién

time, indicating that theyshare a common contribution, or a

connectionwith another developer. As a result of which files they

contribute to, some developers end up connected to many other

highy-c onnect ed devel opers, some end wup in groups (Aclustersa)
of developers, and some tend stay peripheral to the entire

Table 3: Developer activity metrics

Metric Definition for a file High values are sym

The maximum of the number of geodesic paths
DNMaxEdgeBetweennes| a developer network which include an edge that
the file was on

A file being changed bgnultiple, otherwise separate
developemgroups

The number of distinct developers who changeq

NumbDevs the file Many developers worked on the file
NumCommits The number of commits made to a file Developers made many changes to the file
CNBetweenness _The mmbe_r of _geodesm patiesntaining the file | File was changed by many developers who made m
in the contribution network changes to many other files
network.

® http:/iww.redhat.com/security/data/metrics/
® http://git.kernel.org/



41Linuso6 Law: Diver si t yanfprmout pfa qongngn gegt wfipityinsthe project In

In his essay on open source developridsi, Eric Raymond network analysisthe notio of groups is formalized by the term
describes several lawisat explain how large open source projects ClUSter. A clusterof nodes is @etof nodes such thahe number
have thrived. Raymond statemie of the laws colloguially as of intra-set c_onnectlongreatly outnumbers the number iafer-
Linus&iGiaven enough eyebalbs wiSEhoPnnestiend?l. A,qlugter of,deyelopers, then, has more
the reasoning that, in a bazdite style of software development, ~connections within the clustehan to other developerslaving
having more people work on the project yields a greater diversity Many clustersin a network can be an indicator that, while
in understanding, leading to better improvemerfaymond developer_s ar@ollaboratmgmthm groups, the groups are not
contends thatidersity in perspectives ought to be feraced, not coIIabo_ratmgwﬂh each other. The files that are worked on by
avoided. Thus, if parts of the project do not have a diverse otherwiseseparatd clusters therebre, may be more problematic.

perspective, perhaps vulnerabilities could arise. In this study, we are L_Jsirlgdevelt_)per netwqu cluster metric to
. . . measure the diversity in perspectives on a file
Whi | e L i imadudeda btoadwscope of users, testers, and

developers, we focus our study on developer groups as one aspe&Iuster metrics of developer networks can be used to identify files

of Li n u svéWeluse two metrics to quantify the group aspect of that have been worked on Intherwisesepaated clusters of
Li n wawbNumDevandDNMaxEdgeBetweenness developersTo this end we use the Edge Betweenness Clustering

L o technique [5] for discovering developer clusters. Edge
The NumDevs metric is the number of distinct developers Who panveenness is defined similarly to node betweenrwy for
made a commit to the file. Said another way, the NumDevs metric ¢ jges: the number of geodesic paths in the network that include a
is the size of the delaper group who contributed to the file.  given edge. The motivation for using edge betweenness is that the
According to the reasoning beRdwedhnessiofegeLwittinfatusteNMIME Gei fow SiftOtHel d
have a positive impact on the security of a,filading to a geodesic paths will be evenly distributed (inost cases,

hypothesis thaneutral fileswould havecontributions bymore developers are directly connected to each other within clusters).
developers than vulnerabliéek. : ) i
As an illustration consider anetworkwhere nodes are houses and

Thenumber of developers contributitg one file.howeverjAs not edges are streetdarge clusters of houses.g. cities) are

the only aspect of Li.WesadaldoawyeNepyly Wonsebted thiell-Halefed thiglyYbetwegnstreets

look at how developer grougsr clusters)form over the entire  highways.Conversely, streets that are within cities tend to be less

project and how strongly connected sae clusters are. traveled as there are many direct routes within a .ciBy

Specifically, as developerustersform, diversity in perspectives | qent i f ying the highly between ft
can belost. Twoseparatgroups may be working on similar areas se the exits of the highwag to infer the locationsof the cities.
without wor king together. Ac cppgtdd n@h 40 aRa(yimto)pdgé EERFOEEAT of

files worked on byotherwiseseparatedieveloper groups ougha neighborhoods) and cities can have drastically different sizes. In
be more likely to be vulnerable becadke groups are not fully ¢ ;¢ ¢ the notion of fAclusterednes
working witheach other. on the situation, so defining thexactclusters of a network is a

To empirically analyzeleveloper groupsve need tdirst measure somewhat subjective exercise. However, regardless of how one
developer collaborationThe first step we take to formally defines exact clusters, edges of highest betweenness are always
edimate developer collaboratiois to use adeveloper network between clusters and are the focus of our metric.

We use the terndeveloper networko be an estimation of the | this study, e are interested in identifying the filesat lie
structure of collaboration in a software development project basedpenveen clustersn the highlybetween edges of the developer

on developer connectiorfd, 6, 13} In our developer netwé, network Since files have a masig-many relationship to edges,
two developers are connectiédhey havebothmade a change to e use the maximum of edge betweennebsa files in the
at least one file in commaduring a specifiedperiod of time(e.g. developer networkhenceDNMaxEdgeBetweenness

one month) The result is aundirected unweighted, and simple
graph where each nodepresents a developand edgesra based
on whether or not they have worked on the samewitain a
specified period of timeFor our example in Table, the
developer network is shown in Figute

Note that improing upon the DNMaxEdgeBetweenness of a file
does not require a change in the file itself, but on creating more
connections between the twgroups One could create more
connections by finding other files that require improvement by
both groups Once more @annections are established, the number
of geodesic paths from omtusterof developergo the othemwill

be spread oubver the new connections, lowering the edge
betweenness andy definition, forming asingle cluster. While
the optimal developer netwomeed not be a single clusteneo
could use the DNMaxEdgeBetweennesstric to identify two
clusters of developersho would benefit fromworking together.

In our examplaleveloper network in Figurk the edge of highest
betweenness is the connectioretheen Lucas and Andy

) . (betweenness is nihe The LucasAndy edge, connectstwo
Second, we need to examinesfil between developer groups. clusters LucasBarah/Ben, and Andy/Kelly/Phil.
large software projectgroupsof developers can form based on

many factors such asgeographic location or feature of the
product.A developer grop need not be formally defined; a group

Figure 1: Resulting developer networkfrom the Table 2
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4.2 Unfocused Contributions

In the open source community, some developers may choose t
make changesto many different parts of the ystem without
collaborating with othedevelopers who could share knowledge

was changed by many developevho made changes to many

(pther files. If a file had a low betweenness, then the file was

worked on by fewer developers who made fewer changes to other

files.

about the system and provide feedback on the suggested chang€onsider the difference in contributions in Figure 3. For the file

This effect has been referred to as warfocused contribution

[17] and could be a source of security problems.

To empirically analyzethe notion offit o o
kitcheno we usetwo metrics:NumCommiteand CNBetweenness
The NumCommits metrids calculatedsimilarly to NumDevs:
takendirectly from the version control logs. NumCommits is the
number of commits made to the file during the tipegiod under
study. Note that NumCommits and NumDevs can vary
independently: a file can have many commits and few developers. quota.c

Also, NumDevs could also be classified as m unfocused
it oo
result inthe file being more vulnerabléhen the meaning behind
support

contribution metric. fl

t he
notion

associati

Note thata high NumCommitson a file can beunavoidable
sometimes codénevitably needs to be changed to support new
and maintenanf®11]. A similar
argument could be made about NumDevs. However, if a file is
suffering from an unfocused contributiothe change activity
should be high, resulting in a higflumCommits and NumDevs.
However, smice NumCommits and NumDewsnly represerstthe
number ofpeople and changes, nohois making changesf an
unfocused contributiorywe add a third more specifiometric to

features, enhancement,

our study:CNBetweenness

The CNBetweennessnetric is calculated from econtribution
network [17, 18] A contribution netwek is an abstraction of
version control logs represen by anetwork Informally, the
network representsvho contributed changes to which file.
Formally, the contribution networkemploys an undirected,
weighted, andipartite graph with two types of nodetevelopers

file. Edges exist only between developers and files (not from
developers to developers or files to files). The weight of an edge
is the number of version control commits a develapade to the

file.

The contribution network from the given example can be found in

(PhiD

Figure2.

on

many

wo ul

d

many

devel

coa®

ope

Figure 2: Contribution network from the example

We use the betweenness centrality measurement to quantify the
focus made on a given file. If a file has a high betweenness, then it

quota.c

, changes were madey developers who worked on

only a few other filessome of which were in common with each

coordinating with fewer developers), the developerguaita.c

are more focused oquota.c

, and m& be more likely to catch
security vulnerabilities. The developers @ventpoll.c

1

ther By;fogusing gnga smaller number of files, and (by extension

however, are also working on many other files themselves, and

may not catch security problems énentpoll.c
had a more focused contribution, and ppeha lower

likelihood of a vulnerability, thaeventpoll.c

. As a result,

/E‘I\ /D

By /D/}f
NV 7

Focused Contribution

Od---0 Od---0O Od---0

YRV Y

/fsleventpoll.c

- - >
Unfocused contribution |--msw-

Figure 3: Examples of focused and unfocused contributions

The CNBetweennessf a file is increased by (a) having many
developers work on a file, and (b) having developers work on
many different files. However, one canalso improve (i.e.

decreasep

fsiCNRetiveenness by changimdpich developers
work onwhichfiles rather thanust reducing the amount of work

kitch

for developers.As a result, CNBetweenness can be useful for
assigning taskgo develgers without adjusting the level of

change in a file. For

example,

one couldreduce

the

CNBeweenness of a file bwssiging a task to agroup of
developers focused on a few files, rather than developers already
and files. An edge exists where a developer made changes to avorking on other parts of the system

Our empirical

is a statistical correlation study betwesgveloper activity metrics
and security vulnerabilities. We focus our empirical analysis on
three questioni the following three sulestiors:

M Section 5.1: Are developer activitymetrics related to

vulnerable files?

5. EMPIRI CAL ANALYSIS

a rardlunfazused camtfibutionsn u s 6

9  Section 5.2: Canaficritical poind be foundin eachme t r i c 6 s

rangethat islinked to an increasehe likelihood of having a

vulnerable fil&

M Section 5.3: How many of thevulnerable files can be

explained by the metrics?

Statistically speakinght first question ign association question,

the second is a discriminative powguestion,and the third is a
predictivemodeling questiofi20]”.

" The framework fom which these validity criteria are defined

5

assumes a ratio metric scale, whereas our study is at a nominal
scale. The exact statistical tests may differ but the spirit of the
validation criteria remains intact.



In this dudy we use the three validation critelf@ssociation, found in other studiefl3, 14, 21]where code undergoing a
discriminative power, and predictability) evaluate the strength lot of change tends to have more problems.

of the relationship between the developer activity metdad q
security vulnerabilities.We used SA%v9.1.3 for our statistical
andysis and Wekav3.6.0 for the Bayesian network prediction

CNBetweenness was also higher for vulnerable files than for
neutral files, meaning that vulnerable files were more likely
to have been w&ed on by many developers who also

model. worked on many other files. Thisesult supports the
5.1 Association: Are The Metrics Correlated unfocused contributiouiew.
With Vulnerable Files? 5.2 Discriminative Power. Are SomeMetric

To examine how each of the four metrszesmmarized in Table 3 Values Better Than Others?
are related to security vulnerabilities, we examine the @ifie
betw_een the vulnerabl_e files and th_e neut_ral f_iles in terms of eaChmetrics, we are examining how well each metric can individually

metric. As suggested_ in other ”?e“'cs v_alldat|on stufliey we differentiate files as vulnerable or neutral. Tvanmary purposef

use thenon-parametricMann-Whitney-Wilcoxon (MWW) test discriminative power is to see wh
for difference in average3hree outcmes are possible from this l owo . A sdvani@ge dof discrimiti@e power is to

test. provide a comparison between each meBifference in averages
1 The metric is statistically higher for vulnerable files than (i.e. associationjloes not show relativeorrelation strength from

neutral files, one metric to the net We use an analysis of critical vagand
AUC for discriminative power.

By evaluating the discriminative powg0] of devebper activity

1  The metric is statistically lower for vulnerable files than for
neutral files, or We use he termcritical value of a metric to indicate a specific
point that can be used tdassify files as either vulnerable or

T The metric is nodifferent between neutral and vulnerable neutral. For example, finding the critical value of NumDevs

files at a statistically significant level (p<0.05)

e would answer the question: how me
We present our results for our four metrics in Table 3. The exact itical value of a metric may vary depéngono n e 6 s
Table 4: Mann-Whitney-Wilcoxon test desired precision and recgperhaps depending on the software

development process), so we analyze all feasible critical points of

Metric Neutral | Vulnerable | MWW our four metrics. Figurd contains plots of the criticalaluesfor

Avg Avg p-value eachof the fourmetrics. The possible criticatalue of the metric

DNMaxEdgeBetweennes| 18.8 136.6 p<0.0001 is on the Xaxis, andthe two series are precision and recallfas

NUMDEVS 52 29 0<0.0001 one had used the me.trlc a-s.a dISCI‘ImInat(-JI‘ past thfa cr|t|c§l values.

NUMCommits 71 37 0<0.0001 As an example of using critical valye®nsider gathéng all files

that had nine developers or mgidumbDevs >= 9), then 33.3%
CNBetweenness 3662.8 | 12198.6 | p<0.0001 (precision) of those files would be vulnerable, which is
considerably high given that only
In all four cases, the metric was statistically higher for vulnerable yinerabld. Thus, using NumDevs provides 16 times
files than for neutral files, providing some mixed results regarding (=33.31.96) more discriminative power than random selection.
Linusdo Law and unfocused cont rejfdintole® oS files with fewer than nine developers,
q The mMaxEdgeBetweenness was h|ghfar vulnerable (NUmDeVS<9), 1.25% of the files were vulnerabldowever,
files, meaning that files developed by multiple, otherwise those 33.3% vulnerable files only account for 9.2% (recall) of the
separated clusters of developers were more likely to have aknown vulnerable fes in the system, meaning more metrics with
vulnerability. This supports the notion that, when two high discriminative power are requiredable 5 shows some
Otherwisedisparate groups of dev@ers have a common example critical values along WithepreCiSion, and recall.

interest, multiple connectiorietween the groupsught to be  Note that, in all four plots of Figure 4, when the recall becomes
made, which promotes diversity in perspectives. small, the precision Isaa greater variance. This effect is an

1 However, the NumDevs metric was higher for vulnerable artifact of the sample size decreasing as one uses a large, therefore
files, implying that too many developechanginga single more limiting, critical value.

file is assomted with an increase in likelihood of a Another way to compare the metrics in terms of discrimination is
vulnerability. This result supports the unfocused contribution with the AUC measurement. The AUC is calculatedibging the

aspectof NumDevsrather than the diversity in perspectives. proportion of occurrences where a given metric for vulnerable
This result may be surprisi fildg oulrdhk aneutrd flee Said andther iap, the AUC Représénts L a w
indicating that too many eyalls may be detrimental to the t h e probability t hat a -chmsehr i cos
security of the software

T NumCommits was higher for vulnerable files, meaning that
vulnerable files were more likely to hawmderwent many 10 E.g. NumDevs has a much smaller range of values than
changes.Thi s result i s supports CKNBetweenhdss) sbehe sizdiod differénceie dvdraggsannot

be compared

1 Taken from the 1.96% vulnerable file proportion reported in

8 http://www.sas.com/ .
Section 3

® http:/iww.cs.wailato.ac.nz/ml/weka/



vulnerable file is higher than a randondljosen neu#t file. The
AUC measurement for each metric is given in Table 5.

Table 5: Discriminative power results

Examining the results, one can see that different metrics haye Metric AUC* | Example | P* R*
different advantages. DNMaxEdgeBetweenness has a low recall, Critical

implying that DNMaxEdgeBetweenness accounts for relativel Value

few  vulnerabilities. NumbDevs, NumCommits, and | DNMaxEdgeBetweennes| 94.6% 270 7.6% | 4.9%
CNBetweenness all have high precisions when compared to the NUmMDevS 85.7% ) 333% | 9.2%
prior probability of 1.96%, but the recalls are still Iowith the -

highest recall is NumCommits, meaning that examining files witl NumCormmits 85.3% 25 26.7% | 17.1%
25 commits or more (in the 15 months of development), contain CNBetweenness 78.6% | 40,000 | 17.4% | 7.3%

17.1% of the known wvulnerable files. Furthermore, upor
examining those files, about one in four would be vulnerdtie.
result of having all four metrics being correlated (from Section

Figure 4: Critical values of metrics for the discriminative power criterion

AUC: area under the ROC curve, P=precision, R=recall.




