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ABSTRACT
A (business) protocol is a modular, public specification of an inter-
action among different roles that achieves a desired purpose. We
model protocols in terms of the commitments of the participating
roles. Commitments enable reasoning about actions, thus allow-
ing the participants to comply with protocols while acting flexi-
bly to exploit opportunities and handle exceptions. A policy is a
(typically private) rule-based description of a participant’s business
logic that controls how it participates in a protocol. We propose that
a business process be conceptualized as a cohesive set of protocols,
and be enacted by agents playing specified roles in the protocols in
which they participate. The agents would respect the given proto-
cols while adhering to their local policies.

We propose OWL-P, a language for specifying protocols, and
implement it using a multiagent architecture. We compile OWL-P
specifications of protocols into skeletons for each role. Each skele-
ton corresponds to a set of rules with place-holders for policies.
Developing an agent involves using the rules for its intended roles
and supplying the necessary policies.

The key benefits of this approach are (1) a separation of concerns
between protocols and policies in contrast to traditional monolithic
approaches; (2) reusability of protocol specifications based on de-
sign abstractions such as specialization and aggregation; and (3)
flexibility of enactment of processes in a manner that respects local
policies while adapting continually.

This paper develops further results on a programming method-
ology through which agents can be implemented to realize desired
processes. This methodology includes design patterns that ensure
that agents built according to those patterns will be guaranteed to
be compliant to the stated protocols.

Categories and Subject Descriptors
[Service Computing & Applications]: e-Business; [Software en-
gineering techniques for service-based development]: Service
design principles; [Core service activities and technologies]:
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Service composition; [Service & AI Computing]: Multi-agent
based service models
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1. INTRODUCTION
Business processes typically span multiple business partners that

are autonomous, and heterogeneous. Business processes involve
complex patterns of interactions between the partners. These in-
teractions are organized in the form of business protocols. In the
past, business relationships were preconfigured and processes were
customized and implemented to suit the partners, as in the Elec-
tronic Document Interchange (EDI) approach. However, the EDI
approach is not conducive to the development of open business pro-
cesses where partner relationships are developed on the fly. The
autonomous and heterogeneous nature of participants poses diffi-
cult challenges to the development of such open business processes.
This paper presents an approach of developing business processes
(for open systems) based on the interaction protocols used and the
policies of the partners.

Conceptually, a business process has two important elements,
protocols that the partners use to interact, and business policies
that drive the partners’ enactment of the protocols. Protocols are
specifications of interactions and represent the public part of the
business process; for the process to be carried out effectively, the
partners must adhere to the protocols. By contrast, policies are lo-
cal to the partners; they capture the internal reasoning of partners.
Protocols and policies are related in that a partner’s policies drive
the execution of the protocols it is participating in. For example,
when a protocol allows a participant to choose from multiple ac-
tions (messages), the local policy of the participant decides which
one to take. Similarly, policies also help decide the contents of the
messages sent, and the processing of the messages received. The
overall business process is realized as a result of the protocols be-
tween the partners.

Flexibility is an important consideration for business processes
in open settings. Exceptions and opportunities routinely arise dur-
ing the course of interactions in such settings. A business process
will be flexible if the constituent protocols are flexible. Traditional
specifications of protocols such as FSMs and Petri Nets specify a
rigid sequences of interactions and lack a high-level semantics. A
cornerstone of our approach is the use of commitments to give a
declarative semantics to protocols [Yolum and Singh, 2002a]. A
commitment is a directed obligation from one partner to another
for achieving or maintaining a specified condition. Business pro-



tocols can naturally be seen as exchanges of commitments among
the parties involved. Therefore, commitments represent an impor-
tant ingredient of the semantics of business protocols. Flexibility
in the protocol comes from reasoning about the commitments and
taking actions accordingly.

We define an ontology for protocols using the Web Ontology
Language (OWL) [OWL, 2004]. Our ontology is called OWL-P
(OWL for Protocols). The ontology provides for concepts such as
the roles in a protocol, the messages exchanged between the roles,
and declarative rules that describe the effects of sending messages
in terms of commitments. OWL-P rules can be converted into Jess
rules [Jess] for execution and integrated with policies in a princi-
pled way. Our programming model is based primarily on rules.
Rules lead to a declarative style of programming where the actual
computations are inferred at runtime, thereby enhancing dynamic
behavior.

From the software engineering point of view, the clear separa-
tion of protocols and policies offers certain advantages. Protocols
can be reused across business processes. Protocols may not only
be reused directly, they are also amenable to abstractions such as
refinement and aggregation [Mallya and Singh, 2004]. However,
in our programming methodology, protocol rules consult policies.
The integration of policies and protocols at this level encourages a
designer to think about the soundness of the business policies with
respect to the protocol.

Organization
Section 2 motivates our approach, lists our contributions and the
scope of this work, and introduces the basic concepts and termi-
nology. Section 3 describes our proposal for developing protocol
specifications and policies. It also describes the system architec-
ture, and the method of generating local flows from an OWL-P
specification, with a sketch of correctness proof for the generated
local flows. Section 4 compares our work with current research
efforts in the area and charts out directions for future work.

2. MOTIVATION
Here, we describe an example of a business process developed

with contemporary methodologies and tools, e.g., BPEL [BPEL,
2003] and list their shortcomings. Later sections contrast our ap-
proach with current trends to demonstrate the advantages of our
approach. Figure 1 depicts a general procurement process where
items to be purchased are already selected and the price has been
agreed upon. The agents involved in the process are a Customer
who wants to buy items, a Merchant who sells items, a Shipper who
is a logistics provider, and a Payment Gateway who authorizes pay-
ments. The payment-related interactions are imported from the Se-
cure Electronic Transactions (SET) standard [SET, 2003]. Empty
circles in the flow of a participant represent the execution of internal
business policies, whereas filled circles are the external interfaces
through which the participants receive messages. Dark arrows rep-
resent the internal control flow. Thus, a sequence of dark arrows,
empty circles, and filled circles (in some order) represents the lo-
cal flow (local process) of the participant. When there are multiple
out-edges from empty circles, all of the out-edges are executed in
parallel. Since there are multiple participants possibly acting con-
currently, the ordering of the messages shown is just one of the
possible orders. For example, all the messages after message 8
(messages 9-17) could occur in any order.

Although this process is functionally correct and serves the pur-
pose of its participants, its shortcomings are exposed when exam-
ined under the light of service-oriented computing (SOC) environ-
ments and open systems. Significant efforts to overcome these have
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Figure 1: A Business Process

been made by the research community but with limited success.
The outline in the earlier section hints at the solution we present.
Section 3.6 explains in detail how our approach tackles the chal-
lenges of SOC environments.

Lack of Semantics. More often than not, local flows are in-
dependently developed by autonomous participants. Although the
interfaces of the local flows are exposed in a standard language,
e.g., WSDL [WSDL, 2002], no semantics is attached to these inter-
faces. If the business partners were to be discovered dynamically,
as would be the case in open systems, it would be difficult at best
to ascertain whether interoperation with them is possible.

Lack of Reusable Components. The local flows of the part-
ners are not reusable. They are monolithic in nature, and formed
by ad hoc intertwining of business logic and interactions. Since
business logic is proprietary, flows of one partner are not usable by
another. If a new customer were to participate in this SOC environ-
ment, its local flow would need to be developed from scratch. This
is in spite of the fact that interaction patterns are generally reusable.

Aiding Exception Handling. Since in the merchant’s local
flow, interactions with the payment gateway may be intertwined
with interactions with the shipper, a failure on part of one may af-
fect the other. Ideally, as they serve distinct business purposes in the
flow, the effect of exceptions of other flows should be minimized.

Runtime Adaptation. Suppose the merchant wishes to change
the way it interacts with a customer (maybe because he is a special
customer). Say the goods are to be shipped before the payment is



received from this customer. Now the local flow cannot adapt to
this change at runtime. Also, the customer agent may no longer be
able to interact correctly. Similar problems arise in the face of a
change of business policy of an agent: it is not clear what updates
must be made and where.

2.1 Contributions, Scope, and Significance
Our general contribution is a methodology and design principles

for specifying flexible protocols and dynamic processes. Specif-
ically, we show how employing modular protocols can result in
reusability and ease of development. We present a novel concep-
tual model for business processes that allows us to decouple inter-
nal local policies of agents from their external interaction behavior.
We show how commitments provide the basis for a semantics of
the actions of the participants, thereby making the resultant proto-
cols flexible and verifiable. We ground our concepts by introducing
an ontology for specifying protocols termed OWL-P. By example,
we show how our approach for process enactment is conducive to
reuse and aggregation. Finally, we develop a prototype for enacting
simple processes having one constituent protocol in a rule-based
system.

This paper is a first step in realizing our vision. It emphasizes
the modeling and software engineering aspects, and doesn’t address
technical challenges such as failure and recovery semantics for the
protocols, versioning of the protocols and runtime compatibility
verification of protocol skeletons. Further, it assumes synchronous
communication. Lastly, it defers the composition of multiple pro-
tocol skeletons to future work.

The presented work is significant because it yields a new ap-
proach for the specification and enactment of business processes.
Just as the standardization of network protocols enabled the expan-
sion of the lower layers of Web architectures, business protocols
will enable the development of processes for open systems. For
this reason, we expect to see an increasing set of business protocols
being published, and custom protocols to be designed in narrow
domains. This will further increase the significance of our con-
tributions for developing processes based on protocols and local
policies.

2.2 Concepts and Terminology
Figure 2 shows our conceptual model for a protocols and poli-

cies based treatment of business processes. Boxed rectangles are
abstract entities (interfaces), which must be implemented and com-
bined with business policies to yield configurable entities that can
be fielded in a running system (rounded rectangles). Abstract enti-
ties should be published, shared, and reused among the process de-
velopers. We specify a business protocol in terms of a set of rules
termed protocol logic. Protocol logic encodes the interactions of
participating roles, who would be bound to specific partners when
a process consisting of the given protocol is enacted.

Whereas the protocol logic specifies the protocol from the global
perspective, a protocol skeleton (P-Skel) specifies the protocol from
the perspective of one of the participant roles. Thus, each P-Skel
defines the behavior of the respective role with respect to the given
protocol.

An agent is an implementational entity, representing a real-world,
autonomous business partner with its local business rules. An agent
may participate in multiple business protocols by adopting a role
in each of them. For example, a bookstore may adopt the role of a
seller while interacting with customers and the role of a buyer while
interacting with publishers. When an agent needs to participate in
multiple protocols, a composite skeleton (C-Skel) can be created by
splicing in the P-Skels, one for each role that the agent plays in the

given protocols. For example, in a supply chain process, a supplier
would be a merchant when interacting with a retailer in a trading
protocol and would be a client in a shipping protocol for sending
goods to the retailer. The C-Skel for such a supplier would be com-
posed by splicing in P-Skels for a trading merchant and a shipping
customer. This C-Skel specification could be published and then
reused for developing other supplier processes.

An agent stipulates its internal business policies in terms of a
set of rules we term as business logic. The local flow of an agent
is an executable realization of a C-Skel. Local flow consults the
business logic to make decisions. Thus, the combination of a C-
Skel with business logic entails the desired local flow, which may
be represented in a flow language, e.g., BPEL. A business process
is the aggregation of the local flows of all the agents participating
in it. Conversely, a business process is an implementation of the
constituent business protocols.

Figure 2: Conceptual Model

2.2.1 Commitments
To talk about how a protocol allows flexibility during enactment

presupposes that we can characterize the computations allowed by
a protocol and the evolving states of those computations so we can
consider whether a particular refinement or detour is legitimate. For
business protocols, therefore, this means that we must represent not
only the behaviors of the participants but also how the contractual
relationships among the participants evolve over the course of an
interaction. Doing so enables us to determine if the interactions are
indeed compliant with the stated protocols.

The contractual relationships of interest are naturally represented
through commitments, which have gained importance in the field
of multiagent systems [Castelfranchi, 1993]. Commitments cap-
ture the obligations of one party to another. For example, the cus-
tomer’s agreement to pay the price for the item after it is deliv-
ered is a commitment that the customer has towards the merchant.
Using commitments enables us to model not only a participant ac-
tions, but also how they advance the ongoing business interaction,



which enables us to more readily detect and accommodate business
exceptions and opportunities.

Commitments lend coherence to the agents’ interactions because
they enable agents to plan based on the actions of others. In princi-
ple, violations of commitments can be detected and, with the right
social relationships, commitments can be enforced—by penalizing
participants who do not comply with their commitments. Enforce-
ability of contracts is necessary in practical settings where the par-
ticipants are autonomous and heterogeneous [Singh, 1998].

To apply commitments presupposes that we are modeling the
participants as agents. Agents naturally represent parties such as
the business partners involved in an e-business scenario, who might
collaborate but retain their autonomy. Commitments have been
used to model interaction protocols, especially in e-business set-
tings [Verdicchio and Colombetti, 2002, Yolum and Singh, 2002b].
Such formulations generally afford more flexibility to the partic-
ipants in choosing the actions they may take at different stages.
Much of our technical development is based on established con-
cepts of distributed computing and temporal logic. Since commit-
ments might be unfamiliar to some readers, we introduce them first.

DEFINITION 1. A commitment C(x, y, p) denotes that the agent
x is responsible to the agent y for bringing about the condition p.

Here x is called the debtor, y the creditor, and p the condition of
the commitment. The condition is expressed in a suitable formal
language.

Commitments can also be conditional, denoted by CC(x, y, p, q),
meaning that x is committed to y to bring about q if p holds. For ex-
ample, the conditional commitment CC(c, b, goodsg, payp) means
that the customer c is committed to pay the bookstore b an amount
p if the bookstore delivers the book g to the customer. When the
bookstore delivers the goods, i.e., when the goodsg proposition
holds, the conditional commitment CC(c, b, goodsg, payp) is auto-
matically converted into the base-level commitment C(c, b, payp).

2.2.2 Commitment Operations
Commitments are created, satisfied, and transformed in certain

ways. The following operations are conventionally defined for com-
mitments [Singh, 1999].

1. CREATE(X, C) establishes the commitment c in the system.
This can only be performed by c’s debtor x.

2. CANCEL(X, C) cancels the commitment c. This can only be
performed by c’s debtor x. Generally, cancellation is com-
pensated by making another commitment.

3. RELEASE(Y, C) releases c’s debtor x from commitment c.
This only can be performed by the creditor y.

4. ASSIGN(Y, Z, C) replaces y with z as c’s creditor.

5. DELEGATE(X, Z, C) replaces x with z as the c’s debtor.

6. DISCHARGE(X,C) c’s debtor x fulfills the commitment.

A commitment is said to be active if it has been created, but not yet
discharged.

3. APPROACH
Protocols need to have a clear definition and their specification

should use terminology that is understood by all the participants.
The intent of drawing up an unambiguous protocol specification is
to reap the benefits of standardization as has been done in other
areas of computer science. Unlike networking protocols, business

protocols need to be specified at a higher level of abstraction so that
the protocol designers are not bogged down by low-level details of
the protocol execution and can focus on the business aspects. To
further ease the job of business protocol designers, our framework
separates the local business logic and other legal concerns from
the public protocol. Such a separation of concerns makes for bet-
ter engineered processes that enable reuse and are easy to under-
stand. This section describes our approach for specifying flexible,
commitment-based protocols and how we separate local policies
from protocols.

3.1 Protocols
A protocol has a unique identifier. The protocol ontology defines

the following elements, most of which are shown in Figure 3.

1. Roles that participate in the protocol. Each protocol has at
least two roles.

2. Messages that the roles use to communicate with each other,
along with message formats and meanings. The message for-
mats detail various attributes that a message can have. For
example, the requestForQuote message in the Netbill
protocol, which is sent by the customer to the merchant ask-
ing for a price quote on a certain item, has one attribute for
identifying the item, one attribute to identify the sender, and
one for the receiver.

3. Preconditions and effects for each message, so that the partic-
ipants derive the same meaning from a message and, conse-
quently, have their locally maintained protocol states in sync.
As a result, preconditions and effects provide unambiguous
meanings to messages. Preconditions on messages enforce
a (partial) ordering of the messages, allowing participants to
detect a violation of the protocol. A message can be sent
only if its precondition holds. If a message is received in
a state at which the preconditions for that message do not
hold, the sender of that message is in violation of the pro-
tocol. Effects of messages are actions that the participants
should take to keep their states consistent. Message effects
are realized through actions as described below. Message
preconditions are evaluated in conjunction with the partici-
pant’s policy. Therefore, an important aspect of the partic-
ipants’ freedom of enactment is that the policy can block a
message precondition by returning a false value and po-
tentially violating a protocol. This topic is discussed in Sec-
tion 3.2.

4. Commitments and domain specific propositions that are needed
by the participants to keep track of events in the protocol.
Commitments are needed to identify and enforce obligations
between participants.

5. Actions that the participants should perform as part of the
effects of a message. Note that some of these actions are
internal to the participant. That is, the participant takes these
actions locally. Although messages have effects, participants
are allowed to check with their policies before taking these
actions. The actions are as follows.

• Adding or removing a proposition from the state to keep
track of the protocol execution. Messages between par-
ticipants change the protocol state by adding or remov-
ing propositions from the working memory.

• Invoking a procedure. Effect of a message might be
invoking a local procedure.



• Creating a commitment. A message may require cre-
ating commitments. For example, in the Netbill proto-
col, when the merchant sends a quote to the customer,
the merchant is making a conditional commitment to
the customer that it will send the goods if the customer
promise to pay for them. This is a local action.

• Invoking another protocol. A participant may choose to
invoke another protocol, which nests inside the current
protocol. This is not a local action, since a new protocol
would involve other participants. A detailed treatment
of protocol nesting and a theoretical framework for the
same is provided in [Mallya and Singh, 2004].

• Sending or receiving a message
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Figure 3: UML Model for OWL-P

The OWL-P ontology, in its RDF/XML serialization, is available at
http://bombadil.csc.ncsu.edu/owl/Protocol.owl. The NetBill proto-
col, which was developed by Sirbu [Sirbu, 1997] as a method of
selling goods online, has been described using this ontology, and
is available at http://bombadil.csc.ncsu.edu/owl/Netbill.owl. Fig-
ures 6 and 8 show precondition-effect rules of the escrow protocol.

3.2 Policies
Since protocols specify only the key interactions, the participants

of a protocol now have the liberty to enact the protocol details as
they deem fit. Such freedom of execution is required by business
protocols because business interactions are governed to a large ex-
tent by the (internal) business policies of the partners, and other
external factors such as trade laws, rules, and regulations. For ex-
ample, an online trading protocol that only requires the exchange
of goods for money allows its participants to perform the goods
transfer and the money transfer in any mutual order. It is up to the
local policy of the merchant if it decides to send the goods before
receiving money.

Policies are consulted before firing any precondition-effect rule,
by evaluating the precondition in conjunction with the policy. Be-
cause of this, poorly specified policies could cause a violation of
a protocol. For this reason, it is important that the designers of
policies follow certain guidelines so that the policies agree with
protocols. We identify two kinds of effects: required and optional.

These serve as a guide to design policies that do not force protocol
violations.

• Required effects. All effects that involve a commitment op-
eration on a base-level (i.e., unconditional) commitment are
required effects. If policies respect required effects, there
will never be a deliberate violation of commitment. Even
if participants disagree on what domain propositions hold,
they will never disagree on what commitments exist, and
what commitments have been discharged. Since base-level
commitments are the foundations for detecting protocol vio-
lations, policies should not disable message effects that op-
erate on base-level commitments.

• Optional effects. All other effects are optional and may be
disabled by local policies in the preconditions. For example,
the creation of a conditional commitment is an optional ef-
fect, since no obligation is violated if one participant creates
a conditional commitment and another participant does not
recognize the creation of the conditional commitment. Note
that if a conditional commitment gets converted into a base
level commitment, then that conversion is a required effect,
because a base level commitment is being created.

3.3 System Architecture
Figure 4 shows our process enactment framework. Its compo-

nents fall into two broad categories: those that are in the local do-
main of the participant and those that are in the public domain. In
Figure 4, the horizontal dashed line demarcates the local and public
domains. The protocol specification lies in the public domain. The
messages that are sent between participants pass through the pub-
lic domain, although these will be secure or encrypted messages
in most real-life situations. The local domain contains all compo-
nents of the participant agent’s architecture. Th thin arrows con-
nect components that the participants implement with inputs from
the OWL-P specification. The thick arrow denotes the messaging
service used by participants to communicate with others.

Public Components. The OWL-P specification of a protocol
is available to all potential participants via a URI. The specification
was explained in Section 3.1 and is not repeated here.

Local Components. The local components of each participant
include a knowledge base, a rule base, and a program that sends
and receives messages. The knowledge base is a store for commit-
ments and propositions. The rule base is generated from message
preconditions and effects by the algorithm given in Figure 7. The
rule base acts on the data contained within the knowledge base.
The rule base is consulted by the main messaging interface when
messages are received and in turn can send messages proactively
(based on the policies by invoking the messaging interface.)

Our current implementation uses the Java Expert System Shell
(JESS) to implement the rule base. JESS maintains the knowledge
base as part of its execution.

3.4 Enactment
Here, we present an algorithm for generating role skeletons from

an OWL-P protocol specification. To better demonstrate this algo-
rithm, we present an OWL-P specification for the Escrow proto-
col [Escrow.com, 2003], which is a three-party protocol, and the
generated skeleton corresponding to the Buyer role of the Escrow
protocol. Figure 5 shows the Escrow protocol in a state-based rep-
resentation where the Buyer has already selected the items and the
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Escrow is aware of the amount of payment. Figure 6 is the cor-
responding OWL-P specification in convenient notations after ab-
stracting away the details about message formats.

Let us formally define a Protocol in OWL-P. A Protocol P de-
fines a set of messages M and a set of participant roles R. Hence,
P = (M, R). A message M ∈ M is defined as M = (ρs, ρr , Cpre ,
Eff ) where, ρs ∈ R is the sender, ρr ∈ R is the receiver, Cpre

is the precondition of the message and Eff is the set of all ac-
tions being effects of the message. A skeleton of a role ρ then,
is Pρ where Pρ = (Mρ, Rρ). Mρ is the set of all messages in
which ρ is involved and Rρ is the set of all the roles with whom
ρ interacts including ρ itself. Figure 7 describes the algorithm.
Desai and Singh developed a similar algorithm in [2004 (To Ap-
pear] which was based on state-based representations to specify
protocols. However, it had no semantics attached with the ac-
tions and states. Note that OWL-P describes the protocol from
a global perspective where the propositions are added to a global

(B, E): deposit
start p⇒ sendMessage(deposit)

addProposition(“deposit p”)
createCommitment(S, B, secured p, goods p)
createCommitment(E, B, released p, refund p)

(E, S): secured
deposit p⇒ sendMessage(secured)

addProposition(“secured p”)
createCommitment(E, S, goodsOK p, payment p)

(S, B): goods
secured p⇒ sendMessage(goods)

addProposition(“goods p”)
createCommitment(B, S, goodsNOK p, goodsReturn p)

(B, E): goodsOK
goods p AND policyOK p⇒ sendMessage(goodsOK)

addProposition(“goodsOK p”)
(B, E): goodsNOK

goods p AND ¬policyOK p⇒ sendMessage(goodsNOK)
addProposition(“goodsNOK p”)
createCommitment(S, B, goodsReturn p, release p)

(B, S): goodsReturn
goodsNOK p⇒ sendMessage(goodsReturn)

addProposition(“goodsReturn p”)
(S, E): release

goodsReturn p⇒ sendMessage(release)
addProposition(“release p”)

(E, B): refund
release p⇒ sendMessage(refund)

addProposition(“refund p”)
(E, S): payment

goodsOK p⇒ sendMessage(payment)
addProposition(“payment p”)

Figure 6: OWL-P for the Escrow Protocol

state and there are no distributed sites. The role skeletons describe
the protocol from the perspective of the corresponding participant.
When the Partition algorithm is run through the OWL-P for the



1 Partition(ρ)
2 Mρ ← φ

3 For all M ∈M

4 If ρ = ρs Then
5 Mρ ←Mρ ∪M

6 Else If ρ = ρr Then
7 ModifyPrecondition(Cpre)
8 If sendMessage ∈ Eff Then
9 Replace sendMessage with ReceiveMessage

10 Mρ ←Mρ ∪M

11 ModifyPrecondition(cond)
12 If cond is an atomic proposition Then
13 FindReplacement(cond)
14 return
15 Else
16 For all components cond comp of cond
17 ModifyPrecondition(cond comp)

18 FindReplacement(cond)
19 For all M(ρs, ρr, Cpre,Eff ) ∈ M such that
20 addProposition(cond) ∈ Eff

21 If ρ = ρs ∨ ρ = ρr Then
22 return
23 Else
24 cond← Cpre

25 ModifyPrecondition(cond)

Figure 7: Partition Algorithm: Generating a Role Skeleton
from OWL-P

Buyer role in the Escrow protocol, it generates the skeleton for the
Buyer role as shown in Figure 8. Notice that for the goods mes-
sage the precondition secured p is replaced by deposit p and
for the refund message the precondition release p is replaced
by goodsReturn p. This is due to the fact that when the Buyer
receives these messages, it will not know about secured p and
release p. This is because the Buyer is not involved in the in-
teractions that cause those propositions to hold, namely, secured
and release. Replaced propositions are found by the Partition
algorithm. Procedures ModifyPrecondition and
FindReplacement take a reference to a condition expression
and replace its constituent propositions. Also, the sendMessage
actions for the messages that the Buyer receives are replaced by
receiveMessage actions.

Prototype Implementation. We showed how to generate skele-
tons for roles involved in one protocol. But more often than not,
agents play roles in more than one protocol in a business process.
To enact the local flow of such an agent, its role skeleton for each
protocol it participates in should be generated from the protocol’s
OWL-P specification. Next, the skeletons need to be spliced in
together to generate a composite skeleton. Finally, to enact the lo-
cal flow, the composite skeleton needs to be augmented with the
agent’s local policies. This paper does not address the methodol-
ogy for splicing in multiple role skeletons. Figure 9 shows the con-
stituent protocols and the participants involved in a procurement
business process from the global view. The entities shown are the
participants and the edges are the protocols through which they in-
teract. As a simple guideline, each participant will need as many
role skeletons as the number of edges attached to it.

We enact the role skeletons generated by the Partition algorithm

(B, E): deposit
start p⇒ sendMessage(deposit)

addProposition(“deposit p”)
createCommitment(S, B, secured p, goods p)
createCommitment(E, B, released p, refund p)

(S, B): goods
deposit p⇒ receiveMessage(goods)

addProposition(“goods p”)
createCommitment(B, S, goodsNOK p, goodsReturn p)

(B, E): goodsOK
goods p AND policyOK p⇒ sendMessage(goodsOK)

addProposition(“goodsOK p”)
(B, E): goodsNOK

goods p AND ¬policyOK p⇒ sendMessage(goodsNOK)
addProposition(“goodsNOK p”)
createCommitment(S, B, goodsReturn p, release p)

(B, S): goodsReturn
goodsNOK p⇒ sendMessage(goodsReturn)

addProposition(“goodsReturn p”)
(E, B): refund

goodsReturn p⇒ receiveMessage(refund)
addProposition(“refund p”)

Figure 8: Skeleton for the Buyer role in Escrow Protocol

in terms of Jess Rules. Jess rules can be directly mapped from the
message rules in the protocol skeletons. The messaging system is
implemented in Java. Jess rules invoke Java methods to send mes-
sages. On the receiving side the messaging system receives mes-
sages and dispatches events to the Jess rule-base. Our messaging
system is implemented in JADE (Java Agent Development Frame-
work).
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Figure 9: A Procuement Business Process Global View

3.5 Sketch of Correctness
Here, we informally argue that the skeletons generated by our

algorithm are sound and complete with respect to the OWL-P spec-
ification. That is, the generated skeletons when executed together,
realize the same computations as the input OWL-P and realize no
other computations. We define a computation C as a sequence of
message exchanges observed in a run of the protocol. So, C =
M0 ·M1 ·M2 · · ·Mn. Note that we do not consider the local poli-
cies as part of an OWL-P computation as they are not specified in
OWL-P.

3.5.1 Soundness
We show that if a computation C is allowed by the generated

skeletons then OWL-P also allows it. Let C be allowed by the
skeletons. Let Mi ·Mj be a step in C. Let ρ1 be the sender of Mi

and ρ2 be the receiver. From the view of ρ2, the next observable
event will be sendMessage action in effects of Mi. Let that message
be Mj and hence ρ2 be the sender of Mj .

Now, because Mi ·Mj is allowed by the skeletons, the following
properties hold:



1. In the local state of ρ1, precondition for sending Mi holds.

2. In the local state of ρ2, precondition for receiving Mi holds.

3. After receiving Mi, the local state of ρ2 enables the precon-
dition of sending Mj .

If we can show that these conditions also hold for OWL-P, it means
that Mi ·Mj is allowed by OWL-P.

By line 4 of the Partition algorithm, in Pρs
, the precondition of

Mi is added unchanged from M because ρs is the sender of Mi. So
Condition 1 above holds for OWL-P.

All the propositions that hold in the local state of ρ2 also hold for
OWL-P as ρ2 was involved in the latest interaction and OWL-P is
the global view of the protocol and there are no distributed states.
Hence, if the precondition for receiving Mi holds for ρ2, it must
hold for OWL-P. So, Condition 2 above holds for OWL-P.

Notice that while generating a skeleton, for the receiving role of a
message, no effects are modified except for replacing sendMessage
actions by receiveMessage actions. Hence, the local state of ρ2

after receiving the message is identical to the OWL-P view of the
state. Because the precondition for sending Mj is enabled for ρ2,
it will also be enabled for OWL-P; hence Condition 3 above holds.

3.5.2 Completeness
We show that if a computation C is allowed by OWL-P then the

generated skeletons also allow it. Let C be allowed by OWL-P. Let
Mi ·Mj be a step in C. Let ρ1 be the sender of Mi and ρ2 be the
receiver. Obviously, ρ2 is the sender of Mj .

Here, the three conditions listed in Section 3.5.1, already hold
for OWL-P. If we can show that they also hold for the generated
skeletons then Mi ·Mj will also be allowed by the skeletons. Con-
dition 1 holds as discussed for Section 3.5.1.

Due to the procedure FindReplacement in the Partition algo-
rithm, Cpre of Mi in Pρ2

is modified such that the propositions
unknown to ρ2 are replaced by the propositions as last known to
ρ2 that lead to Mi. Hence, if the Cpre holds for OWL-P, it will
also hold for Pρ2

. Hence Condition 2 holds. Condition 3 holds as
discussed for Section 3.5.1.

3.6 Revisiting the Motivating Problems
In this section we show how and to what extent does our ap-

proach aid in solving the problems identified in Section 2.

Semantics for Protocols. Our protocol specification is min-
imal in that it does not dictate all possible computations or runs.
The protocol specifies the meanings of messages in terms of when
they can be sent and what their effects are. Message sequencing
is achieved as a consequence of planning on the part of the agents
to reach a final state of the protocol. Participants can therefore
use their policies to enact local flows that best serve their interests.
Hence, when partnerships are formed dynamically, the role skele-
tons of the partners can be verified against each other. Because
the protocols are standardized and published, skeletons generated
from them are guaranteed to be compatible. However, if the partic-
ipants have different versions of the protocol, or they customized
the generated skeletons, their semantics must be reasoned about to
verify the compatibility. We defer the discussion of compatibility
verification to future work.

Reusable Protocols. The clear separation between protocols
and policies allows for the specification of protocols independent
of local policies. Hence, the OWL-P protocol specifications are
modular and fit well into software engineering abstractions such

as refinement and aggregation. As these specifications are pub-
lished, designers can reuse them to build local flows of new agents
by generating corresponding role skeletons and augmenting them
with their local policies.

Runtime Adaptability. The use of commitments to represent
important events in the protocol allows a protocol to generate a
variety of runs. Protocols can be refined into other protocols that
constrain the runs more, or can be adapted into other protocols dur-
ing runtime [Mallya and Singh, 2004]. Hence, if a change of busi-
ness policy or interaction pattern occurs, modifying the rule base at
runtime and reverifying the compatibility with the partners would
allow the local flows to adapt at runtime.

Exception Handling. Commitments allow us to identify which
agent is responsible for which event. Commitments bring account-
ability and enable agents to intelligently reason about exceptions.
For example, an agent can decide to release another from a commit-
ment if the need arises or if the debtor agent asks for an extension of
the deadline of the commitment. Pending base-level commitments
correspond to an absolute obligation of one agent to the other. Any
failure at a point where base-level commitments are pending may
result in undesirable results. Hence, protecting the scopes for the
life-time of base-level commitments is a guideline to the designer.

4. DISCUSSION
Developing business processes for open systems poses signif-

icant challenges. Interactions in business processes can be quite
complex making interoperation of autonomous partners a major
concern in open systems. Most research efforts focus on alleviat-
ing the interoperation problems by documenting an expected chore-
ography of message exchanges. The Web Services Choreography
Interface (WSCI) [WSCI, 2002] specification describe the chore-
ography of message exchanges, using control flow constructs. As
such, they can support complex interactions. However, a WSCI
specification gives no semantics to interactions, which makes it less
amenable to reuse. Business Process Execution Language (BPEL)
[BPEL, 2003] is a flow language designed to specify composition
of Web services. However, a BPEL specification intertwines busi-
ness logic and interactions, and therefore cannot be reused and lack
the semantics of the activities. Also, BPEL specifications are not
published; it represents the internal orchestration of a partner’s lo-
cal flow.

The Semantic Web Services Initiative has produced OWL-S
[DAML-S, 2002]. OWL-S is in essence similar to WSCI, however
service interfaces are given semantics in the model. In addition,
OWL-S processes can be dynamically composed via planning. But
the specifications are logically centralized and support the perspec-
tive of only one participant thereby limiting autonomy of others.

The RosettaNet [RosettaNet, 1998] effort centers around pub-
lishing protocols and designing the business processes around them.
RosettaNet represents a step in the right direction. However, they
are currently limited to two-party request-response interactions call-
ed Partner Interface Processes (PIPs). PIPs lack a semantics.

Whereas the local flow of a partner cannot be reused by another,
the protocols can be. At the same time, given a formal semantics,
protocols can refined or aggregated, thus yielding new protocols.
Mallya and Singh [Mallya and Singh, 2004] treat these concepts
formally. The Business Process Handbook [Malone et al., 2003],
in a similar vein, catalogues different kinds of business processes
in a hierarchy. For example, sell is a generic business process. It
can be qualified by sell what, sell to who, and so on. Our notion of



a protocol hierarchy bears similarity with the Handbook. Our effort
is focused on providing formal semantics to the hierarchy.

Older technologies such as workflow systems lacked the flexi-
bility and agility that current business processes need. Businesses
today are moving their processes online, with the help of the Se-
mantic web [Petrie and Sahai, 2004]. It is this area of confluence
of business processes and the Semantic Web that we deal with. Our
work draws from traditional concepts in distributed computing and
multiagent systems, and some of our results apply to agent interac-
tion protocols.

The representation of business contracts is an interesting area
of research. Grosof and Poon [2003] represent agent contracts in
OWL and RuleML. They develop an ontology for processes and
contracts. Davulcu et al. [2004] develop a logic for specifying
contracts in Web services. Commitment-based protocols serve pre-
cisely the purpose of specifying contractual arrangements. Com-
mitments are, in principle, enforceable and partners can be held
responsible for violation of commitments. It is reasonable to ex-
pect that not all parts of a complicated contract will be reflected in
the protocol, because contracts are sensitive to the context in which
the interactions take place. For example, the Uniform Commer-
cial Code (UCC) [UCC] has certain stipulations for merchants and
consumers. Such codes are more like policies than protocols. Some
partners may be required to follow the UCC, perhaps based on their
geographical location. How to layer and prioritize such policies is
a direction of future research.

Future Directions. One important direction is the layering of
contextual policies such as UCC, as described above. Contextual
policies play an important role in a partner’s decision-making and
would presumably be given a higher priority. That is to say a local
policy should behave differently under different contexts.

Another vital direction to explore is the OWL-P representation
of composite protocols. To enact the local flow of a merchant in
Figure 1, we need to splice in the skeletons for payment proto-
col, the shipping protocol and the procurement protocol in such
a way that they realize the local flow as seen in Figure 1. Also,
there might be dependencies between the protocol skeletons that
are spliced in. How should we specify the data flow dependencies,
control dependencies, failure-recovery dependencies and the rela-
tionship of one protocol to the other in OWL-P? Also, when a pair
of agents dynamically form partnerships but have different versions
of protocols, how can we verify their compatibility?
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